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RYZE Formal Safety Analysis

* Safety Analysis
* Fault Management
* Fault Analysis

i
o
@
=
@
(=) ]
(1]
=
(1]
=

. Closure Tools

Fault Injection Engines

Simulation] ‘ Formal l [ Emulation {Pro::G‘:ﬂg l

Random
Failure
Analysis




2018

DESIGN AND VERIFICATION™

N
DVCON

ool >

Yo |SO 26262 — Classification of Faults

Fraction of
Fallure mode = fallures which have the
. . - tentlal to violate the |no potantial| | .
A = 1-F c A - ol - B ={1-F — R
rs =t safel ™ 4 SR safety goal in absence of A mpr =( PYSGH ¥ 4 ng
A B a salfaly machanism |
LF eyasa)?h
otentlal 2 - )
P A pae |—[1_"L aer) "q'\-dl-'l-.rl-l:—]
r
Safety related L
no HW element to be == _at A oyac =F pyss % A a5 MPF,
conslderad 1n the - SR _ latant =a
analyses? =
X nol paercelved
i Wihich fraction -
| . —3 o . —F s A h Fractifon of safe s there any is parceived perceived
“* nER s - - ER failures ([ .. 179 p—— safety mechani=sm [n o y? v
ol sare o . . L™ par M4 7
placsa 1o control failure . 3
moades of the HW elemeant P —r
(ywes !/ no)?m x'-.-u.il—'f.nr I;;r
L o
5 2 -1
A gprp T Aeyas” 1 —r - .
I A paer 1 =K fae e
= A paer ™
3
- - - Wiolation 4
YVi'hich fraction s prevented : VWhich fraction
praventsd by safety | A e =K pppc ar| o] |5 detected
mechanisms from A ey b (K _ ¥ not detectad
violating the safety goal? A, MP
[ A
T ERC RF detectsd
lL".;"i-:jI.'-_l||:|'-:':-r*. riol presvented .
3 A rr=(1-K Fuc.re) = A pwsa’ A papr get =K gpac rapr % A upE ¥
Safa fault l L
(not o be X
considerad N Single Point - rMFEF,
Safle faultr Reaesicual Faults MIPF, detected w -
B (e analyses) = il Fault= Idual ol perceived ac




2018

DESIGN AND VERIFICATION™

DVCOIN

Ry Classification of Faults

Hardware fault
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=Xo=w Formal Safety Analysis

* Fault Pruning

— Formal improves efficiency by minimizing the fault set that
needs to be fault injected

— Minimized fault list can be fault injected across different
engines depending on the problem

* Fault injection

— Same engines that are used for functional verification
enabling better reuse of tests, flows, data

— Fault injection results are combined through a common
database to provide a single set of fault metrics and
Diagnostic Coverage (DC)

— Formal provides exhaustive fault injection analysis including
exhaustive transient fault analysis
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=Xoeers  Dlaghostic Coverage Overview

Safety Mechanism

Undetected Fault Detects Fault

UU — Faults do not impact functional
output and not detected by Safety
Mechanism.

Safe Fault

DU — Faults impact functional output
but not detected by Safety
Mechanism
Undetected Dangerous Fault

‘ DU
Diagnostic Coverage = (1- — ) x 100

uu +M+ DU +-

Functional Output
Impacted | Unaffected
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vt Fault Analysis: Fault Pruning

Reducing the set of faults that need to be f|au|t iniected

Safe if not in a Cone-of-influence
* A subset of faults

— Only a subset of faults in a given design will affect the Cone-of-influence (COI)

Safety Goal
safety requirement. They are in the COls of the safety
critical signals

Cone-of-influence (COI) Safety Goal

e Safe elements

— Design elements not in the COI of a safety critical signal ~ ©one-ofinfiuence (COD safety Goal
automatically considered safe

* Configurations and constraints

— The COI can be reduced further by applying top-level

constraints such as disabling DFT, debug and test, or other
non-operational modes

-
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Fault Analysis: Safety Mechanism

Safety Mechanisms reduce Fault Injection Requirements

e Detectable fault

— Design elements in the COI of a safety
requirement, and

— overlap with the COI of the associated safety
mechanism

 Undetectable fault

10

— Design elements in the COI of a safety
requirement, and

— not in the COI of the safety mechanism
— must be considered a dangerous fault

safety mechanism

Injected faults here are
undetectable if no COl overlap
(Undetected Dangerous Fault)

/

data_o

ecc_error_o

enable_o

Potentially
detectable

\

Hardening is to drive more overlap



eXosers  Results of formal fault pruning

* Case 1: The design is a float point unit, ~530K gates.

— The goal is to identify the safe faults in the design.

— These faults are outside the COI or cannot be propagated to functional outputs.
* Case 2: The design is a memory management unit, ~1.3M gates.

— The goal is to identify faults that can propagate to internal status registers.

— These registers are checked by safety mechanisms at a higher level.

Case Gates Faults Safety ' Run Time per Fault Safe Faults % Safe Faults
Mechanism

#1 530K 32425 0 3.6 sec 868 2.7%

#2 1300K 1524 71 2.3 sec 720 47%
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svei  Fault Injection and Equivalence

Targeted stuck-at and transient fault analysis without a testbench
* Targeted Fault Injection

— Once the design is clean of Structural Faults

— Once the number of design elements have
been pruned down to a manageable and
meaningful subset

Golden Design

Safety critical output

* Exhaustive Fault Analysis

— Formal can be used to inject faults and
compare the outputs of the two designs — .
constrained
Golden vs Faulted o
by original

— Formal tools have the ability to inject both design
stuck-at and transient faults into a design, anc
see if the fault is propagated, masked, or
detected by a safety mechanism

Does a fault result
in a failure?

Inputs

Injected faults

19



Results of formal fault injection (1)

The design is a clock controller block with triple modular redundancy (TMR)
* #la: faults were allowed to be injected to all the registers in the design
— All the registers are in the COI of the safety mechanisms, there is no surprise.

* #1b: faults were allowed to be injected to all the nodes (registers, gates, and wires)
— There are significantly more faults.

Case Faults Number of Faults Run Time % Missed by Safety Mechanisms
#1a registers 57 15 min 0
#1b all nodes 2648 265 min 0

* Formal fault injection verifies that all the injected single point faults will be caught by
the safety mechanisms.



Results of formal fault injection (2)

The design is a bridge controller that consists of the clock controller block

* Formal fault injection was able to inject and propagate some faults to the output
ports of the design.

* Two types of faulty scenarios were observed:
— Single point faults that were not protected by any safety mechanism

— Residual faults that were protected by safety mechanisms; however, the safety
mechanisms did not detect the error conditions correctly.

Case Faults Number of Faults Run Time % Missed by Safety Mechanisms
#2a registers 267 23 min 12%
#2b all nodes 12963 1332 min 8%
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oveitr  Questa Fault Injection and Equivalence

Dangerous Undetected (DU) Fault

Wave (impl.fi.cov fault du pkt rx data 378) - Current
FHle Edit View Options Tools Window
Zégvr GRAUEOAFRBE &Nt & F 200 tao 2 Diff 200 1ps  ~ Freq 5000000000.000 Hz ~ ¥ [78

Signal Name Values-C1 0 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 800 B850

Primary Clocks Primary Clocks

| wrapper.spec.clk_xgmii_rx 1 I

Property Signals Property Signals

slec_wrapper.impl.fi.fault 0] xoomxx* " 40000*

s

[ apper.spec.dut.pkt rx_data i i
_[Prapperimpl.dutpkt_rx_data 0 ! 400000000000* 1
[#vrapper.spec.dut.pkt_rx_err 0
[wrapper.impl.dut.pkt_rx_err 0
Control Point Signals Control Point Signals
slec_wrapper.impl.fi.fault 0] 0x* f 40000* 0
rimpl.dut.rx_eg0.pkt_pending 1 U n d ete CtEd by
r.spec.dut.rx_eq0.pkt_pending C h ec ke I

Injected fault

Group: Property Signals

-
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=Yoeews  Formal Fault Analysis: Advantages

m Exhaustive analysis (does not require a testbench or test cases)
— Of the design for faults (safety mechanism)
— Of any faulty condition (diagnostic coverage)
— Of design equivalence (fault injection)

* Determines the diagnostic coverage

— simply provide a list of safety critical requirements and the safety detection logic,

— formal automatically prunes the fault set, injects stuck-at and transient faults, and determines the
diagnostic coverage of the design

* Determine the number of safe faults (Ag) by
— finding the unreachable design elements, those outside of a cone of logic, or
— those that do not affect the outputs (or gated by a safety mechanism)

* Use the fault set from fault pruning to determine accurate numbers for
— single-point failures (Agpg), residual faults (Agg), and multi-point failures (Aypg)

-
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eXoeews  Applications for Formal Fault Analysis

* Derive essential list of potential faults for analysis
— Simulation, emulation, formal analysis g rorwa ECE _I
Pruning the list of potential faults

— Based on cone-of-influence (COI) analysis
— The locations of safety mechanisms
Safety Mechanism Verification

— Fault detection and recovery I
Compute and calculation the Diagnostic Coverage W FORMAL REDUCES

— Generation of detection and coverage assertions FAULT ANALYSIS FOR ISO 26262
Fault Injection and Equivalence Checking

— Checking of golden and faulty design

-
17
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RYZS o Summary

* |ISO 26262 is challenging, but it can be mastered
* Exhaustive formal verification is key to fault injection and analysis
* Fault analysis requires a comprehensive approach

* Tutorial
— How to Stay Out of the News with 1S026262-Compliant Verification
— Thu March 01, 2:00pm - 5:30pm | Siskiyou

1Q
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=Yoeews  Classification of Hardware Faults
* g - Safe Faults
— Do not effect the Safety requirements

* Aspg - Single Point Fault
* Fault violating a safety requirements, not covered by a Safety Mechanism.

Single Point Fault Single Point Failure causes divergence

% and has no Safety Mechanism
Single Point Fault _ _ _ _
Single Point Failure causes divergence
\ and has no Safety Mechanism in its
path.

Safety Mechanism gates, protects, or flags

This leg of logical OR the divergence in some of the logic
would be a Safe Fault

20
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Yo  Classification of Hardware Faults

* Are - Residual Faults.

* Faults not detected by an intended Safety Mechanism and lead to a violation of Safety
requirements. Can be considered an escape.

* For most designs, the Single Point Faults and Residual Fault are not differentiated from a fault
analysis perspective.

* Residual Faults may matter if the quality of individual Safety Mechanisms matter

Single Point Fault

\ Residual Fault Residual Fault
D gets past Safety
) Mechanism
Safe Fault

Safety Mechanism
gates, protects, or
flags the divergence

91
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Y=  Classification of Hardware Faults

* Avpe - Multiple Point Fault.

* Combination of independent faults which may lead to a violation of Safety requirements

* Multi-point faults require engineering analysis to determine likelihood and location of latent
faults in the design.

Fault 1 \ Sirigle Point Fault

Not Multi-Point Failure
Fault 2 \ Singlz Point Fault
Fault 1 %

Multi-Point Failure. For example Fault 1
would create a divergence while Fault 2
Fault 2 \ defeats the Safety Mechanism.

29



