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e About Optima

* New challenges in semiconductor land: ISO-26262
* Challenges and solutions for Hard-Errors

* The Optima-Medini/Ansys integration

* Optima-SA™ - for early structural Analysis and fault-model sizing
* Optima-SA demo

* Optima-HE™ - Hard-Error or permanent faults analysis
* Optima-HE demo

* Soft-error or transient faults — problem definition

e Optima-SE™ - Soft-error analysis solution
* Optima-SE demo

*
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Optima Designh Automation

e Portfolio of advanced solutions for complex safety scenarios
o Key challenges addressed with automated, effective safety apps

Revolutionary, high-performance fault simulation technology
o Radical, new algorithms drive 1,000X performance improvement
_ e CoverageMaximizer™ Technology
Next-Generation o For manual and automated diagnostic Coverage closure

Automotive Functional Safety e Well funded™ core team of verification & safety experts
Founded 2014 Nazareth, Israel o Substantial EU funding has enabled a world-leading expert team
Optima-SE™ Optima-HE™ Optima-SA™
Soft Error Simulation and Selective Hardening Hard Error Coverage Measurement & Boosting Structural Analysis Solution

Automated FIT rate reduction to Rapid fault coverage measurement Provide accurate FMEDA, for safety
enable ASIL-D with minimal silicon cost with automated coverage boosting setup alternatives size calculation

Optima Fault Injection Engine™ (FIE) Technology Platform: 1,000x faster than competing solutions

*This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No. 850104.

*
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New Challenges in Semiconductor Land: 1ISO-26262

*
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Hard-errors: Different Safety Mechanism methodologies

STL
Logic-BIST Lockstep Other

SW Test Lib Methods

Stop the unit, perform Dedicated STL process

. Parity bits
Logic-BIST test on it that reads and writes to Duplicate the IP twice
Reset it ,C,PU register to check Both get same inputs
it’s lack of permanent- ECC, CRC
Put it back in operation fault Compare outputs at each
cycle
Hand crafted methods
Suitable if you have Suitable for CPU
redundant cores and can designs only, some IP Suitable for mostly for CPUs Watchdog
stop one or a few of them vendors provide it with b d for oth
for testing the CPU IP But can be used for other
designs Etc.
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Hard-errors: Measuring SM Coverage

* Whatever the methodology used for a given unit

* Need to measure the Safety Mechanism coverage

e Perform fault-simulation on all pins of all gates
 Measure if the SM can detect this fault or not
* Run all needed fault models

e Stuck-at-0

e Stuck-at-1

* Bridging-fault

* Etc.

* Need to be done on gate-level

* The task is immense, given the number of gates in the chip X time-per-fault-
sim

*
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The General Work-Flow (without Optima)

Challenges:

* Measure coverage: may
take weeks per iteration

Challenges:

* Lack of visibility
to improve
coverage

=> very manual
process

General challenge:

* Lack of automation
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Challenges:

iteration

No

Yes
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Challenge 1: Reaching Coverage goal can be very manual and

human-resource intensive

* No automated way to improve coverage
* No guidance and information to improve coverage
* No easy way to browse coverage results

* Optima is changing this with CoverageMaximizer™

*
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Challenge 2: Run-time to measure SM coverage

could become hundreds of compute years problem

* Need to be done at gate-level

* Each gate in the design need to be simulates 2..3 times (for each fault-
model)

10 Million gates x 2 x 5 min = 100 million min
(before fault-pruning reduction)

~190 machine years

* Optima is changing this with
e Optima’s fault-simulations are over 1,000x faster than competing solutions

*
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Optima-Ansys flow

*
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Optima
Medini

Ansys
Integrat
lon

ANSYS medini analyze Optima-HE / Optima-SE

User decide on
Safety Setup

User decides on
fault-injection needed
FME(D)A, FTA, DFA

|

Re-Validate
Analyze

1: IP Design w/

User loads
Resource Data

design in Optima

2: Safety
Setup

Optima performs
structural analysis

3: IP Design w/Resource
Data and structural
analysis results

4: Fault Injection
Campaign commands

\

Optima performs fault-
injections campaigns

5: Fault Injection
Results

|

-
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Benefits of the Optima Medini integration

* Formalized communication
between the “ASIC world” and
“FuSa world” h l {

* Seamless, closed-loop integration

* Fusa management platform

* Safety analyst, FME(D)A T
* ASIC fault simulation platform 0
» 1000X faster fault-simulation

between the two tools

*
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High-level Safety Flow

ANSYS OI?fTIM OéTIMA NANSYS

Pre-RTL RTL Netlist Post fault-
: based based simulation
analysis : : :
analysis analysis analysis
e FMEA/FMEDA e Structural e Structural o ASIL
e Estimate analysis analysis calculation
e Fault- e Fault- e etc
simulation simulation

*
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Optima-SA™

Early structural Analysis
and fault-model sizing

*
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Optima-SA™: Early structural analysis and FMEDA sizing

Eg-&c_a SO OIS I R B e c_,w\.f.j @b __ Name Vooe 4]
¥ dil | o - "‘ ged. | . - e critcal av 0.200000
= S T e Structural debug
Bhie il el =c (Detection COI)  (Critical COI) Ty p—
Epex R-[y_ < Ve parld e o .. [t
;! (| == 3 (OPTIMA bk &
> -~ [pRas < e width limit 100
- Gate-level v
o = E: r S e win sim g |0
: : Safe Invisible e rin i N Ea rly FMEDA
3 13 W8 Ty g w oy A B4 (3.15%) repTpmTaR —
T Parameters for
we_mech_persisert fr... [0 . . ° .
ey identifying major
e_limit_recwrence 0 =
me_end_of_window_b... |[OOUNT_AS_PROPAGATED Is
’ e (Mect court [
Safety setup’s S T —
11600 000N e_inject_mode FIXED_ERROR_DECT
-t i 55 fomE FMEDA data for
o oo ! B ] o Medini or other
LES
::l:
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Safety Setup: definition

* Given a design in RTL or GL-netlist, a Safety Setup includes:
e A given Failure Mode (Safety Goal)
* and its covering Safety Mechanism

* Need to specify the related signals:

* Failure-Mode Strobes of a Failure-mode are the hardware signals that if
fault arrives to them the Failure-mode is activated

* Detection strobes of a Safety Mechanism are outputs of the Safety
Mechanism, hardware signals or SW variables, that are activated when a
fault is detected

*
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Example with Lockstep SM methodology

E1I0GMAC

(master)

Unit outputs
> Internal > >
memory

fault_detected

Failure-strobes
Unit Inputs

Detection-strobes

Internal
memory
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Optima’s Structural analysis Failure Strobes
‘(Crltlcal COl)

OPTIMA

Si

Safe
Invisible
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O aEIERQEIY  Detection Strobes

(Detection COIl)

OPTIMA

Si

Safe
Invisible

o
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SIOEOICIEUENALE  Detection Strobes  Failure Strobes
‘(Critical COl)

(Detection COIl)

OPTIMA

Si

Safe
Invisible

o
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1SO-26262 FMEDA parameters

Safe faults

* Not in safety relevant parts of the logic
+ |n safety relevant logic but unable to impact the
design function (cannot violate a safety goal)

Single point faults

« Dangerous, can violate the safety goal and no
safety mechanism

Residual faults

« Dangerous, can violate the safety goal and escape
the safety mechanism

Multipoint faults

Single-Point Fault Metric
Vemgs
. 0 »
‘g Cant '
T : e
up to 99%
required

+ Can violate the safety goal buf are observed by a
safety mechanism
+ Sub-classified as “detected’, "perceived” or "latent”

Diagram Courtesy Intemational Standards Organization (1SO)
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Mapping Optima’s Structural analysis to FMEDA terms

SF

OPTIMA

Safe Faults

Residual
Faults

&
Multi point

Faults: L]
Detected

Intermixed |’

Si

Safe
Invisible

Uuv

Unsafe Visible
(potentially
detectable)

!

/I

SPF
Single Point
faults

*
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Optima-SA™ demo

*
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Optima-SA: Early structural analysis and FMEDA parameters sizing

Features Benefits
* Size the FMEDA parameter * O-effort
* Early detection of major issues: * Very fast, results available in minutes to 2
* Like SPF is too large hours
* Certain areas not covered by any SM * |dentify issues early in the project, based
* Unnecessary overlap between SM’s on RTL only

* Works on both RTL (early estimation) or * Analyze each fault-model separately, by

gate-level (final results) groups, or all FM’s combined

* Advanced structural debug capabilities * Export your results to your FMEDA tool

. . A 4 E I, Th
e Hierarchical based results (Ansys, Excel, or any other)

*
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Optima-HE™

Hard Error fault-simulation

e
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Optima-HE™

* Will take-over after Optima-SA™
* Perform accelerated fault-simulation in the UV area
* Split the UV area into Detected and not Detected

e
OPTIMA Next-Generation Automotive Funcﬁoncl-SofefiT"" -© Oﬁtima Desiﬁn Automation — Confidential - All Riﬁhts reserved — Delivered at DVCon Oct 2019, Munich, Germany 30



What Optima-SA gave us....

SF

OPTIMA

Safe Faults

Residual
Faults

&
Multi point

Faults: L]
Detected

Intermixed |/

Si

Safe
Invisible

!

/I

SPF
Single Point
faults
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Optima-HE results:
‘ 4 4
GPTIMIA

Si

Safe
Invisible

*
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Optima-HE results:
4 4
oPTIVIA

SPF -
SF — Safe Single Point

Faults faults

SPFM
Multi point Sl = UVD / (Ul + UV)
= UVD / (UI+UVR+UVD)
faults: afe
Detected -t =1- (UI+UVR)/(Ul + UV)
| invisioie

Residual
Faults

=

UV - Unsafe Visible
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Optima-HE™: Complete Hard-errors solution

B8 BE=E]
Main View
© b @ rolow [ optimase | Gptimae | ©
TOL QUGN Clel ons el e ¢l el o él (54 l |
g : LS 2
‘Em 1 ol “ Instance only With descendants | T~ S f ty h
i 4 * S Sreriy (~]
s [ F]| === 4 = f :’i;m::() < Total faults 0 (100%) 118 (100%) Name [ yolue ‘ are mech.
f i JAE~ et < Safe faults: 0 (0.0%) 0 (0.0%) | see_critical_avf 0.200000
b - it B 2
CHIRRIEIN R el > ® oxdgo S o) 500k Coverage results
- A3 D & rx_data_fifoO e {see_total_errors_... |0
= = o > = i hold F60 Safe (invisible): 0 (0.0%) 0 (0.0%) = = =
= R - ::: B b = tx_eqo_ < Unsafe faults: 0 (0.0%) 78 (66.1%) | see_width_limit |100
= et = b=t ‘d = Single-Point faults: 0 (0.0%) 0 (0.0%) | o
. — -1 : b= ti_d:ta fifo0 < Unsafe visible faults: 0 (0.0%) 78 (66.1%) | see_depth_limit [0 =
= t -Iev - I 2 (O gt < Stuck at zero: 0 (100%) 39 (100%) |see_min_sim_len... [0
= v b = f Gl Detected faults: 0 (0.0%) 0 (0.0%)
p AT e Residual faults: 0 (0.0%) 0 (0.0%) |see_min_hits [2
= = » WD : t r = 39 (100.0° 1
- sedisiidarbabinliied i SHNLERSIRA: bindolhinaliiindll | |see_mech_contin... |0
T : E : zy:z_z::_:b:ﬁlstxo < Stuck at one: 0 (100%) 39 (100%) " - | o o ™
yric.Slicxgmit Dutected fauits: 0 (0.0%) 0 (0.0%) EEE———— CoverageMaximizer
s S T T it WA W W AW, WAW S WANR W, W P =& statsO s
b 2| wishb ifo Residual faults: 0 (0.0%) 0 (0.0%) | h 2 .
wishbone_t Unsafe did not run yet: 0 (0.0%) 39 (100.0%) seg-mech parsist: lO d t'
Clock & Reset faults 0 (0.0%) 40 (33.9%) {see_mech_propa... |o | re co m men a Ions
Total Detection of unsafe faults 0 (0.0%) 0 (0.0%) i o
single-Point Fault Metric 0.0% 0.0% |see_limit_recurre... [0
Injections:to :’fe’fc‘";‘ o 78 'see_end_of wind... |COUNT_AS_PROPAGATED
Injections performe o o =
% Done ( | [ |see_inject_count lloo
. —— = &
Safety Setup S— =
&=

Srez Flapsedtime = ooies FMEDA Parameters
<INFO> DONE analyzing tracer file in 1.980000 seconds. for ASI L

<INFO> DONE getting events for nodes array in 0.020000 seconds. .
<INFO=> DONE Calculating clocks of all load nodes of CNCOI in 0.000000 seconds. I I t

<INFO> DONE prepare trace in 1.980000 seconds. ca cu a lons
<INFO> Engine prepare process is DONE.

Coverage goal ' =

Ready Memory Usage: 1000MB (VM) 237MB (PM) 1011MB (Peak) 00:02:49 Soft Errors JTY Y.}

Optima FAULT INJECTION ENGINE (FIE™) FMEDA data for

Over 1,000X faster than competing solutions Medini

*
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Application Example: Tuning STL — Software Test Library

iteration

N

Note:
. . . A The same process is used for all
Optima-HE does this step over 1,000 times faster FSMs f J .
than competing solutions types of SM's tor I_'lE e.tectlon
Reducing this step from weeks to hours GTL has the most iterations... y
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Optima-HE: Features

 Ultra fast fault simulation engine
* Fast single-thread performance

* Parallel multi-threading, work on as many CPU-Cores available as possible
* With 64 Cores machine, speedup can reach 64X the single thread performance

* Fault-Pruning
* |dentify only the faults needed for ISO-26262 requirements
* Do faults only on them
* Fault-Collapsing
* |dentify faults that will produce the same results and do only what is needed

e Works both on RTL and Gate-Level Netlist

e RTL — for initial estimations etc
* GL — for final results for the audit report

*
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Optima-HE: Ultra-fast Hard-Error fault simulation

Features Benefits

e Exhaustive fault simulation Faster fault simulation

* Safety-Mechanism coverage High accuracy

* CoverageMaximizer ™: Low effort coverage boosting

* guidance for raising coverage Reduce Time-to-Market

* For both gate-level and RTL Reduce design costs

Reduce needed compute resources

He
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Optima-HE™ demo

e
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CoverageMaximizer™

Guided-Manual and automated closure of diagnostic coverage

More details can be delivered under NDA

*
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Transient faults or Soft-Errors

Problem definition

*
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Transient-faults (Soft-errors/SEU/SET): What are they?

Bit-flips caused mostly by cosmic-rays
(radiation coming from the Sun)
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Protecting against Transient-faults at the flops:

Unit-level Lockstep mechanism
(cost: 70% more silicon) PTI M

Hardening all flops

(cost: 30% more silicon)
Selective flip-flop hardening m
(cost: 1-5% more silicon) PTI M

Using older silicon nodes (like 180nm)

Using special Rad-Hard silicon technology

*
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Transient-faults (Soft-errors/SEU/SET)

Where do
they hit?

Memory bits:

Single or multiple bits

Gates:

Combinatorial logic

SET — Single-Event-Transient

Flip-flops:

Bit-flip in a single flop

Protecting
against them

Memory:
ECC and bit dealignment

Gates: Low-probability,

not considered an issue by
most experts

Flops:

Next slides

¥ 53
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Soft-errors: Examples of flip-flop hardening methods:

TMR with Majority voter
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Transient-faults: logical-masking, deration and AVF

* Most flop TF are masked by the “logical masking” phenomena

if 99% of the time: A==0
Then most faults on B or coming from B will be masked

99% A==ﬂ} flop
* Some flops are logically masked most of the time flg(p > £

->they have low AVF X B
* Some are not
-> they have high AVF

AVF :Architectural Vulnerability Factor

AVF of flop_ais:
the probability that when a TF (bit-flip) happened on flop_a, then the error will propagate and reach a safety-goal output

*
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Optima-SE: Soft Error: Selective Hardening

* While some designers resolve Soft Errors by complete duplication of full-
units, or sometimes even full-CPU (lock-step or TMR), selective-flip-flop
hardening is considered to be the most optimal and cost effective method

* Qur tools enables selective flip-flop level hardening

* Definition: Find the 5-10% of the flops that contribute the 99% of the FIT,
and perform hardening only on them. Reduce the FIT rate to close to O

* This is an old problem in the industry, but almost has No commercial and
accurate solution, all solutions require immense compute resources

(measured in years and hundreds of years of simulations)

*
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Selective hardening process:

Does your derated-FIT rate
meet your requirements?

Optima-SE performs this step
over 1,000 times faster than competing
solutions
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Challenge: Calculating AVF can take hundred of compute years

 Calculating AVF involves performing fault simulations on all flops

* Each flop needs to be fault-simulated 50 to 1000 times to build reliable
statistics

* Historically, this has been “very lengthy and expensive task”
50 sims X 1M flops X 10 min = 500M min =

950 machine years

* Optima is changing this with

e Optima’s fault-simulations are over 1,000x faster than competing solutions
* Reducing the 950 machine years to ¥4 machine days

e
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Optima-SE

Soft-Error — Transient faults solutions

e
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Optima-SE™: Complete Soft-errors solution
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w =® ctrlo - -
-
= & <~ 2 memo M cuvfault_ smo/ast_seq_type[0] 100.00 &  Critical Yes 279 o eie_total_errors_on_injected_node |0
- 3 | = = 2 W mem .
~ 5 e 551 0 < & rx_hold fifon B dutfault_smo0/last_seq_type[1] 100.00 & Critical Yes 280 & eie_end_of_window_behavior COUNT_AS_NOT_PROPAGA &
- o ~ & fifod M dutfault_smo/seq_cnt[2] 100.00 I Critical Yes 281 fuan) eie_inject_control_required_injects |0 L
@ ~ =® ctrlo
A ! A <+ & memo M dutfault_smo/seq_cnt[1] 100.00 & Critical Yes 282 F. S ele_inject_control_inject_every [:
ks 3 W8 W, rhb ) AW JWAW AWTy )
4 $ | mem A dutrault_smo/seq_cnt{0] 0.00 & notcriical Yes 283 eie_inject_control_mode FIXED_ERRCR _INJECT 8
N FMEDA
® tx_dq0 M  dutwishbone_if0/cpureg_config0[0] () & critcal Yes 284 make_node_critical_loop_in_load | true )
~ % tx_data_fifo0 i
oo M dutirx_eqojrxhfifo_ralmost_empty_d1 7723 @& critical Yes 285 make_node_crifical loop_in_coi | false B P t f
& ctrio M dutirx_eqO/pkt_pending 297 & Notcritical | Yes 286 mern_array_crificality ALL_NOT CRITICAL B a ra m e e rs o r
- & mem0
= mem M dutrx_hold_fifo0/fifo0/mem0/rdata[70] EI: Yes 287 blackbox_criticality false . AS I L ca Ic u Iatio n s
~ % te_hold_fifod B0 dubrx_data_fifoo/fifo0/memo0/wdatal70] ] Yes 287 clock_tree_criticality true B
v ® fifo0 M dubrx_data_fifo0/fifo0/ctriofrd tals] - 67/202 Ye 288
- ctio utirx_data_fifo0/fifo0/ctri0/rd_gray_metal s reset_tree_criticality true 2
~ & memo M dutirx_data_fifo0/fifo0/ctri0/rd_gray_meta[5] - Yes 289 fsm_nodes._criticality true 2
W mem - - s
=& fault_smo M dutirx_data_fifo0/fifo0/ctri0/rd_gray_meta[4] - Yes 290 trace_write_copy_from_start false B
~ % sync_clk_wb0
e dut/rx_data_fifo0/fifo0/ctri0/rd_gray_meta[3] - Yes 291 .
< & meta_synco b ¢ 1 _gray_| trace_write_copy_to_end false S
2 meta[0] meta... M dutrx_data_fifo0/fifo0/ctri0/rd_gray_meta[2] - Yes 292 = 1l [ [r]
f metallmeta... {wwzam I Configuration Parameters |
[E3) ° .
Command ae_run graup_names { idkmahbons._icpres.contgn(o) ) - Audit trail

<INFO>  Summary for error injections on node th/dutvishbone_if0/cpureg_configo[0] : clk_id = 15, number of error_injects = 32, number of error_propogated = 7, SUES = 0.218750, average depth 42187500, node run_time = 0.570000
eie_run finished successfully.
command: eie_run -group_names { tb/dut/fault_sm0/seq_cnt[0] tb/dut/wishbone_if0/cpureg_config0[0] tb/dut/rx_eq0/rxhfifo_ralmost_empty_d1 th/dutirx_eq0/pkt_pending tb/dut/rx_hold_fifo0/fifo0/memo;rdata[70]

th/dutirx_data_fifo0/fifo0/mem0jwdata[70] } LY °
<INFO> Summary for error injections on node th/dut/fault_smo0/seq_cnt[0]: clk_id = 4, number of error_injects = 202, number of error_propogated = 0, SUES = 0.000000, average depth 2.000000, node run_time = 0.050000 o r ce rtl Icat I o n
<INFO= th/dut/wishbone_if0/cpureg_config0[0] : already calculated. sues is: 0.218750, criticality is: CRITICAL.

<INFO> summarv for error iniections on node th/dut/rx ea0/rxNfifo ralmost empty d1 : clk id = 4, number of error iniects = 202, number of error propedated = 156, SUES = 0.772277, averaqe depth 9.341584, node run time = 1.180000 <

>

Ready Soft Errors EETIITY |

Optima FAULT INJECTION ENGINE (FIE™)

Over 1,000 faster than competing solutions

*
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Another way to look at it: FIT rate calculation

. . With knowing the “personal” AVF of With knowing the “personal” AVF of each
Without knowing the each flop flop
“personal” AVF of each

flip-flop (using Optima-SE or other methods) (using Optima-SE or other methods)

Without hardening With selective hardening of m flops
FIT chip=
m-—1

F|T_Chip= z (AVF(k) * fit_hard)
FIT chip=

n
n * fit_unhard z(AVF (k) * fit_unhard) +
k=0

z (AVF (i) = fit_unhard)

n = Number of flops in the chip/IP/unit FIT chip = FIT Rate for the chip/IP/unit from flop from soft-error
AVF(k) = The “personal” AVF of specific flop k fit_unh = FIT Rate of a single flop, unhardened regular flop
m= number of hardened flops fit_hard = FIT Rate of a single flop, for hardened flop
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Pre-silicon application of Optima-SE

* All 4 steps are possible
* Lower the FIT rate to achieve the required ASIL level
* Easley balance silicon hardening cost with lower-FIT rate

* Fault-simulations can be performed multiple times during the project

* Early RTL for estimation
* Re-run after different version and different hardening decisions or Safety-Mechanism changes

e At RTL-freeze as close-to-final results
e At Gate-Level for final results and certification

* Etc..

e Optima’s Fault-simulation speed
-> increased fault-capacity
-> raise the accuracy of measurements

64
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Post-silicon (Post-Software) application of Optima-SE

Only steps A is possible (calculate derated FIT rate), however:

N

In many projects, due to the limited fault-simulation capacity AnOther Opthn'
* Derated-FIT rate is not calculated Combine selective
* No derat.lon s taken in the ASIL and FIT calculations hardening with
e QOver-estimation and safe-guards are used :
e Resulting in higher FIT rate and lower ASIL than the chip really is pIanned re-spin to

\ improve FIT rate /

Measuring deration with Optima-SE allows:
* Accurate measurement of actual derated FIT rate
* The measurement can lower the previously calculated FIT rate
* Hence, raise the ASIL level
* |In some cases, tweaking the SW can also lower the derated-FIT rate (post-silicon)

Value proposition to our customers:
* Re-certify your chip to higher ASIL
* Raise the price/value of the chip
* Bid on projects closed to you before, due to low ASIL

*
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Optima-SE: Value proposition:

* Industries only:

* Automated and complete solution for soft-errors
* RTL based solution

e Lower the FIT rate to close to O at low silicon cost => Meet ASIL-D
requirements

* Hardening results can either be inserted to RTL or to Gate-Level
 Ultra-fast fault simulator allows accurate results

* Vast savings in:
* Silicon cost
* Compute power
* Engineering time and costs

*
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Optima-SE™ demo

e
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Optima-SE: Ultra-fast Soft-error Fault Simulation

Features Benefits
Calculate derated FIT rate * High accuracy
Selective-hardening * Improve ASIL
Lower FIT rate to close to O e Reduce:
Measure SM effectiveness e Time-To-Market
1,000x faster than competing solutions e Silicon and power

* Compute-resources needs

He
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PTIN

Next Generation Automotive Functional Safety

www.optima-da.com

info@optima-da.com
+972-4-619-4602
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Terminology

*
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Glossa 'Y (key confusing terms)

“0Old” Scientific term ISO-26262 term Meaning
SEU TF Bit-flip at a storage element:
Single Event Upset Transient-fault * memory bit
* latch
SE * flop
Soft-Error Soft: No hardware damage happened
SET TF Particle hitting a gate, causing a glitch that travels
Single Event Transient Transient-fault through the combinatorial logic

It may be latched at flip-flop = become SEU
Mostly, it will not be latched and dissipate

HE Permanent Fault Physical damage in the chip.
Hard-Error A burnout of a transistor.

N Seen as stuck-at-0, stuck-at-1, bridging fault etc.
OPTI 72



Measuring failure: FIT — Failure in Time

FIT: Number of failures in 1 Billion hours

1ISO-26262 requirements are in the range of 100 FIT

1 FIT =1 Failurein 114,080y
100 FIT =1 Failure in 1,140y

Why it has to be this low?
If Toyota has sold 1M cars (from certain model/year) with FIT=100 per car
The FIT of all the cars is 1IM* 100 FIT

They will have 1 failure every 10 hours

*e
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