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DVEON Agenda

* Taking New Products into the Automotive Market...
Welcome to Functional Safety

 From Analysis to Fault Campaigns
* Break
* How Formal Reduces Fault Analysis for ISO 26262

 Requirement Tracing in the 1S0O26262 World
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Entering the Automotive Market...

* Reviewing the challenges and requirements in the Automotive Market &
1SO26262 Standard
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DVEEIN Automotive Market Drivers

—

Electrification = The Autonomous Car

Smart Sensors

High-end cars will contain more
than $6,000 worth of electronics
in five years, driving a $160

billlon automotive electronics
market in 2022”
Luca De Ambroggi

Principal analyst Automotive electronics
IHS Markit

Sensor Fusion

Vehicle Networking

Enterprise
Data

ﬁ Analytic

A Surround View
Emergency Braking Traffic Sl : Bli
Pedestrian Detection . Detection -.

V2X Connectivity Collision Avoidance

Lane Departure | .
ADAS Warning \
- Surround View

Rear Collision
Surround View
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Yo Complexity of Automotive Systems
LINES OF CODE —

® Hubble Space Telescope

Mars Curiosity Rover

@ Smartphone OS

F=35 Fighter Jet

6 radar beams
8 cameras

12 parking sensors
Luxury car barting

software

100M

144 electronic control units
500 LEDs

734 wire harnesses

2,400 wires

5,000 meters of cables

source: Roland Berger
source: CarsGuide
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eY¥zius Functional Safety = Table Stakes

Severity Probability [ Driver ~
1 C2 C3

C
oM | OM | OM Goal Is the create a highly
QM | QM | QM assured design by removing
QM [ QM | A unreasonable risk
QM A B
QM QM QM
QM QM A
QM A B
A B C
QM QM A
QM A B —ASIL D
A B C S3=Life-threatening, fatal injuries
B C n — E4=High probability of exposure
C3=Difficult for driver to control

Newer Cars Are Safer

Rate of traffic fatalities per 100,000 cars on the road, by model year and
year of incident

MODEL YEAR OF INCIDENT RATE
YEAR 2008 2009 2010 2011 2012 2013
2013

12
1
10

'05 _ ~—0-11.9

Source: WS) analysis, Experian Information Solutions The Wall Street Journal
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eYo=rs  Functional Safety Tradeoffs

Increased Cost & Development Examples:
Integrator Cost (Components) « Reviews, Audits, Assessments
Integrator Development Effort « Additional Logic in Safety Mechanisms
« Additional Rigor & Deliverables

ASIL Decomposition
IP / IC Cost (Area)
IP / IC Power (Area) ’Qf[')ﬁ
IP / DC Development Effort @.
Increased ASIL AsSIL | 1}
B(D)
IC/IP with ISO Compliance and Redundancy creates:
higher ASIL ratings reduces effort, ) Sorr;-plet)-( v fort
. . o erication erior
cost, and complexity for integrators. . Area & cost penalty
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ey |C/IP Categories

IC/IP
Integrator

(OEM, Tierl)

! 1

Requirements Assumptions

Part 8 Clause 13 Part 8 Clause 14

Safety EIement

out of Context
(SEo0C)

IC/IP Developed

Item Developed :
outside

Existing IC/IP

in Context “Proven in Use”

1SO26262

o Safety Analysis * Field Data Supported
* Next project must be
ISO 26262 Compliant

o Safety Analysis « Safety Analysis

1SO 26262 allows tailoring to match IC/IP
project specifics to the standard. Provider (Tier2)
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DV 1SO26262 — The known

| : : : ; . 1.Vocabulary

2. Management ot functional safety

.|2-5 Overall safety managermment

and the DI’O.dLIC‘t developmentphases

" [2-7'Sdfety manadermentduring production, " "
operation, service and decommissioning

3. Concept phase

13-51tem déﬁrjiﬁ{:ri' met e the system level

[3-6 Hazard analysis andrisk ety concept-'

|assessment -

4. Product development at the system level :

|to§icsforthe product | . s QSafeiwahdatmn- _ .

Pfoducﬁon, operation,

service and

" - decommissioning

4-8 System and Item inte
andverifi catmn

;3-'7'Funcli0nal'safat§r' G A & e

}4 7 System architectural desion.

Planning for production,
operation, service and
decommissioning

‘|concept

lT—GF‘idOUdiOI‘!"" g

- 12. Adaptation of 150 26262
P for motorcycles " = * ¢
:|12.5 Safety culture

f|12.6 Confirmation measures |

[f2-7 Hazard analysis and rIt-K
assessment -

12-8vehicle ir:ﬂegration andftesting

f|iQ.Q'Sa'fétjr'vgal'idétioﬁ g e |venﬁcatlon are.

8. Suppomng processes

7-7 Op:eralion,servic:a and

S : decommissioning

|8 5 Interfaceé within distribﬂted developn‘lﬁents |8 -9 Venﬁcatlon

- [-14Proven inuse argument

|8-6 Specification and management ofsafety a |8-10 Docuiientation’ managen'ent | "aiﬁlhte'rfa'cin'g'a' basévenicle or iteminan =
JArequirements ] - |8-11 Confidence inthe usé of soﬂwaretools . |application but of scope of ISO 26262 |

8-7 Configuration manaqement : * [8-12 Qualification of software components : ’3-16 Integration of safety related systems not

[8-8 Change management ; : [8-13 Evaluation of hardware elements . |developed accordingto IS0 26262

|9 5 Reqmrements del:omposmonv\ch respedtoASlL tallurlng
:|9-6 Criteria far coexistence of elements i

'9. ASIL- orlented and’ safety-onemed analyses :

|9 7 Anaiysm of de per{dent failures

|9-8 Safety analyses :

e LTI T T, (T8 0 7 1 A RN . FEVURTUS - SOOI . SPIPNTEL. SO,

11. Guideline on ap:plication of iSO 26262 td semicondl.t:ctors

Established IC/IP Developers
likely have strong development &
verification processes:

 Development process well
documented

e ... & shown to be followed

 Create and maintain artifacts

 Requirements tracing

 Source Control

 Change Management

 Documentation Control
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SR

1. Vocabulary

2. Managementoffunctlonal safety

[2-6 Overall safety management .

andthe prnﬂuct development phases

" [2-7'Sdfety manadementduring production, " "
operation, senvice and decommissioning

3. Concept phase

4. Product developmentatthe system level :

135 tem cernmon

‘General topics for the product |
omerit atthe system level

1. Production, operation,

- {4-9. afet} vahidation- -

service and

" - decommissioning

|3-6 Hazard a‘lalysm andrisk
lassessment -

y

4-‘ ty concepl-

3T Funclionalsalety™ il . @&
lconcept : :

andverifi canun

4-8 System and Item mtegtﬁon

735 Piznning for production,
operation, semvice and

decommissioning

}4 7 System architectural design. 1

l_{_ﬁp.w.qu.dion....:.......|.

77 Op:eration,ser\ric:e and

- 12. Adaptation of 1SO 26262
£ for motorcycles -« - -
:|12.5 Safety culture

f|12.6 Confirmation measures |

12-7 Hazard dl‘l alysis and rmk
assessment -

- onp e har are_. 7
archltedural metrics i

forthe product
atiie software level -

decommissionhg

12-8vehicle il:'negration andftesting

f|‘i2'.9's§a'fétj- validation -7

5-9 Evaluation of the safety goaﬁ
?‘J 0||atl0l'IS dueto random hamwar&
allures

5A0Hardware negiahion arra )
verification ;

- |software

11 Teatlng ofthe embedded

8. Suppumng processes

;|B 5 Interfaceé within distribﬂted develop nﬁents

* [88 Verification

8.14Pr0ueﬁ inuse argurﬁent

|8-6 Specification andmanagen'en“rcfsafety
Irequirements )

|8-7 Configuration man ager"vent

"+ 1810 Documientation manaqement
" [8-11 Confidenceinthe use ofsoﬂwareteols
* |8-12 Qualification of software components

: [8-13 Evaluation of hardware elements

‘B15Interfating d basevenicle or iteminan” " T

application out of scope of ISO 26262 |

216 Integration of safety related systems not

developed according to 1SO 26262

:[8-8 Change management

9. ASIL-oriented and’ safety-onemed analyses’' :

|9 5 Requirernents decorrposmm\mth respecitoASIL teillonng

[8-6 Criteria far coexistence of elements

|9 7 Analysis of dependentfailures :

|9-8 Safety analyses :

e LTI T T, (T8 0 7 1 A RN . FEVURTUS - SOOI . SPIPNTEL. SO,

11. Guideline on ap:plication of iSO 26262 tc} semicondu:ctors

1ISO26262 — The unknown

IC/IP developers new to the
automotive market will find:

o Safety Culture

o Safety Requirements

o Safety Mechanisms

o Safety Analysis
 FMEA/FMEDA/DFA/FTA
e Fault Metrics

e Fault Insertion Campaign

o Safety Manual

e Tool Qualification
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eYowns YV Development & Verification
Flow Down Safety Bottom Up Integration
Requirements and Verification
Safety Goals Validation

System Requirements Item Integration & Verification

Board Requirements Board Integration & Verification

Chip Requirements IC Integration & Verification

IP/Block Requirements W —— A¥ Unit/Block Verification
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Yo  Regulres Two Testing Approaches

Systematic Failures
Introduced in product development

Random Failures

Introduced by the environment

SoC/IP
: * Vibration
* Incorrect Requirements * Moisture/Dirt
e Inaccurate/incomplete specs * Noise
 RTL Errors * EMI

« Timing Errors  Electro-migration
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BVEON Fault Types

A. | Safe Faults; Does not effect the Safety Requirements

Apor | Single Point Fault; Fault violating a Safety Requirements. Not covered by a
Safety Mechanism. Should be addressed.

Axe | Residual Faults; Faults not detected by an intended Safety Mechanism and lead
to a violation of Safety Requirements.

Single Point Faults and Residual Fault are not differentiated from a fault analysis
perspective.

Diagnostic Coverage measures effectiveness of safety mechanism in detecting
Residual Faults — permanent and transient.

hspr + Mg 2 SPFM (ASIL Goal)
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DYLLLY Fault Types

Moprpp | Dual-Point Faults — Detected/Perceived; Combination of independent faults
that may lead to a violation of Safety requirements.

Appe. | Dual-Point Faults — Latent; Faults not detected by safety mechanisms that
would lead to a dual-point failure. Considered to be a fault in primary safety
mechanism that is undetectable.

Geie Fault in Primary Safety
Mechanism not found by MopeL =@ LFM (ASIL Goal)
HW/SW BIST
Fault 1

=3

- Safety
Mechanism

|

Detection of
— Fault 2 masked
by Fault 1 «— Detection Time Interval —

BN Safety Related T R ¥ ~—— Time
Function \ Fault 1 Fault 2

Fault 2
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Y= Dlaghostic Coverage

— DCre = (1- ) X 100
¢ ~@ Safety Related F1 F3
Output /
" Primary Safety | ]
Mechanism Copr,L = (L1- ) x 100
Notification — _ / | Fo S 4L - Bl
SeSc;)fne(:ary , ‘ Secondary Safety
Mechan?/sm Mechanism
_ Notification Safety Mechanism
Safety Critical Block _
Does Not Detects
Detect Fault Fault
DC: Proportion of the failure rate Not 1
that is detected or controlled by Affected Fenre

Safety
Output

Implemented safety mechanisms.

FRF |:SAFE,DET |:DPF,DP
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Verify Safety J§ Measure Effects of Design
Mechanism Random Faults Hardening

|

Meet ASIL Requirements?

Meet minimum DC? ¢
Diagnostic
Coverage

SPFM, LMF,
PMHF

Report Metrics

A

— Compare against FMEDA

Verification of Random Hardware Faults

Model Random
Faults

Power On Self Test
Interrupt-driven BIST

ECC

CRC / Checksums

Watchdog Timers

Voting

Main versus Redundant
Compare

Software/Firmware Diagnhostics
Etc.
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Stop

Operations

Normal

State Flow KU 2s

Save State

Logic BIST
Execution

FTTI determines:
1. If POST only sufficient
2. Frequency of BIST

Reporting

Restore
State

I
I
I
I
I
I
I
|
I
I
I
I
I
I
I
I
I
I
I
I
Resume I
I

Operations

S—

POST & Interrupt Driven BIST as SM

Power Off

Run POST

POST Pass POST Falil

Normal

Run BIST Safe State

Operations

Interrupt or at
Prescribed Time

BIST Pass

BIST Fail
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Mentor Functional Safety Process

Design Improvement

Structural
Fault Planning ... Fault Analysis

Formal = Simulation | Test Profiling Emulation | Test Profiling
Eault Analysis (P)

Fault
i Simulation
Campaign Failure Campaign
Analysis (T)

Emulation

-

SPFM, LFM, PMHF
DC per SM

Assumptions / Requirements
e Safety Manual

Create Metrics
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Structural Analysis

Represents no
coverage of SM
against function.

Safety Output

Represents
potential
coverage of SM
against function.

Safety Mechanism
Notification

Secondary Safety
Mechanism Notification

Best Case
Worst Case

100%

- DC

A2

4 0%

Al = combination(Fgg Fsarg)

A2 = combination(Fpp pet Fre Fsare)

Likely residual fault distribution:

Frear >> I_:RF,Az
Creates a max ceiling for DC.

Goal: Reduce area of Al before
starting fault campaign.
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evis  Dependent Fault Analysis (DFA)

DFI (Shared Resource)

O f’ = 1 =‘ Safety Output
= l 7~‘ SM Notification
In an IC, common DFI: m——»Q SSM Notification

i ) ) Safety Critical Block
« Clock Distribution s

e Reset Distribution
! Funcion S

e Power Distribution

 Main Data Busses -TE- @ SM Notification

m——" SSM Notification

=‘ Safety Output

Safety Critical Block

But easy in an IC to create DFI...
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DVCON DFA & COI

e Use COI to find unintended overlap which implies shared resources
e Cutpoints & black-boxes stop COI tracing when function is protected

Element C Element C

Protected Al Protected Element A
Element B < )

Element B

Free of Interference Shared Resources
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BVEDN Summary

e |SO26262 is Functional Safety

* Requires many companies to create a Safety Culture

* Requires strong development and verification processes
* Requires analysis to address random hardware faults

* Reaching higher ASIL ratings will increase effort and costs
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From Analysis to Fault Campaigns

Charles Battikha (chuck_battikhna@mentor.com)

Menbor

A Siemens Business
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DV TOpiC S
 Recap of Safety Analysis
* Usage of Metrics
* Analysis
e Fault Injection Campaign

e Summary
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E?Mc EEEEEEEEEEEE Sa‘fety An al yS I S Violations of Safety Goals
Ex: Corrupted Packet

e Qualitative Analysis Failures
— Effects & Causes > FMEA, FTA Effects
— Dependent Failure Analysis 4

* Quantitative Analysis Deductive S S Inductive
_ Metrics > FMEDA, FTA g |G e
— Analysis of Random Faults 5L s MEDA

* Fault Injection Testing
— Verification of Safety Mechanisms
— Metrics

Causes
Faults
Ex: Stuck-at 1
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DVEOIN Usage of Metrics

* PMHF — Targets distributed top-down

e SPFM/LFM —Bottom-up, abstracts details
nin the IC/IP

of diagnhostic coverage wit

, 5:,3? Safety

=‘ Safety

" Notification

Mechanism

] Secondary
tommmmmomomnneeee Safety g

—>‘ Notification

Mechanism

Safety Ciritical Block

System PMHF

‘7

ECU — Fault — Error — Failure

EC/A

IC — Fault — Error — Failure

Safe lagnostic
Mechanis Coverage
IC A PMHF NSPFM | LFM

IS

Fault — Error — Failure

Safety Diagnostic
Mechanism = Coverage
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Y=t FMEA & FTA

Combined
. . FMEA/FTA
* Analysis Process to ldentify - A=A
Faillure - Cause | Cause - Failure

— Failure Modes In a function
— Effects of the failure
— Potential Causes of the failure

* Information allows definition of
— Safety Mechanisms
— Reaction to failure / Safe States
— Safety Requirements

e FMEA versus FTA versus FMEDA

Safety
Measures
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DVCOIN

CONFEREMCE AND EXHIBITION
PPy
B -'?: -\.E g é e -r:'_- = -rmé‘e-u‘-f.-:"-oq.- =

FMEDA — General Structure

Potential to

Safety Mechanism(s)

Aspr

violate a Safety allowing the system to
Safety Goal in absence Is there a safety prevent the failure
Related Failure of safety mechanism in place | mode from violating the | Failure mode
Element Mode mechanism to control failure | safety goals [e.g. SM1, (diagnostic)
(Y/N)? Failure Mode Ratio (%) |Effect of Failure Mode A (FIT) (Y/N?) mode (Y/N)? SM2) coverage (%)
Incorrect data written into
. . ] ] ) Incorrect or no 5PI
1 Primary Bridge ¥ transmit or configuration 15% . 3.50 b ¥ SM5 80%
B Transmission
register(s)
Incorrect ¢ N fo) p Q R S T

Isthere a
safety
Potential to vilate a SG, [ mechanism in
in combination w/ one
other independent

Safety
mechanism(s)
allowing to
place to prevent the
control latent | failure mode from

Failure mode
(diagnostic)
coverage w

latent

ASAFE

0.000 0.105

failure (Y/N)? faults (Y/N)? | being latent ? failures

Justification / Rationale

Y Y SM3 70% 0.000 0.126 0.294
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CONFEREMCE AND EXHIBITION I M I DA

Only Safety
Related Elements

A B

L

Safety
Related
Element
Block (Y/N)? Failure Mode

1 Primary Bridge

register(s)

Incorrect ¢

Distribution of Failure
Modes = Engineering
Judgment

Incorrect data written into
transmit or configuration

Potential to vilate a SG, [ mechanism in
o sssL 5 ion w/ one place to

Failure
Mode

Ratio[%]'EﬂectolFailureMode . A(FIT)

Incorrect or no 5PI
Transmission

0O

Is there a Safety
safety mechanism(s)
allowing to

prevent the
'pendent | control latent | failure mode from

(Y/N)? faults (Y/N)? | being latent?

Y

SM3

H

Potential to
violate a Safety
Goal in absence

of safety
mechanism
(Y/N?)

Fallure mode
(dia7nostic)
cover.-ge w

lateny
failures

70%

Is there

Key document to share upward
to integrators of IC & IP

J K L

Safety Mechanism(s)
allowing the system to
a safety prevent the failure

Aspr Age
mechanism in place | mode from violating the | Failure mode

to control failure
mode (Y/N)? SM2)

Y

ASAFE

safety goals (e.g. SM1, (diagnostic)

coverage (%)

SMa 80% 0.000 0.105

A'Ml-‘,L A-Ml'l-",l.'JP

Justification / Rationale

A (lambda) = Determined by the IC

technology, distributed by
areal/transistor count to each block
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DVCOIN

Single Point Failure Rate =
DVLLL  FMEDA - SPF

Failure Mode % * Block’s Lambda

Potential to
violate a Safety
Safety Goal in absence Is there a safety
Related

Failure of safety
Mode

Safety Mechanism(s)
allowing the system to

prevent the failure
Element

mechanism in place | mode from violating the | Failure mode

mechanism to control failure | safety goals [e.g. SM1,
? ailure e

Y/N)? Failure Mod

(diagnostic)
Ratio (%) |Effect of Failure Mode A (FIT)

(Y/N?) mode (Y/N)? SM2) coverage (%) |
Incorrect data written intg,
. . i i . Incorrect or no 5P
1 Primary Bridge transmit or configuratio 15% . SM5 80% 0.000
B Transmission
register(s)

Y') Incorrect ¢ N fo)

Is there a Safety
safety mechanism(s) |Failure mode
Potential to vilate a 5G, [mechanism in allowing to (diagnostic) Asare
in combination w/ one place to prevent the coverage w
other independent | control latent |failure mode from latent
Eq uations derived from ISO faults (Y/N)? | being latent? failures Justification / Rationale
26262:2018 Part 5 Annex B

Y SM3 70% 0.000 0.126 0.294

Implication: SPF > RF > MPF , , )
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DESIGN AND VERIFICATION™ Residual Failure Rate
e F M E D - F = Failure Mode % * Block’s Lambda *
(1- Safety Mechanism Diagnostic Coverage)

Potential to
violate a Safety
Safety

Safety Mechanism(s)
allowing the system to

Goal in absence Is there a safety prevent the failure Aspe
Related Failure of safety mechanism in place | mode from violating the | Failure mode
Element Mode mechanism to control failure | safety goals [e.g. SM1, (diagnostic)
(Y/N)? Failure Mode Ratio (%) |Effect of Failure Mode A (FIT) (Y/N?) mode (Y/N)? SM2) coverage (%)
Incorrect data written intg
. . ] : ) Incorrect or no 5PI
1 Primary Bridge transmit or configuratio o @ SM3 0.000 @
B Transmission
register(s)
Y’) Incorrect ¢ N o p S T U
Is there a Safety
safety mechanism(s) |Failure mode
Potential to vilate a 5G, [mechanism in allowing to (diagnostic) Asare AMP'I_
in combination w/ one place to prevent the coverage w
other independent |control latent |failure mode from latent
failure (Y/N)? faults (Y/N)? | being latent? failures Justification / Rationale
¥ Y SM3 70% 0.000 0.126 0.294
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Safe Failure Rate
E’}E{!E:EJEE‘;' FMEDA - Safe = Case 1: Failure Modleu% * Block’s Lambda

= Case 2: Failure Mode % * Block’s Lambda
* Safety Mechanism Diagnostic Coverage

J K L I

Potential to Safety Mech snism(s)
violate a Safety allowing thr. system to
Safety Goal in absence Is there a safety prevent "he failure Aspe
Related Failure of safety mechanism in place | mode frora violating the | Failure mode
Element Mode mechanism to control failure | safetygoals (e.g. SM1, (diagnostic)
# Block (Y/N)? Failure Mode Ratio (%) |Effect of Failure Mode A (FIT)

(Y/N?) mode (Y/N)? SM2) coverage (%)

Incorrect data written intg
. . i i . Incorrect or no 5P
1 Primary Bridge transmit or configuratio 15% . ¥ SM5 80% 0.000 0.105
B Transmission
register(s)
Y’? Incorrect « N o p R T U

Is there a Safety
safety mechanism(s) |Failure mode

Potential to vilate a 5G, [mechanism in allowing to (diagnostic) Asare
CaS e 1-N O in combination w/ one place to prevent the coverage w
Vi 0 | at | on Of other independent |control latent |failure mode from latent

failure (Y/N)? faults (Y/N)? | being latent? failures

OIEEEEENS

N?

Safety Goal

Justification / Rationale
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Safe Failure Rate
E’}E{!E:EJEE‘;' FMEDA - Safe = Case 1: Failure Modleu% * Block’s Lambda

= Case 2: Failure Mode % * Block’s Lambda
* Safety Mechanism Diagnostic Coverage

H ] K L M
Potential to Safety Mech snism(s)

violate a Safety allowing thr. system to

Goal in absence Is there a safety prevent "he failure

Related Failure of safety mechanism in place | mode frora violating the | Failure mode

Element Mode mechanism to control failure | safetygoals (e.g. SM1, (diagnostic)

# Block (Y/N)? Failure Mode Ratio (%) |Effect of Failure Mode A (FIT) (Y/N?) mode (Y/N)? SM2) coverage (%)

Safety Aspr

Incorrect data written intg
. . i i . Incorrect or no 5P
1 Primary Bridge transmit or configuratio 15% . SM5 80% 0.000 0.105
B Transmission
register(s)
Incorrect ¢

Is there a Safety
safety mechanism(s) |Failure mode

Potential to vilate a SG, [ mechanism in allowing to diagnostic
Case 2 — Detected |[[it e e N A
) ) ) in combination w/ one place to prevent the coverage w
Wit h ano mu |t| 'p oint other independent |control latent |failure mode from latent

failure (Y/N)? faults (Y/N)? | being latent? failures

ONEEERENS

N? E ¥ r

Justification / Rationale

failure potential

0.126 0.294
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DVCOIN

CONFEREMCE AND EXHIBITION

| 3 =1
L L o v e o e e

Safety
Related
Element

MPF, Detected Failure Rate
FMEDA _ MPF = Failure Mode % *

Block’s Lambda *
Diagnostic Coverage of both Safety Mechanisms.

Potential to
violate a Safety
Goal in absence Is there a safety

of safety

Safety Mechanism(s)
allowing the system to
prevent the fa'lure
Failure

Mode

Aspr Age
mechanism in place | mode from violaling the | Failure mode

# Block (v/N)?

1 Primary Bridge @

Y?

mechanism to control failure | safety goals [e.; . SM1,
Failure Mode

Incorrect data written int

o
ncorrect or no SPI

transmit or configuration . @) @ @ SM5 0.000 0.105
ransmission

(diagnostic)
Ratio (%) |Effect of Failure Mode A (FIT)

(Y/N?) mode (Y/N)? SM2) coverage (%)

Is there a Safety

safety mechanism(s) |Failure mode
Potential to vilate a SG, [ mechanism in allowing to (diagnostic) AMFE AMP L

in combination w/ one place to prevent the coverage w
other independent

control latent | failure mode from latent
failure (Y/N)? faults (Y/N)? | being latent?

failures

Justification / Rationale
O O = - o
r r

Y? Y? '
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E’l’:!;qal:?;l F M E DA - DC Where does Diagnostic Coverage come from?

Answer: ISO 26262 Part 5 Annex D & Part 11
OR Fault Campaign OR Expert Judgement

H /\

Potential to Safety PAechanism(s,
violate a Safety allowi’ g the system to
Goal in absence Is there a safety pravent the failure
of safety mechanism in place | mo de from violating the | Failure mode

mechanism to control failure | ‘:afety goals (e.g. SM1, diagnostic)
# Block (Y/N)? Failure Mode Ratio (%) |Effect of Failure Mode A (FIT) (Y/N?) mode (Y/N)? SM2) €0 VF.age %)

Incorrect data written into l

1 Primary Bridge ¥ transmit or configuration 15%
) u

K L I

Safety
Related Failure
Element Mode

Aser Age Pd

Incorrect or no 5PI

o 3.50
Transmission

Y Y

80% 0.000 0.105
register(s)

Incorrect ¢

N 0

P Q

Is there a Safety

safety mechanism(s) |Failure mode

Potential to vilate a 5G, [mechanism in allowing to (diagnostic) Asare Amp.L AMPF':,P

in combination w/ one place to prevent the coverage w
other independent |control latent |failure mode from latent

failure (Y/N)? faults (Y/N)? | being latent ? failure s . I
Safety Mechanisms that are standard /

o4 well understood can rely solely on the
r standard / documented sources.

Position tends to vary with customers.

Y Y SM3
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Fault Pruning

No propagates to
FL SM?

|

|

|

|

|

: .

: RF F?I_<| alculate MSD
|

| —
|

|

|

|

|

| —_—
|

: ‘

i Safe to function?

I

|

I \

: . 4

|

I a

' RF

|

|

|

|

\

" Structural |
Analysis

Fault
Analysis

Failure
Analysis

Cones of Influence (COI)

—/

Undetected Failures

Imuiation /

muiation

Safe
SPF

RF
DPF,DP
DPF,L

RF
DPF,L
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DVEOr
Structural Analysis
Categorize based on
cones of influence
Stuck-at O Safe
Stuck-at 1 SPF
Transients RF
(7p]
3 -/ DPF,DP
S DPF,L
D
-} -
= ztuct at 2 Calculate Minimum
ol e ) Sequential Distance
(No transients) RE
MSD > FDI
> -/ DPFL
Diagnostic Worst Case
Coverage Most Pessimistic

y

Increase Confidence

Fault Analysis

"

Better

No , Safe
Y4

No
— ¢ DPF,L

Less Pessimistic

RF

.

Failure Analysis

Yes . DPFL
-

Highest Confidence
Least Pessimistic

J
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] ]
Faults outside the cone of influence of any safety critical path
CONFEREMNCE AND EXHIBITHIN e S I g I I a r e I l I I I g )

Y, Safe Faults (252)

dat i[14]

* Beyond providing/validation of
Metrics, Fault Campaigns provide

— Verification of safety mechanisms

Safety critical path name: TSR-1

— Insight into improving coverage

* Need insight into where faults fall
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FMEDA
Design Block

Block 1
Block 2
Block 3
Etc.

FMEDA generates SPFM,

Aggregating / Mapping Coverage

DCof S
X%
Y%
Z%

LFM, & PMHF (est.)

Compare

Block 1 (Safety Related, ASIL)

M Aggregated
Diagnostic

Coverage

Sub-block A Sub-block B
S Functio Functio
SSM SSM
Sub-block C Sub-block D
Non-Safety Functior%‘
Function PSM
Non-Safety SSM
Function
Function
PSM
SSM

Fault Campaign ran on
Blocks A, B, D — individually
or grouped — based on
Function / SM

Campaign collects across
each block, the sum of:

FSPF FRF |:SAFE |:DP,DET
|:DP,LAT

Aggregates Faults to create
Diagnostic Coverage for Block
1:

DCRF,BIockl DCLF,BIockl
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eadaizly Management & Tracing

e Challenges:
— Managing the Size/Complexity of FMEDA Spreadsheet
— Supporting internal reviews and audits
— Supporting external assessments

Fault

. FMEDA
Campaign

How to
Connect &
Manage?
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example_top  spi_top
Ic example_top  spi_top
Ic example_top | spi_top
Jic example_top  spi_compare
ic example_top  wh_comapre
Ic example_top reg_compare
Ic example_top | error_handler
Ic example_top error_handler
Ic example_top  bist_handler

s_wbspi
p_vs_s_spi_co
p_vs_s_wb_co
P_vs_s_reg_co
err_ho
emr_h1
bist_h

Fault campaign process (1)

Formal Fault
~ Campaign

G H 1 K L M N o P Q R

Calculated or from Elementry Level

i. Permanent  Translent Memory Memory
= i Logic Permenant  Transient
3 e Darther Aarthar Aoorthee
£
L Permanent Fault In Block . Y See Elementary Level 0.036 0002 ' 0000 0000 a e y n O
L Transient Fautin Block X 4476 Y See Elementary Level , 0ok 0002 : 0.000 : 0,000
L ) 4476 N 100% None 0% 0,000 0.000 0.000 0,000 F D |
Permanent Fault in Block
L Permanent Fault in Block 0.265 [ I See Elementary Level oooo " oooo " oooo " 0000
L Ppermanent Fault in Block 0.468 v See Elementary Level oooo " oooo " oooo " 0000
L permanent Fault in Block 0272 ¥ See Elementary Level 0000 " o000 " o000 " 0000
L Permanent Fault in Block 0.03a ¥ See Elementary Level oooo " ooo0 " o000 " 0000
L Permanent Fault in Block 0038 ¥ See Elementary Level oooo " oooo " oooe " 0000
L Permanent Fault in Block 0.407 ¥ See Elementary Level oooo " oooo " oooo " o000
0.000 " ooo0o " ooo0 " ooo0 " 0000
0.000 " ooo0 " oooo " ooos " 0000
0.000 " ooo0 " oocc " o000 " 0000
0.000 " oooo " ooce " oooo " o000
0.000 " oooo " oo " oooo " o000

Tracking

#- Verification Management Tracker
¥|Sec# |Testp|an Section [ Coverage Link |Type

Testbenches
UCDB

Fault List
Back-annotate

Simulation/Emulation
Fault Campaign

|Coverage | Goal % of Goal |status |weight | D I ag nOStIC

0 =5l testplan
1 =3k SR1
1.1 +h3k SR
1.2 3k SR1.2

Testplan - — 1 1

TE'Stp|EIﬂ - l:l 1 Coverage e Ede View Options Tools Window

Testplan 100%  100% 100% (NG 1 e vamscsd 80 10 S0 o M8 B S0 oo %0 T3 T 0 60
Testplan 0% 100% 0w I 1] 1 .

UCDB
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DVLLEY  Fault campaign process (2)

Safety Definitions Fault Campaigns

Section Title Description Safety Path Expression Primary Safey Secondary Safey Fault Multi-Point Link
Mechani Mechani D ion Fault
Expressi Expressi Time Detection
1 SR-1 top_module
1.1 SR-1.1 Permanent Fault leading to wrong results in Register. dat_o & (sth &R cyc)  |p_error |s_error 5 5 TEST_ATTRIBL
1.2 5R-1.2 Permanent Fault leading to wrong results in Register. ack & (stb && cyc) |p_error |s_error 5 5 TEST_ATTRIBL S afe ty I n fo
1.3 5R-1.3 Permanent Fault leading to wrong results in Register. interrupt |p_error |s_error 5 5 TEST_ATTRIBU
1.4 5R-1.4 Permanent Fault leading to wrong results in Register. 55 |p_error |s_error 5 5 TEST_ATTRIBL
1.5 SR-1.5 Permanent Fault leading to wrong results in Register. sclk |p_error |s_error 5 5 TEST_ATTRIBU F D I
| 1.6 SR-1.6 Permanent Fault leading to wrong results in Register. mosi |p_error |s_error 5 5 TEST_ATTRIBL

Tracking Diagnostic o ‘

#- Verification Management Tracker B —————————————————————— C Ove rag e
|Coverage | Goal % of Goal

¥|Sec# |Testplan Section / Coverage Link |Type |status
0 =5l testplan Testplan - 1 1

Sl RREMOMT f £ 1 2 I DI 200 lps - Freq 5000000000000 Hz = ¢ [Eiesk
i 300 350 400 450 GO0 580 EOO0 650 YOO TS0 EOO 8BS0

‘r.le Edt View Options Tools Window

1 =3k SR-1 Testplan -
1.1 s SR1.1 Testplan 100%  100% 100% U C D B
[+}3% SR-1.2 Testplan

Control Polr

Analysis (Use Blocks from Elementary Level)

Permanent  Transient

Memory  Memo
Logic Permenant  Transj

Elementary sub- | Elementary Logic
parts sub-parts
(Block Name) (instance goals
(Reference) name)
example_top spi_top p_whspi Permanent Fault in Block - See Elementary Level
example_top spi_top p_whspi Transient Fault in Block X

See Elementary Level

r r
Y P 4476 N 100% None 0% 0.000 0,000
Ic example_top  spi_top s_wbspi Permanent Fault in Block I +
|ic example_top spi_compare pvs_s_spico Y P L Permanent Fault in Block 0.265 vy I+] See Elementary Level 0000 " oo " ( E I I l p I at( E
Ic example_top wh_tomapre  p_vs s wh_co Y P L Permanent Fault in Block 0.468 ¥ See Elementary Level o000 " oo "
Ic example_top reg compare  p_vs_s regco Y p L Permanent Fault in Block 0.272 ¥ See Elementary Level o000 " oooo "
ic example_top_error_handler err_ho Y P L Permanent Fault in Block 0034 Y See Elementary Level 000 " o000 " A n n O t at e
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BVEDN Summary

e Qualitative Analysis with a FMEA/FTA & Quantitative Analysis with a
FMEDA are standard practices

* FMEDA is a key document to allows integrators of IC/IP to understand
functional safety metrics

— Especially important when considering configuration / feature options
e Connecting information from Fault Injection Campaigns to the FMEDA

— Validates early predictions of Diagnostic Coverage and Hardware
Architectural Metrics

— With challenging architectures, the only means to determine coverage
e Fault Injection Campaigns serve as verification of safety mechanisms
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Break
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How Formal Reduces Fault
Analysis for 1ISO 26262

Doug Smith
Doug_Smith@mentor.com

Verification Consultant
Mentor Consulting

GraBhics

A Siemens Business
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DV

=xo==2  Safety on semiconductors

raditional Design
Safety Sub-
element
Safety Sub-
element
Safety Element Safety
Mechanism
Safety
Safety Sub- Mechanism
element
Safety
Mechanism Safety
Mechanism
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DV
EEEEEEEEEEEEEEEEEEEE |ICs are harder E— _
afety Sub-
slemen Safety Sub-
. Safety element
* Potentially lots of Meghanism s
. . Safety Sub- Mechanism
— Safety critical functions clemen
. Safe
— Safety mechanisms schanisr

— Secondary safety mechanisms
* Large designs - thousands of random faults to inject!
* How to categorize faults shared between shared logic?
* Need tests that allow faults to propagate and be detected
e Large simulation time to test software safety mechanisms
 May have large fault detection time intervals
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RN, Try breaking up the problem!
Design
* Not allowed ® Safety Sub-
: : element
* Must show independence with
Dependent Fault Analysis (DFA) f Saey Sub-
Safety
Mechanism
T — Safety
Safety Sub- Mechanism
: element
Solution —
Formal cones Of
influence . Sz;llfety
ecnanism

\
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RYCEL Formal cone of influence (COl)

Safety Element  Cone Is equivalent to DFA

* Cones can overlap

* Cones enable quick fault
categorizing

Safety Mechanism
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Yo COl fault analysis

: v
\ DeS|gn Safe fault

v Sinala.no
\ | - Safety function Slngle point fault
v’ Residual fault

v" Dual-point fault in safety
function

\ Safety function v Dual-point fault in safety
\ mechanism

v’ Latent fault
| \ Safety mechanism

Secondary safety mechanism Appr oximate but
quick!




DYLSLL  Minimum sequential distance /g et
crom HW Spez

Safety critical function * Fault Detection Interval (FDI)
1 o | ] e Violation if
MSDgy,— MSDg > FDI
MSDge =3 E.Q.,
Safety mechanism FDI =2
d v ) o
MSDg, = 6 =, Too long to propagate....

safety goal violation!




No propagation -> Safe fault!



| _d
-t | 5 -t Safety Mechahism

No propagation -> undetectable fault!
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DVCOIN Traditional formal

* |nput constraints and assumptions

asm_drive_data - assume property ( pkt val
asm_pkt stable - assume property ( pkt val
asm_payload stable - assume property ( pkt val
asm_pkt _kind stable - assume property ( pkt val

->
->
->
->

pkt data == data
$stable(packet)

$stable(payload)
$stable(pkt_type)

o &/ o/ o/

* |ssues
— Need input requirements
— Labor intensive
— Not automated
— Typically incomplete — formal tries everything!
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cccccccccccccccccccc Sequential Equivalency Checking

Original design

Tie inputs together

Fault-injected design
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DV

=xe=ns Injecting faults

Driver value 1

Fault condition

netlist cutpoint dut.reg o —cond { fault[100] } —driver 1°b0O
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DV

eYow  Formal fault injector

modulle fault injector(...);
default clocking cb @($global clock); endclocking
bit [N:O]

= 'O;

asm_single point fault: assume property ( $onehotO(fault) ),
asm_fault_stuckat: assume property ( fault |=> $stable(fault) );

e Conditional cutpoint

-cond {impl._.fi[(Taulthl]} —driver 1°b0
\__/'/

netlist cutpoint {impl-dut-tx_d?gg:fiioo-fifoO-geank2-mem0-rdata[2]} \

» SLEC target

slec map spec.safecheck.safety0 \
impl .safecheck.safetyO -cond { impl.safecheck.fi|{fault)l] }
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DVI

=x=====  Parallel fault analysis

slec map —cond { fault[O] } ..
¥ slec map —cond { fault[1] } .. 5] 3
($g10ba;_slec map —cond { fault[2] } . -f[g] }“m
' slec map —cond { fault[3] } . 107 3 ..
slec map —cond { fault[4] } ..

module fayl t_injector(.

default clocking cb @
bit [N:0] fault

asm_single point fa

a sm_faul t stuckat:

slec map —cond { fault[5] } .. [11] } .

slec map —cond { fault[6] } .. [12] } .

slec map —cond { fault[7] } .. }
slec map spec.safecheck.safetyl \

impl safecheck.safety0 -cond { impl.safecheck.fi.fault[l] } l'

* One compile

 Thousands of parallel fault targets analyzed by formal
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Proving a fault propagates

SLEC

B4 Property Signals { Property Signals )
B4 fault

{10'h000

|
2'hD

2'h0
2“4 Contrel Point Signals

{ Contrel Point Signals )
— Added Signals
4" wh sth i
4" wh sth i
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DV First steps ...

Structural analysis :
Y * Quick and easy

e But do all faults really propagate?

B I Fault analysis

p %Safe
~MRFE
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aaaaaaaaaaaaaaaaaaaa Need failure analysis ...

e Simultaneous propagation
to output and safety mechanism?

e : t
— Within time window? * i
Failure analysis
// Find residual faults
cover property ( fault && | -> seq fault not detected[*FDI1] );

// Find latent faults
cover property ( fault && |->

seq_ssm_fault not _detected[*MPFDI] );
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Yo  Example undetected failure

Fle Edit View Options Tools Window
Zhvr QEQEEOMAB T 4 & F o200 a0 * Diff 200 1ps  ~ Freq 5000000000.000 Hz ~ ¥ [fEde+E

- -

Signal Name Values-c10 50 100 150 200 250 300 350 400 450 500 550 600 650 700 750 SDD 850
Primary Clocks Primary Clocks

| wrapper.spec.clk_xgmii_rx ] ’7 ’7 ’7 ’7 ’7 ’7 h
Property Signals Property Signals
slec_wrapper.impl.fi.fault O] xxxxx* " 40000*
[»apper.spec.dut.pkt_rx_data ' :
_[prapper.impl.dut.pkt_rx_data 0 i 400000000000* |
[#vrapper.spec.dut.pkt_rx_err 0 |
[wrapper.impl.dut.pkt_rx_err 0 ;
Control Point Signals Control Point Signals Safety
slec_wrapper.impl.fi.fault O] xxxxx* i' 40000* 0

— ism
erimpl.dutrx_egO.pkt_pending | meCham
r.spec.dut.rx_eq0.pkt_pending 0 f a\\S

Fault injected
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=Xo==  Building confidence

Structural analysis Fault analysis Failure analysis

B j 1:FDI
5233 , 2
<
N4 Ngafe
S%sF ,ia
X, RF
SNV MwPEL
I ) ) -
Least 3 — )

. "= ?—9 Most
Confidence




DESIGHN aAMD VERIFICATIOMN™

DVEON Diagnostic coverage

* DC = % of safety element covered by safety mechanism

Nre — # residual faults

trp) |

Residual Latent

DCrr =1 — (Nge/ Nyy) DCypeL =1 — (NypeL / Nay)
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DV . . -
=x—=2e  Arange for diagnostic cov/ g,
ential Latent
_ R\: Structural analysis Fault analysis Failure gnalysis
Po’teﬂ“a\ — — — — — —
Unverified Verified Unverified Verified Unvenﬂed// Verified

Safe 286 286 0 299 0 301

Residual 8 0 0 12 0 17

Dual-point in Safey Functign 219 0 215 0 1 84

Dual-point in Safety 2013 0 1704 28 1554/ 132

Mechanism

Latent 0 0 0 296 0 / 307
DCresidual Qﬁ)&/}) 99.7% 91.0% - 99.5% 99.3%
DC, sient 20.3% - 100% 20.8% - 88.2% 87.8%

Continuous refinement  _ — —
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Example report

SAFECHECK

Project
Fault Summary
Fault Details

Transcript

All Faults (All Safety Critical Paths)

Fault Type

Safe faults (outside cone of influence)

Safe faults (fault detected by a safety mechanism)
Single-point faults (no safety mechanism)

Residual fault (not covered by safety mechanism)
Dual point fault (detected/perceived) in safety function
Dual point fault (detected/perceived) in the safety mechanism
Dual point fault latent

Subtotal

Total

Number of randomly sampled faults

Design bits

Residual Diagnostic Coverage

Latent Diagnostic Coverage

Previous Analysis

Unverified

0

202

2035

2245

2532

Current Analysis
Verified Unverified Verified
287 0 287
0 0 120
0 0 0
0 8 0
0 192 0
0 1841 0
0 0 84
287 2041 491
2532
2245 (88.7%)

2245 (unsafe) / 2532 (all)

92.10% - 100.00%

23.97% - 96.68%




DESIGHN aAMD VERIFICATIOMN™

n:n:q¥m: EEEEEEEEEEEE RTL Or gates?

 Formal can run on gates, but ...

* RTL more likely pessimistic ¢ Gates likely mask faults

DCRTL — NRF-RTL / NRTL DCGateS - NRF-GateS / NGateS

|\IRTL < NGates
3 DCGates > I:)CRTL
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DV '
eeeeeeeeeeeeeeeeeeee RTL to gates equivalency
RTL Structural analysis Gates Structural analysis
VVVVVV -2 ’; >
DCResiduaI @ 99.7% DCResiduaI @4% 97%
DC\ 4ent 20% - 100% DC\ sent 18% - 98%

e |f RTL more pessimistic, gates are unnecessary ...
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Sadsi sl Potential limitations using formal ...

e Large number of formal targets
* Long formal run times
e Large number of inconclusives

* Results biased towards formal friendly designs and design areas
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eYoiie  Random sampling

: . 3.38
e Confidence interval Clogy, _ ¢ +=——\[1+0.59mc(1—¢)
— Allows picking random samples

4%

1000 samples
* Solves

— Large numbers of formal targets
— Large numbers of inconclusives
— Unmanageable results

3%

2000

2%

5000

1%

99% Confidence interval +

0%
50% 60% 70% 80% 90% 100%

Fault Coverage (in samples)

Agrawal & Kata, D&T 1990
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Yo  Goal posting
Intermediate targets e Possibilities

%) .
& — Write temp targets
D . .
» — Automatic goal-posting
5 formal engines
| L O _
e — Seed formal with
llllip waveforms
HEN [l * Find activity around faults
HEEN
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DVETIN Automated flow

Safety Definitions

Section Title Description Safety Path Expression Primary Safey Secondary Safey Fault Multi-Point Link
Mechani: Mechani i Fault
Expressi Expressi Time Detection
1 SR-1 top_module
1.1 SR-1.1 Permanent Fault leading to wrong results in Register. dat_o & (sth &R cyc)  |p_error |s_error 5 5 TEST_ATTRIBL
1.2 5R-1.2 Permanent Fault leading to wrong results in Register. ack & (stb && cyc) |p_error |s_error 5 5 TEST_ATTRIBL
1.3 SR-1.3 Permanent Fault leading to wrong results in Register. interrupt |p_error |s_error 5 5 TEST_ATTRIBU
14 SR-1.4 Permanent Fault leading to wrong results in Register. 55 |p_error |s_error 5 5 TEST_ATTRIBL
1.5 SR-1.5 Permanent Fault leading to wrong results in Register. sclk |p_error |5_error 5 5 TEST_ATTRIBU
1.6 SR-1.6 Permanent Fault leading to wrong results in Register. mosi |p_error |s_error 5 5 TEST_ATTRIBL

Structural analysis

netlist cutpoint —cond ...

dut.top.shift.en
_du®. abpl.psel Lgover property ( -.. );

module fault injector(...);

Failure analysis
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Handoff to simulation and emulation

Formal Fault Campaign

Fault lists
dut.top.shift.en

UCDB and Tracking

e

dut abpl pse I &+ |Testplan Section / Covera f Goal Status Weight L
- - 0 =5k testplan I 1
1 =3k SR-1 I 1
- 1.1 +5ie SR 100% N 1
1.2 +3k SR-1.2 0w T ] 1

Testbenches

module zi1_replay vlog;
initial begin
#1;
force spi_top.wb rst 1 = 1"bl;

Fault injection logic

initial begin>
uvm_hdl_force( signal, 1°b0 );
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Ry==ln Automated fault injection for simulation
Activity Amalyzer
Fault lists e DU .
33?23&?2;3'6” rRegressmn simulations
--- . e e

Fault injection logic
module fault _injector; |4

Testbench
initial begin = _— checks
// Read list + pick random fault | S —— results
uvm_hdl_force( signal, 1°b0 ); |

endmodule
bind testbench fault injector fi1();

vsim +FAULT LIST=.. \
+FAILURE_MODE=.. \
+FAULT ID=.. \
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£
§
H
example_top  spi_top Y L
Ic example_top  spi_top p_whspi Y T oL
¥ Pl

Ic example_top  spi_top s_wbspi
Jic example_top spi_compare  p_ws.s spico Y PL
ic example_top whb_comapre  p_wsswbco Y PooL
Ic example_top reg_compare P_vs_s reg co Y P L
Ic example_top error_handler  err_h0 ¥ Pl
Ic example_top error_handler  err_h1 ¥ PooL
Ic example_top  bist_handler bist_h ¥ p L

Permanent Fault in Block

Transient Fault in Block X
) 4476

Permanent Fault in Block
Permanent Fault in Block 0.265
permanent Fault in Block 0.468
Permanent Fault in Block 0272
Permanent Fault in Block 0.034
Permanent Fault in Block 0.034
Permanent Fault in Block 0.407
0.000
0.000
0.000
0.000
0.000

Fault campaign from the top down

1 K L M N o P Q R

Formal Fault Campaign

Safety Mechanism(s) —

allowing the system to Permanent  Translent Memory Memory @ @ L e T
— zm"'"‘:: meds Logic Logic  Permemant  Transient
m violating safety Diagnostic | Coverage from
= — S Mt e derthe erthe Aarthe Safet
(e.g- Nane, SM1, SM2)
Y See Elementary Level
Y See Elementary Level 0.036 000z " 0000 " 0000 N
-’ r - -
N 100% None 0% 0,000 0.000 0.000 0,000 I I l O
[ I See Elementary Level oooo " oooo " oooo " 0000
v See Elementary Level oooo " oooo " oooo " 0000
¥ See Elementary Level 0000 " o000 " o000 " 0000 F D I
¥ See Elementary Level oooo " ooo0 " o000 " 0000
¥ See Elementary Level oooo " oooo " oooe " 0000
¥ See Elementary Level oooo " oooo " oooo " o000
" ooo0o " ooo0 " ooo0 " 0000
" ooo0 " oooo " ooos " 0000
r r r -
0.000 0.000 0.000 0.000
" oooo " ooce " oooo " o000
" oooo " oo " oooo " o000

Tracking

#: Verification Management Tracker

Fault list | Testbenches

UCDB
Back-annotate Reports

Simulation/Emulation
Fault Campaign

¥|Sec# |Testp|ar| Section / Coverage Link |Type |Coverage |Goa| |% of Goal |Statu5 |Weight |L Dlag nOSUC
0 =3k testplan Testplan - 1 1 ESEEN: ow Sptmiiki Wi B = :
1 j* SR-1 Te-5tp|ar| - |:I 1 Coverage Sem AR AADE :.;,;;1; '50(.:2:? 180 2[‘2050 300 3;0D“L::J-:‘; so;r;:%“:omm?s; a:: ;u‘“.
1.1 +3% SRL.1 Testplan 100% 100% 100% (I 1
+5lr SR-1.2 Testplan 0% 100% 0% I 1 1

UCDB
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Yo Fault campaign from the bottom up

Safety Definitions _
Section Title Description Safety Path Expression Primary Safey  Secondary Safey Fault Multi-Paint Link Fau It Cam palg n

Mechani Mechani D ion Fault
Expressi Expressi Time  Detection Safety —
1 SR-1 top_module

1.1 SR-1.1 Permanent Fault leading to wrong results in Register. dat_o & (sth &R cyc)  |p_error |s_error 5 5 TEST_ATTRIBL H =

1.2 5R-1.2 Permanent Fault leading to wrong results in Register. ack & (stb && cyc) |p_error |s_error 5 5 TEST_ATTRIBL I n fo

1.3 5R-1.3 Permanent Fault leading to wrong results in Register. interrupt |p_error |s_error 5 5 TEST_ATTRIBU

1.4 5R-1.4 Permanent Fault leading to wrong results in Register. 55 |p_error |s_error 5 5 TEST_ATTRIBL

1.5 SR-1.5 Permanent Fault leading to wrong results in Register. sclk |p_error |s_error 5 5 TEST_ATTRIBU

| 1.6 SR-1.6 Permanent Fault leading to wrong results in Register. mosi |p_error |s_error 5 5 TEST_ATTRIBL tl: D |

Tracking

# Verification Management Tracker —
¥|Sec# |Testplan Section / Coverage Link |Type |Coverage | Goal % of Goal |status

] =5l testplan Testplan - 1

Diagnostic
coverage Pe £ You' Cptom Tor Veuo

chv RRAAMOMT #1105 o tao I DIN2001ps = FreqSODOOGO00D000Hz = ¢ [Eieok
Signal Name valesclO 50 100 150 260 250 300 350 400 450 50O 550 GO0 650 700 750 B0 880

1 =t SR Testplan
1.1 +t3% SR Testplan 100% UCDB
(3l SR-1.2 Testplan

Part Analysis (Use Blocks from Elementary Level)

Permanent  Transient

Memory  Memo
Logic Permenant  Transj

Elementary sub- | Elementary Logic
parts sub-parts
Sub-Part | (BlockName) | (instance goals
(Reference) name)

example_top spi_top p_whspl Permanent Fault in Block - See Elementary Level X
example_top spi_top p_whspl Transient Fault in Block X See Elementary Level X
r r

v we n e o s " omo Tem p late +
Ic example_top  spi_top s_whspi Permanent Fault in Block
|ic example_top spi_compare pvs_s_spico Y P L Permanent Fault in Block 0.265 y Iv See Elementary Level 0000 " oo "
Ic example_top wh_tomapre  p_vs s wh_co Y P L Permanent Fault in Block 0.468 ¥ See Elementary Level o000 " oo "
Ic example_top reg compare  p_vs_s regco Y p L Permanent Fault in Block 0.272 ¥ See Elementary Level o000 " oooo " b a C k - a n n Ot at e
ic example_top_error_handler err_ho Y P L Permanent Faultin Block 0034 ¥ See Elementary Level 0000 " o000 "
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BVEDN Summary

 Formal provides ...

— Quick and easy fault categorization for worst-best case DC
— No environment setup required — no testcases

— High-level of confidence in results — can’t beat a proof!

— Ties In with simulation and emulation

— A great front-end for the entire fault campaign process
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Requirement Tracing in the
1SO26262 World

Charles Battikha (chuck_battikhna@mentor.com)

Menior

A Siemens Business
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 Example: NASA's Mars Climate Orbiter
— Sent crashing into Mars by NASA

— The Orbiter spoke to NASA in metric...
But the engineers on the ground were
replying in non-metric English

TOEARTH  TOSUN

“What is being designed, built, and verified is
based on requirements and thus intended”
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DVCOIN

=x2e Safety Requirements

Safety Goal met? = Complete List + Each True

26262 6-6

l Functional Safety l » l Software
Requirements (FSR) Technical Safety SEEY
» Requirements (TSR) '

Requirements

» l Hardware
Safety
Requirements

Technical Safety Concept 26262 5-6
26262 4-6

Allocation

Allocation
ltem Architecture Chip & Software
Architecture

Functional Safety Concept
26262 3-7

Achieving ASIL rating means meeting all requirements
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Zadzimly Why are requirements hard to write?

e Human Language is inherently vague and imprecise
I AM AN

ENGENEER

* Relying on engineer’s writing skills.... MNEREE"G*"E"E

I'M 600D
WITH MATH.

* Trouble separating WHATs from HOWSs
— Desire to jJump into the detalils...

* Believe spending time writing requirement will cause delays
— Good enough...
— Let’'s get on with it...
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VTR, Requirements: Common Problems

* Errors of Omission
— What was intended, was not actually stated; Important information left out
* Errors of Commission
— Information is wrong; Information is contradictory
* Errors of Clarity
— Requirements stated in ways that lead to confusion, misunderstanding
— Creation of assumptions
* Errors of Understanding
— Ambiguous, words get in the way
— Each person internalizes and applies their own definitions
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RN, Writing Safety Requirements [zs286

g—

* Natural language

ASIL A/B | —

_ ¢ Informal notation

g—

* Semi-formal notation (syntax defined)

ASIL C/D | =

_* Formal notations (syntax & semantics defined)

Increase Effort
Increase Rigor

Reduced Risk
e
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=x===2  Defining Requirements [ze28s

e Define WHAT not HOW

e Should be:
— Complete / Atomic
— Consistent
— Comprehensible
— Realistic / Feasible
— Verifiable
— Valid / Correct
— Necessary
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DVCON Requirements Writing

Desired format of requirements:
<Function/Object> shall <Action><Condition> <Testable Result> <Reaction Time>

* Each requirement should be written with a standard style and contain
the following components:

— Action: Operation design will perform. Atomic and unambiguous.
— Condition: Under what conditions is the action performed.
— Testable Result: What will occur. Should be specific.

— Reaction Time: A bounding time. For instance, a ‘within’ time frame.
* Time should in the proper context. Stay away from implementation details.
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P¥oews  Creating Safety Requirements
» »
\ Y [ \ Y J \ Y J
Define Command Define equations for faults to  Define Safe State
Define Information transition to Safe State
\ Y ) \ Y )
Detection Requirement Reaction Requirement

Requirements should be testable - can be viewed as preliminary test cases.
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DVCOIN

Y= Value of Tracing

Top Down Trace — Find unallocated and/or unimplemented requirements

Hardware Hardware
System _ |
Requirements Design Design
Requirements Documentation

Hardware
Design
Implementation

Bottom Up Trace — Find unnecessary, unneeded, unwanted functions or features

Top Down Trace — Find untested requirements, failing requirements, unimplemented tests

System Hardware Verification Test Bench Testing
: Design : )
Requirements : Plan Implementation Artifacts
Requirements

Bottom Up Trace — Find undocumented testing
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DVCOIN

COMNFERENCE AMD EXHIBITIHOMN

Safety Goals

Functional
SY-1114Y
Concept

Technical
Safety
Concept

TSR 001

System
Requirement
Document

SREQ 001

Tracing Requirements

VREQ mmm
Description
[Covers: DREQ _nnn]

Verification

Plan

Hardware
Requirement

Document

DREQ_nnn
Description

[Covers: SREQ_ 001]

26262 8-6

Test Case / Source
RSO // [Implements: VREQ_mmm]

Source Code

Log File
Log Files [Passed: VREQ mmm]
UCDB Or

[Failed: VREQ mmm]

Design Description
ST N[l sl [Covers: DREQ nnnj

RTL Source Source
Code I/l [Implements: DREQ_nnnj
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YLt Testing Artifacts

* Requirements must trace into the testing artifacts
— Shown to have been actively tested and shown to pass
— For simulations, typically UCDB and/or Test Log Files
— Artifacts from a “Run for the Record” regressions used for final reports.

Regressions

— Official
Run for the @ o
Development ‘ during Record ‘ ‘ TraRC:SObrltllty

Development

Regressions

\ / All Coverage Met —

, Code, Functional, &

Feedback on testing including Traceability
coverage on traceability
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Y= Directed Testing & Requirements

* Directed Tests are often used for 1-1 match of requirement to test

 However, typical Directed Tests driven to satisfy requirements tend to
nave shortcomings:

— Not complete in testing across the full design

— Down stream errors are not checked

— Are limited to specific times, situations

—_—

) Stimulus
Test P
Checks \ \

Scope of Testin?
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S Random Testing & Requirements

e Random Testing and UVM Test Benches allow a smaller set of Test
Cases to address multiple requirements concurrently.

e Random testing of requirements & checking for passing is the AND of:
— Test Case Passing
— Appropriate Stimulus Generated
— Appropriate Prediction Generated
— Results are checked and match

* Checks distributed work across test cases, predictors, and scoreboards
— AND function can be addressed by Functional Coverage
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=x—=Ze  Tracking In a Test Bench

* Logging for traceabllity occurs where testing of a requirement is done
e Typically is an ‘else’ in an error check
e Simple Functional Coverage is okay IF run for record must achieve 100% passing

test cases
' (?XpeCted_CrC -= cELEl_Cre) [DES REQ nnn] When sending a
becom:;/m_error( PUT generated bad CRCT) message out on the channel, the design

// [Implements: VREQ nnn] shall calculate a CRC in accordance with

iIT (expected crc !'= actual _crc)
“uvm_error(""DUT generated bad CRC™) [VREQ_nnn] The Test Bench shall have a
else begin checker on DUT channel output that

Ag\ém;c',”zgg?ﬁcgigggaﬁd Cgsgg gizﬁg) ensures all messages generated by the
design have a correct CRC....

end
e
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2 Tracking in a Test Bench

COMNFERENCE AMD EXHIBITIHOMN

* |f falling test cases can occur In

run for the record,
— Passing test cases may have
set functional coverage

— Create passing / failing
covergroups

— Coverage of failing conditions
trumps good covergroup.

— Parsing log files can
accomplish similar tracking

// [Implements: VREQ nnn]

iIT (expected crc != actual crc) begin
“uvm_error("'DUT generated bad CRC'™)
Add specific VREQ to bad covergroup

end else begin
“uvm_iInfo("'DUT generated good CRC™)
Add specific VREQ to good covergroup

end
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P¥o=rs  Tracking in a Test Bench

* UVM Test Benches distribute work so checking may be too simplistic for tracing
— Scoreboards may simply compare expected data against actual data
— May not be possible to isolate checks to a specific requirement

e Usually the ‘predictor’ can be associated with a requirement

— Arequirement would then be considered passing if:
* The Predictor made appropriate prediction
» Test Case has passed (no scoreboard miscompares) \/

- " Expected Data
— Coverpoints created to AND these conditions ‘ : l

Actual Data

StimuluS semmmmed DUT
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BV Predictor to Requirement Mapping

* For some designs, it may be possible to create a more direct
predictor/checker mapping to requirements

— Tradeoff of complexity in checkers versus complexity in tracking

eemmmme Checker (Req X) s

eummmne Checker (Req YY) pummms

eummmne Checker (Req Z) pummms

. Etc.

Tests = ry
Random N . I R
Stimulus DS Inputs Outputs
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PYoLis Assertions -> Requirements

: // formal randomly picks a bit(s) to flip.

Assertions can alsO | asm_mask: assume property ( $countones(one error mask) == 1 ):
be assigned per // Check ECC repair iIs correct

requirement. req_nnnn: assert property ( fixed data[7:0] == data );

: : —-— XOR mark to flip 1 bit
A proved assertion Is one_error_data <= one_error_mask XOR encoded data;
pOSitive coverage. Tixed data <= ecc_correction_function(one_error_data);

function [12:0] ecc calc( data, .. );
wire logic pl = 1 » data[0] ™ data[l] ™ --.
wire logic p2 = .

return ({data[7],data[6],data[5],data[4],p8,data[3], .. } );
endfunction

// Check ECC calculation
req_xyz: assert property ( encoded data == ecc calc(data, .. ));
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DVCOIN

PYL2li Reguirements Management

After release to
production.
Qualitative Quantitative « _ Chan ges may _
Analysis Analysis trigger for potential
., . I re-certification.
Change Management A 4 Source Control Fault Campaign
Development Hardening —
Passing Test Cases
4 J Test Mapping
Design Source

(e.g. RTL) > Regressions > Iteration

Verification Source
(e.g. Test Benches,
Test Cases, etc.

A 4

=
[

- J

Test

N J Results . = Source Control +
. Change Managed
Check-in ‘ChECk-OUt Check-in‘Check-out documents
Log UCDB = Source Control
Files documents
Approval to change
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e A centralized view that connects the

Requirements

development process and results s Managemen
e Testbench =(= -

N Sé 'g g Data E E
e Traceability at all stages of e e

Database

development m\ 1

* Quickly understand the impact of a 7 = ==
change across the project =K ’ \ ™

Requirement
Documents & Files

ASCII Tests, ; ® -

e Reflects the current status of the TotRenits'a  Tespess  Atomate
project using live data
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BVEDN Summary

e |SO26262 defines:
— Top down flow of safety requirements
— Requires precise language for requirement definition
— Traceability
— Change Management and Source Control

* Poor requirements creates an unstable base to build on

* Tracing should be done into verification artifacts
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DV

COMNFERENCE AMD EXHIBITIHOMN

Questions?
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Contact Information

Charles Battikha (chuck_battikha@mentor.com)
Doug Smith (doug_smith@mentor.com)

https://www.mentor.com/mentor-automotive

White paper - “How Formal Reduces Fault Analysis for ISO 26262”
http://go.mentor.com/400rY



https://www.mentor.com/mentor-automotive
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