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Industry has standardized ‚Autonomous Driving’ 
We speak the same language 

T
o
d
a
y 

T
o
m
o
r
r
o
w 

2 12.11.2015 Copyright © Infineon Technologies AG 2015. All rights reserved. 



Classification of Self-Driving Levels 
How the consumer experience it? 

L5: Self-
driving only 

Self-driving car 
only 

L4: Full self-
driving 

Self-driving & Human-driven 
car 

L3: Limited 
Self-driving 
 

AP: Road 
Train 

AP: Parking 

AP: Highway 

AP: Traffic 
Jam 

L2: Partial   
Autonomy 

Park Assist 

ACC & LKA 

L1: Assisted 
Driving 
 

Autonomous Braking 

Adaptive Cruise 
Control 

2010 2015 2020 2025 2030 

Today 
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The road to Self Driving Cars requires: 

› New architecture in the cars with domain structure 

› High speed internal data bus systems 

› Redundancy in technologies and systems  fail operational  

› Multiple and diversity in Sensor Systems 

› Considerable increased computing performance  

› External connectivity with secure gateways 

› Driver observing technologies 

› In-field upgradeability 

› ……. and some more 

    …. and many more learnings ! 
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The road to Self Driving Cars requires: 

Technology only is not sufficient: 

› Regulation and liability definitions (Vienna convention 1968)  

 › Adapted infrastructure to allow convoys and autonomous cars 

 › Clarity about data ownership and data security 

› Which side tasks of the driver are allowed at L3 and higher 

 › We have to keep the driver alerted to take over in time 
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Building Blocks of Automated Driving 

Vehicle Dynamics and 
Control 

Data Processing and  
Decision Making 

Software 

Decision 
Making 

HMI 

 

Sensing 

 

Fusion 

Sensor Data 

Central 
Computing 

Connectivity 

DSRC, Wi-Fi 

Cellular 

Vehicle 
Sensors 

Radar, 
Ultrasonic, 

Camera, Laser, 

GPS, Maps 

 

 

Braking 

Suspension 

Steering 

Transmission 

Acceleration 
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TWO major steps with many learnings 

Source: Audi, Pilotiertes Fahren 2015 
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How to develop, to simulate  

and finally test  

such complex system? 



Which sensor technologies are needed? 
We have to replace driver’s senses  

Camera 

RADAR 

Laser 

Ultrasonic 

FCW 

CM 

ACC, EB 

TSR, LDW 

HBA, CTA 

BUA 

LCA 

Parking 

BSD 

Pedestrian 

Protection 

BSD 
LCA 

Parking Parking 

FCW 

CM 

CTA 

CTA 

 Side 
Impact 

 Side 
Impact 
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Parking 

CTA 
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The Safety Cocoon through sensors 



More sensors required for each automation level 
 complexe system to simulate & test 

Sensor 
technologies 

2015 
Euro-
NCAP* 

2018 
Euro-
NCAP* 

Level 2 Level 3 Level 4/5 

Front looking camera 
Front looking radar 
Front looking lidar 

0.5 
0.5 
 

1 
1 
 

1 
1 
 

1 
1 
 

1 
1 
1 

Surround camera 
Corner radar 
Surround radar 

 
 
 

 
2 
 

 
2 
 

 
4 
 

4 
4 
4 

Rear looking camera 
Rear looking radar 

 
 

 
 

 
 

1 
 

1 
1 

Driver monitoring 
Camera 

   1 1 

V2X Sensor     1 

Ultrasonic sensors 10-12 sensors per car 

Surround Radar 8 radar sensors e.g. for garage parking  

* Euro-NCAP is focusing on collision avoidance, requirements are changing over time 

Radar Camera Lidar 
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Complex and interdependent systems: 
› In the past: mainly try and error approach  field tests  
› Target is a certified safety system  reproducible! 



 
Infineon is the market leader in Radar, 
10 millions chips shipped already 

Vision Zero 
+ Autonomous 

Driving 
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Mid Range Radar 
1st 77GHz product in 

eWLB package 

Dual Chip Radar 
Solution 

1st complete System 
solution: 400 GHz RF, 

µC, Power Supply 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 2009   Today                       > 2022        

ATLAS IC 
1st SiGe 77GHz 

Transceiver 

 

Next Gen. of Dual 
Chip Radar 

Solution 
600 GHz RF,  

AURIXTM 3rd Gen, Power 
Supply 

 

Single Chip Radar 
Solution (CMOS) 

 

*Source: IHS ADAS Sensor Market Shares –2014 

Infineon 

STM 

Freescale 

Others 

10 12.11.2015 Copyright © Infineon Technologies AG 2015. All rights reserved. 



What are the system requirements? 
Computing requires high-end performance 

Object based fusion Grid based fusion 

Addressable device high end Multicore µC 
architect. 

Matrix  GPUs with safety guards µC 

Representation of car 
environment 

Limited. 
Lanes + object list. 

Comprehensive. 
Grid/map of 200x80m, 0,1x0,1m 
resolution 

Usage  L1/L2 automated drive L3/L4 autonomous drive 

Computation types Collision avoidance Driving commands 

Computation outputs Object list Grid, grid history 

Memory for operands Few MB 2020: 200 to 500MB for grid 
history 

Memory for SW Few MB 2020: 80 to 160MB 

Computing 
performance 

2022: up to 3000 DMIPs 2022: more than 8000DMIPs 

SW algorithms Matrix based and Floating 
point 

Matrix based and Floating point 
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We have to come from fail safe to  
Fail Operational? 

That means: 
› Redundancy 
› Diversification 
› Fault tolerant >10sec 
› Self-monitoring device 
› Multicore µC 
› Watchdog sensing 
› Secure communication 
› ASIL D capable OS 
› Redundant Power 

Supply 
› Etc. 
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How to simulate & verify such system: 
› Customer wants to guarantee & failure free system  system simulation  
› Developer requires test environment to ensure high quality systems  reference system 
› Modelling will be key to shorten development and to increase test coverage 



The connected car will come out of many 
reasons and use cases 

HACKER ATTACK 

Unwanted access 
must be denied 

Infotainment 

Steering 

Airbag 
Brake 

Engine Management 

Traffic Jam Detection 
Accident Avoidance 

Prioritization of 
Emergency Services 

Toll Control 

Tablet & 
Smartphone 

Traffic 
Information 

Infotainment 
Apps 

Remote 
Diagnostics 

Software 
Update 

Car Repair 
Shop 

eCall Internet 
Services 

Payment 
Systems 
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Basic security considerations: 
A simple firewall will be not enough! 

Dynamics  
Control 

Energy 
Management 

Torque  
Control 

… 
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 ADAS 
Domain 

Lighting 

Theft  
protection 

HVAC 

… 

Body & Comfort 
Domain 

HMI 

Entertainment 

Navigation 

… 

Infotainment 
Domain 

Connectivity Gateway/ 
Data Fusion 

Driving 
Domain 

Basic protection  
of single ECUs 
(Immobilizer & 
Access) 

Firewall & Gateway 

Sandboxing 

Secure On-board 
communication 
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Infineon is driving trust 
Leading automotive AND security competency 

Battery Mgmt. 

Inverter 

   Engine Control 

… 

Powertrain  
Domain Controller 

ABS/ESP 

ACC 

Car2Car Com 

… 

Chassis Domain 
Controller 

Door Module 

Air Condition 

Seat Control 

Immobilizer 

Body Domain 
Controller 

E-Call/cell wireless 

Connectivity ECU 

Head Unit 

… 

Infotainment 
Domain Controller 

Gateway / Firewall 

AURIX™ AUDO MAX 

› Application: 

Powertrain/Safety 
 

› Driver:  

On Board Security 

Integrated 

› Application: 

Car Services 
 

› Driver:  

Standards reuse 

TPM 

› Application: Car2Car 
Communication 
 

› Driver: Network 
integrity, Privacy 

SLI 97 Car2Car  

› Application: 

Cellular Com 
 

› Driver:  

Network auth. 

SLI 76          SLI 97 

Discrete Hardware Security 2 1 
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Potential use cases for new technologies: 
Simulation & test will be key for auton. driving 

Opportunities: 

› Today systems have to be 
simulated  to many use cases 

› Development & verification 
time has to be shorten 

› We require reproducible cases 
and test environments  

› More digitalization allows more 
simulation approaches 

Challenges: 

› 10k hours towards 40k hours 
full operational in lifetime 

› Multiple domain structures 

› Limited standardization  

› Functional Safety includes 
simulation & verification  

› Unlimited uses cases with 
regional driving habits 
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Everbody is working on self driving cars 
….. also new players 

Let us look to the bride side: 
› Telephone calls 
› Writing emails and SMS 
› Watching a movie 
› Enjoy eating and drinking 
› Talking to your passengers 
› Reading of books 
› …….. 

Let us look to the safe side: 
› >90% of accidents are human 

errors 
› Reducing CO2 emissions 
› Less traffic jams 
› Health monitoring 
› Drowsiness & distraction 

detection …….. 

It is worth to fight the challenges for a safer and secure mobility ! 
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Source: Rinspeed 

Semiconductors  
are KEY to enable  
Self Driving Cars 
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Simulation & 
verification tools  

are a MUST to 
develop reliable cars 




