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Overview

 What is Automotive Ethernet?

* Role of Virtual Prototyping

* Synopsys Virtualizer

e Challenges in debugging and current solutions
* TraceCompass

* Integrating TraceCompass with Virtualizer

* Experiments and Results

* Conclusions
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https://www.electronicdesign.com/markets/automotive/article/21806349/automotive-ethernet-the-future-of-incar-networking
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http://www.ieee802.org/802_tutorials/2017-07/tutorial-Automotive-Ethernet-0717-v02.pdf
https://www.electronicdesign.com/markets/automotive/article/21806349/automotive-ethernet-the-future-of-incar-networking

Role of Virtual Prototyping

* Pre-silicon, Software Development

* Front-load Test Development
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Role of Virtual Prototyping

* Pre-silicon, Software Development * Accelerate test cycles in regression

* Front-load Test Development * Anytime, anywhere availability
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Synopsys Virtualizer™
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Synopsys Virtualizer™
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Challenges in debugging and current solutions

* Challenges

— Huge amount of ethernet
traffic

— Missing holistic view of
Ethernet transactions

— Manual mapping of ethernet
transactions with other
hardware and software
events
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Challenges in debugging and current solutions

e Challenges e Current solutions
— Huge amount of ethernet traffic — Virtualizer
— Missing holistic view of v'pcap capture with timestamping
Ethernet transactions v'analyze ethernet and platform events
— Manual mapping of ethernet ¥ analyze ethernet traffic

transactions with other

hardware and software events — Wireshark

v'analyze single pcap
x analyze multiple pcap
x correlate other platform events

— TraceCompass
v" analyze multiple pcap
x correlate other platform events 2000
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TraceCompass

Network Tracing
* Visualize multiple pcap files

* Time-Synchronous analysis views '\ TRACE
— Pcap Trace Viewer, TimeChart CO M PASS

Eclipse Trace Compassis an open source application to solve performance and reliability issues by reading and analyzing
ics, and more to help extract useful information from

— Histogram, State System Explorer N R T e e S e
* Other statistical analysis views and options Reference Link

— Stream List, Statistics, Filters, Colors, merge pcap traces into single view
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https://www.eclipse.org/tracecompass/index.html

Integrating TraceCompass with Virtualizer

e Combines the TraceCompass multi-node pcap analysis capabilities with
Virtualizer’s tracing analysis

* User interactions with TraceCompass views synchronized with
Virtualizer views
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Experiments and Results

 An Automotive Ethernet scenario
— Typical Automotive platform with 4x Virtual ECUs connected via Ethernet Switch

— ping executed across ECUs and analyzed successfully using the integrated
solution

Automotive Ethernet SoC (Synopsys Virtual Platform)

0 Ethernet Gateway L P2
(EthernetSwitch)

ECU ECU

[] VvECU 3
(VECU_1) ENET ENET (vECU_3)

PHY PHY
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Experiments and Results

e An Automotive Ethernet scenario
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— Typical Automotive platform with 4x Virt

— ping executed across ECUs and analyzed
solution

Automotive Ethernet SoC (Synopsys Virtual Platform)

ECU
(VECU_2)

ECU
(VECU_0)

ENET
PHY

Ethernet Gateway L
(EthernetSwitch)

[

ECU
(vECU_3)

ECU
(VECU_1)

[] L]
ENET ENET
PHY PHY
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VECU_0_mac_tx.p &2 = Switch_porto_in

Source Destination

p ch >
01:31:32.513 178 000 42:55:d6:6a:21:aa
01:31:32.557 183 000 21:3a

01:31:33.397 238 000 42:55:6:6a:21:aa
01:31:34.421 275 000
01:31:34.421 335 000
01:31:35.413 178 000
01:31:38.389 173 000 42:55:d6:6a:21:aa
01:31:46.581 172 000 42:55:d6:6a:21:aa
01:32:02.197 172 000 42:55:d6:6a:21:aa
01:32:21.662 071 000 42:55:d6:6a:21:aa

01:32:26.771 643 000
01:32:35.989 173 000
01:32:55.459 687 000
01:32:55.461 213 000
01:33:00.571 563 000
01:33:27.152 394 000

33:33:00:00:00:02
ff: fhAfAf
1 42:
42:55:d6:62:21:cC
A A A A

£= VECU,

successfully

Reference
VECU_0_mar
VECU_0_mar
VECU_0_mar
VECU_0_mar
VECU_0_mar
VECU_0_mar
VECU_0_mar
VECU_0_mar
VECU_0_mar
VECU_O_mar

VECU_0_mar
VECU_0_mar
VECU_0_mar

:d6:62:21:Cc/11 VECU_O_man

VECU_0_mar
VECU_0_mar

01:33:27.153 902 000 42:55:d6:6:21:aa/] 42:55:d6:6a:21:dd/1 VECU_O_mar

01:33:32.309 914 000 42:55:d6:62:21:aa 42:55:d6:6a:21:dd
01:33:39.477 160 000 42:55:d6:62:21:aa  33:33:00:00:00:02

- Filters [ Bookmarks i= Stream List 4 Results G Details 53
FastTrack Messages Trace

Time (ps)

1941662839458000 AutomotiveMultiECU_VDK.vECU_0.DWC_EQoS_DUT.DWC_EQoS Channel 0: [RX] descr read @0xff040010
1941663565708000 AutomotiveMultiECU_VDK.vECU_0.DWC_EQoS_DUT.DWC_EQoS Channel 0: [TX] descr read @0xff0420a0
1941663565708000 AutomotiveMultiECU_VDK.vECU_0.DWC_EQoS_DUT.DWC_EQoS Channel 0: [TX] buffer 1 read @0xfb104000 , size 0x62
1941663565953000 AutomotiveMultiECU_VDK.vECU_0.DWC_EQoS_DUT.DWC_EQoS Channel 0: [TX] sent packet to Queue 0 [Queue Size = 0x1]
1941663565953000 AutomotiveMultiECU_VDK.VECU_0.DWC_EQoS_DUT.DWC_EQoS Queue O0: [TX] sent packet to MAC [Queue Size = 0x0 ,
1551663565553000 | utomoth HUSECU VDK VECU DA, 05. DUTOWC 055 WAC
1941663566809000 AutomotiveMultiECU_VDK.vECU_0.DWC_EQoS_DUT.DWC_EQoS Channel 0: [TX] descr write
1941663566849000 AutomotiveMultiECU_VDK.vECU_0.DWC_EQoS_DUT.DWC_EQoS Channel 0: [TX] descr read
1941663567585000 AutomotiveMultiECU VDK.vECU 1.DWC EQoS DUT.DWC EQoS MAC : [RX] received packet of size 0x66

15

VECU_0_mar
VECU_0_mar

= Object

,_mac_drop

ual ECUs connected via Ethernet Switch
using the integrate

Time synchronous
selection of Ul views
ECU_3_mactxp ™o = Time Chart sty = NG % - 988 2y § =0

Protocol Contents State System / AttribU% 01:31:40 01:32:40
" h> ¥ VECU_0_mac_tx.pcap
ETH Source MAC: 7, Destinati VEZIEIS
e cource MAC, e
ETH Source MAC: v org.eclipse.linuxtools tmf.statistics.types
ETH Source MAC: ¥ event_types
ETH Source MAC: packet:eth 1
ETH Source MAC: R 2
ETH Source MAC:
ETH Source MACy l:aa, Desnnanon
ETH Source M, 1:3a, Destination
ETH iy Histogram [ Statistics [T Properties &4 Colors |22 Charts 52 Q@ PpPBLE § =0
ETH Sour Diff = 1941663565953 ns
ETH So . 15005 [20005
| ' e Ii||||iHHIHHHHHHHHHI
1PV4 10.1.1.1 > 10.1.1.3 [DF] Id=58054 Len=68
ETH Source MAC: 42:55:46:6a: LR
ETH Source MAC: 42:55:6:6
1PV4 10.1.1.1 > 10.1.1.4 [DF] Id=63589 Len=68
ETH Source MAC: 42:55:46:6:
ETH Source MAC: 42:55:46:6: " Resinved DRe0KD
7 ot 8 =0
Message ¥ category = Core_Name = PC =s\
1000000] Internal Level 0 .._EQ0S_DUT.DWC_EQ0S) 0x0 na
1 Internal Level 0 .._EQ0S_DUT.DWC_EQ0S) 0x0 na
Internal Level 0 0x0 n/a
Internal Level 0 0x0 n/a
1:0xaa: Internal Level 0 EQOS DUT.DWC_EQoS) 0x0

Internal Level 0 _EQ0S_DUT.DWC_EQ0S) 0x0

: [TX] transmitted packet [0x6ad65542:0x5542bb21:0xaa216ad6:0x00450008:. Internal Level 0 EQ0S_DUT.DWC_EQOS) _ I

Internal Level 0 EQ0S_DUT.DWC_EQoS) 0x0 n/a

1:0xaa: Internal Level 0

-DWC EQoS.mtiTxMethod) 0x0 na : ZO: ZO
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Experiments and Results

* Ethernet packet loss analysis in an Automotive platform using AUTOSAR
— 2x ECUs and external interface connected to host ethernet adapter
— packet losses observed for a VLAN application
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Experiments and Results

* Ethernet packet loss analysis in an Automotive platform using AUTOSAR
— 2x ECUs and external interface connected to host ethernet adapter
— packet losses observed for a VLAN application
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Experiments and Results

* Ethernet packet loss analysis in an Automotive

— 2x ECUs and external interface connected to host e

— packet losses observed for a VLAN application

17 11.110623
18 11.112623
19 11.112633
20 11.114623
21 11.114640
22 11.115623
23 11.116623

Source
fds3:
£ds3:
fds3:
fds3:
£ds3:
fds3:
fds3:
£ds3:
fds3:
£ds3:
£ds3:
fds3:
fds3:
£ds3:
fds3:
fds3:
fds3:
fds3:
fds3:
fds3:
fds3:
£ds3:
fds3:

202 Charts 12

Destination

abed:
abca:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:
abed:

fds3:

Diff = 1070637464335 ps
q

abed:
tahed
:abcd:
:abed:
sabed:
sabed:
:abed:
:abcd:
:abed:
:abcd:
sabed:
:abed:
rabed:
:abcd:
:abcd:
sabed:
:abcd:
:abcd
:abed:
:abed
:abcd:
sabed:
rabed:

platform using AUTOSAR

thernet adapter

Protocol
ICHPVE
ICHPVE
ICHPVE
ICHPVE
ICHPVE

Info

Echo (ping)
Echo (ping)

Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (ping)
Echo (pigel”

Ech,

0 (ping)
Echo (ping)

request id=0x5a32, seq=1, hop limit=64 (no response found!)
request id=0x5a32, seq=2, hop limit=64 (reply in 3)
Jnid-axsa3> seq=2, hop limit=64 (request in 2)

request 1d=oxsass,
reply id=0x5a32, seq=3, hop limit=64 (request Li )
request id=0x5a32, seq=4, hop limit=64 (reply in 7)
reply id=ex5a32, seq=4, hop limit=64 (request in 6)
request id=0x5a32, seq=5, hop limit=64 (reply in 9)
reply id=0x5a32, seq=S, hop limit=64 (request in A
request id=0x5a32, seq=6, hop limit=64 (reply. g
reply id=0x5a32, seq=6, hop limit=64 (rea in 10)
request id=0x5a32, seq=7, hop limit=aflieply in 13)
reply id=ex5a32, seq=7, hop limifl"(request in 12)
request id=0x5a32, seq=8, Iimit=64 (no response found!)
request id=0x5a32, seaffl, nop limit=64 (reply in 16)

reply id=ex5232, 55, hop limit=64 (request in 15)

request i seq=10, hop limit=64 (no response found!)
reques seq=11, hop limit=64 (no response found!)
ot i seq=12, hop limi: (no response found!)

Fequest id=0x5a32, seq=13, hop limit=64 (reply in 21)
reply id=0x5a32, seq=13, hop limit=64 (request in 20)
request id=0x5a32, seq=14, hop limit=64 (no response found!)
0x5232, seq=15, hop limit=64 (no response found!)

accellera
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* Ethernet packet loss analysis in an Automotive platform using AUTOSAR
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mulated Hardware (Virtual ECU
Physical Host

VLAN Application
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ping reply

19

— packet losses observed for a VLAN application

Time Source.
11.070623 fds3:
11.074623 fd53:
11.074640 fds3:
11.079623 fds3:
11.079745 fds3:
11.083999 fd53:
11.084615 fds3:
11.093848 fds3:
11.094614 fd53:
11.098623 fd53:
11.099657 fd53:
11.103764 fds3:
11.104614 fds3:
11.107623 fds3:
11.108623 fdS3:
11.109636 fdS3:
11.110623 fds3:
11.112623 fds3:
11.112633 fds3:
11.114623 fds3:
11.114640 fdS3:
11.115623 fds3:
11.116623 fd53:

Destination

fds3:
fds3:
fds3:
fds3:
fds3:
fds3:
fds3:
zabed:
1abed:
sabed:
:abed:
rabed:
:abed:
1abed:
1abed:
zabed:
:abed:
:abed:
1abed:
zabed:
:abed:
:abed:

abed:
ahed:
abed:
abed:
abed:
abed:
abed:
abed:

Protocol
ICHPVE
ICHPVE

Info
Echo
Echo

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Ech,

— 2x ECUs and external interface connected to host ethernet adapter

(ping) request id=0x5a32, seq=1, hop limit=64 (no response found!)

(ping) request i

i4avcaz>

(ping) request

(ping)

(ping) reply id=exsa32, seqs5, hop limi

i

se
(ping) request 1d=ox>ass,
(ping) reply id=0x5a32, se

hop Limi

34 (request it
0x5a32, seq=4, hop limit=64 (reply in
(ping) reply id=0x5a32, seq=4, hop limit=64 (request in

i , hop limit=64 (reply in
64 (request in

x5a32, seq=2, hop limit=64 (reply in 3)
, hop limit=64 (request in 2)

(ping) request id=0x5a32, seq=6, hop limit=64 (reply. )

(ping) reply id=0x5a32, seq=
id=ex5a32, seq=7, hop limitsg
(ping) reply id=exsa32, seq=

(ping)

(ping) request

(ping) request i

i

(ping) reply id=exsa3z,

(ping) request

(ping)
(pi

i

t i

=2,
(ping) requespg®=ox5a32,

id=8x5a32,
Tequest id=exsa32,
ing) reply id=6x5a32, seq=13, hop limit=64 (request in 20)

seq=10, hop limi:

, hop Limi

, hop limi

64 (rea in 10)

“eply in 13)

+ (request in 12)
Iimit=64 (no response found!)
seagflPnop limit=64 (reply in 16)
855, hop limit=64 (request in 15)

(no response found!)

seq=11, hop limit=64 (no response found!)

seq=12, hop limi:

(no response found!)

seq=13, hop limit=64 (reply in 21)

(ping) request id=0x5a32, seq=14, hop limit=64 (no response found!)

(ping)

x5a32, seq=15, hop limi

64 (no response found!)

25 Charts 3 ~ S PTG E §
Diff = 11070637464335 ps.
1070 ms 11075 ms. ‘Hﬂﬁﬂms 11085 ms. 11030 ms ‘HﬂSSmx ;mmm |1\|ﬂ5ms pmnm
BT T G 0 T 0 i 5ae 8 CO
'SoAd_MainF (] a ] a (]
SoAd_MainFunctionfx a a L]
cplp_MainFunctionfix [ [ [ ]
{_Rx_HandleReception a a [} [}
oAd_EventQueue_GetElementNumT oHande g [} a [}
iate o ] o o
o o o o
] ] ] o
o ] ] ] )
o o o o )
o o o ] o
) ] ] ] )
o o o o o
] o ] )
] o ]
] ] ] ]
g O T

Manual time-selection based
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Experiments and Results

* Ethernet packet loss analysis in an Automotive platform using AUTOSAR
— 2x ECUs and external interface connected to host ethernet adapter
— packet losses observed for a VLAN application

No, Time Source Destination Protocol  Info

fds53:abcd:123 IMPVE Echo (ping) request id=ex5a32, seq=1, hop limi
£423:2hcd:123 ICMPV6 Echo (ping) request id=ex5a32, seq=2, hop limi
fds53:abcd:123: o )

(no response found!)

4 (reply in 3)

= id-av523) seq=2, hop limit=64 (request in 2)

Echo (ping) request 1d=bx5asz; So(il © 7' Manualtime-selection based
Echo (ping) reply id=0x5a32, seq=3, hop limit=64 (request
Echo (ping) request id=0x5a32, seq=4, hop limit=64 (reply i
Echo (ping) reply id=0x5a32, seq=4, hop limit=64 (request i

11.093848 fds3 Echo (ping) request id=ex5a32, seq=5, hop limit=64 (reply i
11.094614 fds3 Echo (ping) reply id=ex5a32, seq=5, hop limit=64 (request i
10 11.098623 fds3 Echo (ping) request id=ex5a32, seq=6, hop limit=64 (reply )
11 11.099657 fds3 Echo (ping) reply id=ex5a32, seq=6, hop limit=64 (res in 10)
12 11.103764 fds3 ICMPVE Echo (ping) request id=ex5a32, seq=7, hop limit=gflieply in 13)
13 11.104614 fds3 b! Echo (ping) reply id=ex5a32, seq=7, hop limili\"(request in 12)
14 11.107623 fds3 IMPV6 Echo (ping) request id=ex5a32, seq=8, i limit=64 (no response found!)

ICMPV6 Echo (ping) request id=ex5a32, seadll, hop limit=64 (reply in 16)
ICMPVE Echo (ping) reply id=ex5a32, @859, hop limit=64 (request in 15)
ICMPVE Echo (ping) request id=0gii%>, seq=10, hop limit=64 (no response found!)
ICMPV6 Echo (ping) 0x5a32, seq=11, hop limit=64 (no response found!)
ICMPV6  Echo (ping) x5a32, seq=12, hop limit=64 (no response found!)
ICMPVE  Echo (pipgg#Prequest id=ex5a32, seq=13, hop limit=64 (reply in 21)
ICHPVE  EchgefBing) reply id=ex5a32, seq=13, hop limit=64 (request in 20)
ICHPVE, (ping) request id=0x5a32, seq=14, hop limit=64 (no response found!)
Echo (ping) request id=ex5a32, seq=15, hop limit=64 (no response found!)

23 11.116623 fd53:

25 Charts 52 ~ SPRAMWG ERPPBE §
Diff = 1070637464335 ps
070ms[11075ms  [11080ms  [11085ms  [11030ms  [110%5ms  [11100ms  [11105ms  [11110m
BTk BoW ok 0 ] L] Cot ) ) ] G
f. ] ] ] ]
SoAd_MaiFunclionfix ]
cplp_MainFunctionRx a ]
IR HandeReception ] )
oad EveniQueue_GelElementul cHande ] ) ]
ZSoad MarFunclionState 8 ]
cplp_MaiFunctonState ] ] o
3 oCon_HandieldpAliveTimeout ] 8 (] [
imeoulLst_CheckElements (] ) ] ]
oCon HandeSoConStates ] ) ] ]
Aarf nclionT [] ) ] ]
@ : :
] o )
. . ] ] )
imulated Hardware (Virtual ECU : : ]
ping request @ ping reply g

Physical Host -

Function Self 124 TISP TISCP  Called  Instructions

~
_5C Function Self (%) TISP TISCP  Called Instructions 2 020

VLAN Application 5c DESIGN AND VERIFICATION™

_SoAd_MainFunction 1.858 2762058 191644332 51 663
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= automotive_ws - PcapTrace/Experiments/PcapTrace/PeapTrace_ - Virtualizer Studio

* Ethernet packet loss analysis in an Automotive platform using AUTOSAR

File Edit Navigate Search Project Run SompleMenu Crestion VDKDebug Window Help

ihiAviA i Fl-CEro |t

mac_tepcap | i PeapTrace 2

s Emacpap i macopeap

O Trace Timestamp Source Destination Reference  Pro...

mac_xpeap 01

11,070 623 000 mac_xpeap ETH
01:00:11.074 623 000 mac_ncpeap  ETH
01:00:11.074 640 000 mac_txpeap  ETH
01:00:11.079 623 000 mac_ncpeap  ETH
01:00:11.079 745 000

01:00:11.083999000 8a:41:55:a0:5¢:72 _ aarbbiccddieet
01:00:11.084 615000  azbbicciddieeff  82:41:55:ad:5d72  mac_tpea
mac_pcpcap  01:00:11.093848000 8a:d1:55:2d:572  aarbbrcciddeet

mac_txpeap  01:00:11.094 614000  azbbiccidd:eeff 2
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— Manual analysis v/s integrated solution analysis compared
— Significant time saved in reaching to the root cause of the issue
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Experiments and Results

e Software Bug analysis for faster debug

— stmmac bug analysis speedup using integrated solution

A index : kernel/git/netdev/net-next.git
clt

Netdev Group's -next networking tree

about summary refs log free | commit diff stats

path: i _main.c

author Jose Abreu <Jose Abreu@synopsys com> 2018-08-08 09:04:35 +0100
committer David S. Miller <davem@davemloft net> 2018-08-09 11:16:28 -0700
commit  7d9escSafabobfba32acacfa3ll1448bb876911¢ (patch)

tree 126739411¢1c4269280¢667abfe2ea2f 204457 /drivers/net/ethernet/stmicro/ stamac/ stmmac_main. ¢
parent Abb7aFf9e600F0248327£C086E3eFC 270042025 (diFF)

download  net-next-7d9e6cSafanEbFba32acaefI3111445b0376511c . tar . g2

het: stmmac: Integrate XGMAC into main driver flow
Now that we have all the XGMAC related callbacks, lets start integrating

this IP block into main driver.

Alse, we corrected the initialization flow to only start DMA after
setting descriptors length.

Signed-off-by: Jose Abreu <joabreu@synopsys.coms
Cc: David S. Miller <davemfdavemloft.nets

Cc: Joso Pinto <jpintofisynopsys.com>

Ce: Giuseppe Cavallaro <peppe.cavallaro@st.com

Cc: Alexandre Torgue <alexandre.torgue@st.coms

Cc: Andrew Lunn <andrew@lunn.ch>

Signed-off-by: David S. Miller <davem@davemloft.net>

* Enhanced Scheduling Traffic (EST) visualization for Time Sensitive

Networking
2020
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Conclusions

e Successful holistic visualization of ethernet transactions in Virtual
Platform

* Expedite ethernet software debugging and analysis

* Leveraging TraceCompass with Virtualizer is valuable to accelerate
Automotive Ethernet validation

* TraceCompass’ network protocol support can be extended for broader
usage
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Questions
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