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EDA as an Ecosystem of International and Industry Standards

1800 - IEEE Standard for SystemVerilog Unified Hardware Design,
Specification, and Verification Language

1364 - IEEE Standard for Verilog Hardware Description Language

1076 - IEEE Standard for VHDL Language Reference Manual
Library Exchange Format (LEF)/Design Exchange

1801 - IEEE Standard for Design and Verification of Low-Power, Format{(DEg
Energy-Aware Electronic Systems
Timing Constraints — SDC 1497 IEEE Standard for Standard Delay Format (SDF)

_ _ for the Electronic Design Process
Liberty™ library format

GDSII - Graphic Design System
OASIS® — Open Artwork System Interchange Standard

1685 - IEEE Standard for IP-XACT, Standard Structure for Packaging,
Integrating, and Reusing IP within Tool Flows

Why not for safety? 2024

DESIGN AND VERIFICATION™

« Describe safety features, targets (intent) and exchange safety-related information e
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Motivations & Mission

» Lack of formalism, standards ambiguity, differentiated assessors
approach, lead to customer-specific methodologies + widespread
usage of Spreadsheets

> «consulting-driven» market side-effects:

— ‘keep it obscure’
— ‘this is my (certified) methodology’
— ‘(only) We will tell you what you have to do’...

To develop a modular safety analysis platform to exchange safety-related
Information and to enable Design For Safety with Cadence® Tools

- Cadence is committed to adopt and support the IEEE 2851 family of 5024

DESIGN AND VERIFICATION™

standards DVCON
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Closing the Gap between FMEDA and Safety Verification

/7

Abstraction Safety Step User
Functional Functional EMEA Safety Architect
Safety Concept (System level)
Block Diagram FMEDA Safety Architect
(architectural) (SoC level)

- FMEDA Safety Engineer
RTL/Netist (detailed) (RTL/gate level)
Netlist Safety Verification Safety Verification
(Formal/Fault Injection) Engineer
Verification Result FMEDA Safety Verification
backannotation Engineer

Safety Analysis

Safety Verification

Safety
Requirements

More accurate 2024
safety me#igsano veriFicaTioN -

DVCON

CONFERENCE AND EXHIBITION
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Cadence Functional Safety Full Flow

USF | Midas ™ Safety Platform Safety
(Un'i!ied Sta;fety — ;;nalysis
orma epo

Midas.DB

Architectural
FMEDA

_ _ Safety
FMEDA Creation Safety Analysis Verification Plan

[ Design to FMEDA Mapping ]

\ 4 §os o

Detailed Safety Safety
FMEDA Verification Implementation

Verisium™ Safety Genus™ Virtuoso® ADE Assembler
Digital Fault Campaign Management Safety Mechanism Insertion Analog Fault Campaign Management !

L\J L

. TON™
Jasper™ Xcelium™ Palladium® Innovus™ Legato™ (Spectre®/AMS Designer) N
Fault Testability Fault Simulation Fault Emulation Safety Mechanism Insertion Fault Simulation ron

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Digital Safety Verification
Fault campaign management, analysis, simulation and emulation

Fault Campaign Management — Verisium Safety
Unified campaign management across all engines Midas™ Safety Platform

Backannotation of DC results into Midas FMEDA

Provides requirements traceability and reporting

Verisium™ Manager Safety

Fault Analysis — Jasper FSV App
Structural analysis to reduce the fault list

. - . Test Fault Campaign
Formal analysis for accurate fault classification Selection Classification Scheduling

Fault Simulation — Xcelium Safety
Native serial and concurrent fault verification

Fault Campaign Management

Fault DB

Same simulator for functional verification (GOOD machine)
and fault simulation (BAD maChme) Palladium Safety, Xcelium Safety, Jasper FSV App

Fau It E M u Ia.tl O n— Pal Ia.d | u m Safety .Mt Emulation .Dt Simulation .Eal Analysis

Run full SoC with SW or STLs

MMMMMM y GERMANY

OCTOBER 15-16, 2024
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Midas Safety Platform Modularity

* The Midas backend is the ‘functional Ap'\pflliiggﬁon

safety engine’
Support for Midas command line interface

1SO26262; IEC61508
BFR

- Same backend is integrated into Genus
and Innovus

» Core features can be made easily

available Iin different contexts Innovus

OCTOBER 15-16, 2024
— ®
8 © 2024 Cadence Design Systems, Inc. All rights reserved. c a d e n c e



AN
< R

.~/
P
&
S

N

N
\\

Functional Safety Analysis Overview
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Functional Safety Analysis

Architectural FMEDA Detailed FMEDA

» Device Safety (IP/SoC) architectures
* No direct access to design information

* During or after design implementation
Using real design information

.

IP FMEDA, FMEDASs grouping and SGs
definition J

FMEDA Project (IP and SoC)

BFR calculation engine (IEC TR 62380)
Technologies (Digital, Analog, ...)
Safety Hierarchy (Parts/Subparts)

Failure Modes

Safety Mechanisms

DC on FM-SM, different DC heuristics for
combining from multiple SM J

. - . . Only for a detailed FMEDA: direct (with —
Mapping Safety Hierarchy to Design Hierarchy T e e o)) JAQT&N

: : Custom attributes, What-if analysis, flexible- | N
Metrics & Reports Queries Rules check customizable template }o

- ——
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OCTOBER 15-16, 2024

cadence



Architectural FMEDA

USF

FMEDA Project (IP and SoC)

set fmeda myFMEDA -ASIL B -t -p -arch

BFR calculation engine (IEC TR 62380)

Technologies (Digital, Analog, ...)

Safety Hierarchy (Parts/Subparts)

Failure Modes

create_technology DigLib -type Digital -fitperm 1.07e-6 -
fittrans gate 1.64e-6 -fitbit 1.64e-6 -refarea 1.026

create part "OpenRISC Core" -fmeda myFMEDA
create_subpart FETCH -desc "Instruction Fetch Unit" -part
"OpenRISC Core" -fmeda myFMEDA

create_failure mode FM ARCH 1 -desc "Any failures of FETCH sub-
block™ -type Mission -technology DigLib -subpart FETCH -gates
2500 -flops 100 -safe perm 1 -safe trans 0 -fmeda myFMEDA

Safety Mechanisms

create_safety mechanism SM-IF -desc "Instruction Fetch
redundancy" -type Custom -class HW

apply safety mechanism SM-IF -to FM ARCH 1 -fmeda myFMEDA -
dcperm 95 -dctrans 0 -dclat 100

Mapping Safety Hierarchy to Design Hierarchy

2024

report safety -fmeda myFMEDA permanent html Permanent.html
report safety -fmeda myFMEDA transient csv Transient.csv
query usf myFMEDA -obj type failure mode -obj id FM ARCH 1

POy e AN
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Detailled FMEDA

USF

FMEDA Project (IP and SoC)

set fmeda myFMEDA -ASIL B -t -p -detailed

BFR calculation engine (IEC TR 62380)

create_technology DigLib -type Digital -fitperm 1.07e-6 -
fittrans gate 1.64e-6 —-fitbit 1.64e-6 -refarea 1.026

Technologies (Digital, Analog, ...)

Safety Hierarchy (Parts/Subparts)

create part "OpenRISC Core" -fmeda myFMEDA -instances
{hinst:0r1200 cpu/orl1200_if hinst:0r1200_cpu/orl1200_genpc}
create_subpart FETCH -desc "Instruction Fetch Unit" -part
"OpenRISC Core" -fmeda myFMEDA -instances
{hinst:0r1200_cpu/orl200_if}

/
/
Iy

create_failure mode FM ARCH 1 -desc "Any failures of FETCH sub-
block™ -type Mission -technology DigLib -subpart FETCH -

safe perm 1 -safe trans 0 -fmeda myFMEDA -instances
{hinst:0r1200_ cpu/orl200_if}

Safety Mechanisms II/I
U}

create safety mechanism SM-IF -desc "Instruction Fetch
redundancy" -type Custom -class HW

apply safety mechanism SM-IF -to FM ARCH 1 -fmeda myFMEDA -
dcperm 95 -dctrans 0 -dclat 100

Mapping Safety Hierarchy to Design Hierarchy

2024

report safety -fmeda myFMEDA permanent html Permanent.html
report safety -fmeda myFMEDA transient csv Transient.csv
query usf myFMEDA -obj type failure mode -obj id FM ARCH 1

T, e AT
OCTOBER 15-16, 2024

cadence



Refine FMEDA Data for Optimized Safety Design

Architectural FMEDA Detailed FMEDA Optimized Safety Design

B Sumenary Report @ summ:

Summary of the OR_detailed FMEDA
Generated on: Tue Apr 19 2022 14:29:57

Summary of the OR_detailed FMEDA
Generated on: Tue Apr 19 2022 14:29:57

Summary of the OR_detailed FMEDA
Generated on: Tue Apr 19 2022 14:35:23

Counts Total residual faults Permanent - Af

Counts

Yotal FIY (Raw FIT) Permancat - A “Total FIT (Raw FIT) Permanent - A

Total FIT (Raw FIT) Tramsient - A Total FIT (Raw FIT) Transient - A

Safety related ITT Permanent - Ass Safety related FIT Permanent - Asr

Safety refated FIT Transient - Ase

e 2%
SO — higher
B .- (I E—— | = | || | p— SPFM

* No design data available *  With design data *  With design & simulation data

*  FMEDA hierarchy only « Design to FMEDA « Design to FMEDA hierarchy

. hierarchy mappin '
 Failure rates and srarchy mapping Mapping
distribution solely based « HW safety metric based « HW safety metric based on
on early estimations on design data design & simulation data 2024
DVCON

CONFERENCE AND EXHIBITION

Optimized FMEDA metric by using design & simulation-based data

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Inputs / Outputs j

Definition of the FMEDA Project

Parts, Subparts, Failure Modes, Safety Mechanism
Design Mapping (for a Detailed FMEDA)

Import Spreadsheets

FMEDA Authoring

USF files
Midas db
Estimated\
Design
Xcelium) Information
Genus - dhedb — Real )

Spectre |

USF files
Midas db

‘ Fault Simulation Results

_
Basic Failure Rates by

technology
« Reliability
Reference Areas

N

‘ Fault Simulation Setup (Campaing Order)
Reports

« FMEDA (Permanent+Transient)
« Summary 2024

DESIGN AND VERIFICATION™

« SoC Report DVCON

CONFERENCE AND EXHIBITION
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Architectural FMEDA
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Architectural FMEDA Authoring Steps

e e R |

I ceeeve oo |
o
e

What-if Analysis
/.
/.
Generate Reports
/.

Create the Failure Modes
Create the Safety Mechanisms J

Map the Safety Mechanisms to
the Failure Modes 2024

O O DESIGN AND VERIFICATION™

PPN DVCON

CONFERENCE AND EXHIBITION
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Design Decomposition FMEDA Project

CORE_REGS

Instruction Special
Fetch Purpose
- - Registers
- Safety analysis are typically
Instruction Registers
f d - h d d b FPU Decode and
performea with a reduced numbper Fioating Point Control Register File e
Unit
of hierarchical levels compared o EIT
+ouee || Logic Unit Fetch Special
Lu —
. H H Multiplier/ EXCEPT Write-back Purpose
with the de sign hierarc hy Accumalator Except Muxes Gen PC Registers
Load/Store I Configuration
Unit Freeze Operand Muxes Instruction Re;sters
LOAD-STORE WR-BACK LOGIC FPU Decode and
Floating Point Ll Register File
Unit
T Next
In: str: :l—:: Fetch tri t':' m[jetl"t: PC PC
- ogic Uni
Ins;::::on DECODER CORE REGS . e Multiplier/ EXCEEY Write-back
: First Except
Gan PC F?p‘eclall A ¢ Accumulator Muxes
e ecomposition
Registers Loalcj.:]Si:ore Freeze Operand Muxes
Instruction CORn:Iggi::::Lon LOAD-STORE FREEZE WR-BACK LOGIC
EPU Decode and
Floating Point Control Register File I FETCHF :
Unit Instruction -a‘l:
Arithmetic pc | Xt Secgnd or greater level of hierarchical i pEcober coRe ReGS
aLuwac [L_Logic Unit decomposition conpe Special
Multiplier/ EXCEPT Write-back Furpose
Accumulator = Ll Muxes Registers
Load/Store S ] T Configuration
: - nstruction Reagisters
Failure Modes Decodoand || [— =
LOAD-STORE FREEZE WR-BACK LOGIC Floating Point Control Register File
Manner in which an element or an item Unit
. . . . - PC Next
fails to provide the intended behavior Arithmetic PC
Logic Unit
ALUMAC e
Multiplier/ EXCEPT Write-back
- - - Except
Al lat
« The target is to define the failure modes, coumulatr || || PP || | Wuxes
Load/Store F o dm
Unit reeze perand Muxes
WR-BACK LOGIC

LOAD-STORE FREEZE

not to describe the circuit functionalities
cadence
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Functional Safety Authoring

* The GUI provides an user-
friendly FMEDA authoring
enviroment

- Safety objects can also be
created with USF commands

* The solution is fully scriptable

« Mixing GUI and scripted-
automations is further
possibile

Delete FMEDA..

Export

eeeeeeeeeeeee

lllll

Design Hierarchy

eeeee

sssss

dedede

2024

DESIGN AND VERIFICATION™

DVCON

NNNNNNNNNNNNNNNNNNNNNNN

MMMMMMMMMMMMMM

cadence



What-if Analysis: FMEDA Static Configurations

* Create configurations
changing values in the
FMEDA (e.g., design
iInfo., SM DCs)

« Each configuration
generates safety
metrics to be
compared

* The configurations can
be saved and restored

@ Cadence Midas Safety Platform - OR

OR1200_architectural

~ [ OR1200_architectural
~ [ OpenRISC Core
> Il FETCH
> [ DECODER
EXCEPT
> [ CORE_REGS
> [ WR_BACK
> Il FPU
> Il ALU_MAC
> [ LOAD_STORE
FREEZE

> @ SM_F_Logic

|

Design Hierarchy

v Shared Library

~ [ Technologies
DigLib

~ [ Safety Mechanisms
SM-FPU_1
SM-RF_2
SM-IF_3
SM-Decoder_5
SM-SR_6
SM-WB_7
SM-ALU_8
SM-LS_9
SM-IFLOGIC_10

Base Failure Rate Templates

Select

v

FMEDA Parts SubParts SM Mappings Attributes Configurations

L =
Colurmns Configuration

Calculate

1 Parts / 10
= Default Sub-Parts / 8 87.35%
Failure Mades
1 Parts / 10
[71 Add SM-RF_2 to FIV_ARCH_3 Sub-Parts / 8 87.85%
Failure Modes
1 Parts / 10
(] Large FM_ARCH_2 Sub-Parts / 8 85.86%
Failure Modes
o)
Q’ Configuration Parameters - SM-IF3 off
m
Columns
< I—
Shell

: Midas USF WARNING
Warning : USF [USF-1]

: Passive Failure Mode -

: Midas USF WARNING
Warning : USF [USF-1]

: Passive Failure Mode -

: Midas USF WARNING
Warning : USF [USF-1]

: Passive Failure Mode -

: Midas USF WARNING
Warning : USF [USF-1]

: Passive Failure Mode -

: Midas USF WARNING

Warning : USF [USF-1]
: Passive Failure Mode —

: Midas USF WARNING
Warning : USF [USF-1]

SM-IF_3
= 3/ Status

FM_ARCH_1

Off

: Passive Failure Mode - Transient Dangerous FIT at Zero

: Midas USF WARNING
Warning : USF [USF-1]

: Passive Failure Mode - Residual FIT at Zero

: Midas USF WARNING
Midas >

1.042e-02 1.
1.042e-02 1.0
1.441e-02 1.0
>
A
u
v

cadence




What-if Analysis: FMEDA Dynamic Configurations

- It is possibile to select one | == AT
parameter (e.g, DC), S
define the interval and an e =
output metric to be . E,
reported = Z

@
[
i
3

SSSSS

* By leveraging the USF = = | 0
backend Midas provides — ] e

DDDDDDDDDDD

the result of the simulation -

lllll

» Graphs, and values, can S
be saved and restored |
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Detalled FMEDA
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Detailed FMEDA Authoring Steps

|
: |
" Create the FMEDAProject ]

Create the Technologies (Base
Failure Rates)
Create Subparts J

Create the Failure Modes J

Create the Safety Mechanisms J

Map the Safety Mechanisms to the Failure |§
Modes

What-if Analysis
Queries

Generate Reports

Safety Metric Verification

2024

DESIGN AND VERIFICATION™

DVCON

CONFERENCE AND EXHIBITION

MMMMMMMMMMMMMM



Design Hierarchy Extraction
Genus

usf genus ns::usf genus_dhe
[designInstance]
{dheFileName}
{ffFileName}
[-bbox bboxFileName]
[-seq leaf {instances name list}
—-comb_leaf {instances name list} [-stopathier]]

Xcelium

xrun -elaborate
-fault mdb gen
-fault top <top instance | top module>]

-fault mdb file <dheDB filename>]
-fault mdb ff]
-fault 1lib mfile <lib list file>]

-fault mdb overwrite]
other options]
<source files>

[
[
[
[
[
[

Spectre Circuit Information (info)

dheminarea Lower bound of area value for device to be considered during design hierarchy extraction

o) NeW keyword What:dhe dhesubckt Design hierarchy is generated for all instances of the specified sub-circuits
dheinst Design hierarchy is generated for the specified sub-circuit instances
dhexsubckt  Allinstances of the specified sub-circuits are excluded from the design hierarchy 2024
dhexinst The specified sub-circuit instances are excluded from the design hierarchy D VERIFICATION™
dheparams Name of the file that provides the rules to calculate area for subcircuits when what=dhe. Area are E: l:' N
calculated on instance parameters YHE ombokt pome : arem empr o o
cfmom : lr*w*nr*multi+lr*s* (nr-1) *multi
mimcap* : lt*wt*mf
mimcap 1p5 sin : lt*wt*mf Y
nmoscap : wrrlr*multi 124

nmoscap_33 : wrrlrrmulti
nmcscap_tgc5 : wr*lr*multi e
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1ISO 26262-11/ IEC TR 62380: USF Commands

MATHEMATICAL MODEL :

{
set_bfr

275%107 X TT,, X[Z(?rn ):' x(ﬂ.?} )n‘ﬁg]x Ay p 3 mp xAgos ¢ | % 107/ h
\_v_-'

i=1

W

OVETSIFess

ﬂjrmchrge
l die | package ] | overstress |
set IEC62380_1DIE set IEC62380_lPackage set IEC62380_ loverstress

 Customizations:

O

o

O

Mission Profile: set Mission Profile; get Mission Profile
Safe/Dangerous Ratio: set safeness; get safeness

Confidence Level: set Confidence; get confidence s o 2324
Conservative (1SO26262-11) temperature derating DVCOIMN

Package customizations: set IEC62380 cpackage; get IEC62380 cpackage

MMMMMMMMMMMMMMMM
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SN29500: USF Command

set SN29500_ lambda {lambda ref table} {technology} {size} {factors list} {power consumption}
{number of pins} {cooling method} {package} {mission profile}

{table 9 category} {voltage type} {operating voltage} {rated wvoltage}
{drift flag}

A= )\ref x T, x T+ x Mp Analog integrated circuits with extended range of operating voltages
A= )\ref x T+ x TTp Analog integrated circuits with fixed operating voltages

. \ Drift sensitivity factor
A= N x T x TTp Digital CMOS-B

\ Temperature

— itivity fact

A= )\ref x Tt Volég:' R For all other integrated circuits
T Dependence factor

2024

DVCON

CONFERENCE AND EXHIBITION

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Midas GUI BFR Tools
1ISO 26262-11/ IEC TR 62380

SN29500

@' Base Failure Rate Tool

Design Information

Technology: Si MOS: Linear circuits

A

Number of Transistors: [ 134678

| et from DHE

Package Information

Thermal Expansion as:

Thermal Expansion ae:

Package Type for As:

£) Base Failure Rate Tool

PTFE Glass (polytetrafluoroethylene) v
Epoxy (Plastic package) v

TQFP, 10x10 mm2, 40-60 pin v

Custom Package

width: | Length: | | Fitch: | |
Package Type for Thermal Resistance: QFP plastic package 4
Number of the pins of the package: [ 10 ]
Cooling method: Natural convection v

Power Consumption: [ 45e-3

Interface circuits:

)

HNon Interfaces - All electrical environment v

Aref

Device Type:
Technology:
Size:

Aeef value:

[ Select parameters above.

Factors

() Temperature  [] voltage

[ orift

[ stress

Percentage of the chip:

100.00%

Manufacturing Year: 2016 =
Mission Profile: Motor Control 4
Custom Mission Profile
Temperatures: Ratios on/ off
e -'
Tar
. - s | |
- 2 night starts
s n )
ary | |
4 day light starts
n _I
AT | _|
Non used Vehicle
n _I
aT; | |
Add Remove ' ’
Technology Structure: MOS; BICMOS (low voltage) 4

Calculations

Save Template

haie (0.756374

Maransistor

5.61617e-06

Moverstress

[
Apackage [Click on compute.
[

Click on compute.

Package Information

Package Type for Thermal Resistance:

Number of the pins of the package: [

Cooling method:

Power Consumption: [

Mission Profile:

Voltage

|

Umax: [

] Compute

] Load Template
] Compute Save Technology
] Compute Cancel

Computation

A [Click on compute.

] Compute = Cancel

>

- 2024

ERIFICATION™
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D EXHIBITION
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Leverage Design Information in the BFR Computation

 Create a Technology .
by using the IEC — =
62380 BFR tool with ; =
automatic computation
of the number of oy
transistors —

» The technology is e —
saved in the shared ey A

library, available for all "‘““ :
FMEDA projects e ined 024

ICATION™
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Design Information Mapping

» Drag & drop Design
Information to Parts,
Subparts and Failure
Modes

* Area, equivalent
number of gates and
number of sequential
elements are
automatically computed

—— |

RISC_CORE_DETAILED
8]

e
Overapping Check
v I RISC_CORE_DETALED
=] > W FETCH
> I DECODER
> B EXCEPT
> WM CORE REGS
> I WRBACK LOGIC

>

==

Select

> BB or1200_aki_sm
0r1200_cfgr

> I8 0r1200_ctrl
or1200_except

> I o0r1200_fpu
or1200_freeze

> B8 0r1200_genpc
0r1200_f
0r1200_¢_sm

> Il 0r1200_ku

> B 0r1200_muk_mac
0r1200 ooerandmuxes

> I Shared Lbrary

~

v @ or1200_f

£] ipu_em_)

> 2] icpu_adr_(31:0]

=+ genpc_refetch

5] f_fushpoe
except_mmufault
f_pc[31:0]
f_nsn[31:0]

>

if_freeze

5+ saving_if_nsn

[+ except_bms
> &1 icpu_tag_{3:0]

&) st

%] no_more_dskt

FMEDA Parts SubParts Safety Goal SM Mappings Attributes Confige Dynamic Configurations Safety Verffication
L ! [5 T 3 X =]
Export  Import  Cakulte  Summary
ﬂIIIIIIIIIIIIIIIIIIlllﬂlllllllllll‘
FM_1 DigLib
FM_10 Diglb v hinst:or1200_cpu/or1200_whbmux hinst:orl... 9354 935.37 13
FM_11 Digib v hinst:or1200_cpu/or1200_operandmines hinst:or1... 13164 1316.36 65
FM_12 Diglib v hinst:0r1200_cpu/or1200_fpu/Sparse Logic hinst:orl... B17.4 817.38 37
FM_13 Digb v hinst:0r1200_cpu/or1200_fpu/fpu_arth/Sparse Logic hinst:orl... 2099.2 2099.20 150
M_14 Diglb v hinstzor1200_cpu/or1200_fpu/fpu_arith/fpu_addsub hinstzorl... 1242.1 1242.14 29
FM_15 Diglb v hinst:or1200_cpu/or1200_fpu/fpu_arith/fpu_div hinst:or1... 2524.6 2524.64 135
2] FM_16 Digb v hinst:0r1200_cpu/or1200_fpu/fpu_arith/fpu_mul hinst:or1... 3083.8 3083.81 152
FM_17 Oigub v hinst:or1200_cpu/or1200_fpu/fpu_arith/fpu_post_norm_div hinst:or1... 4058.2 4058.17 27
FM_18 Digub v hinst:or1200_cpu/or1200_fpu/fpu_arith/fpu_post_norm_mul hinstzorl... sr.7 5721.66 261
FM_19 DigLib ~  hinst:or1200_cpu/or1200_fpu/fpu_arith/fpu_postnorm_addsub hinst:orl... 2088.6 2088.59 75
FM_2 Diglb v hint:or1200_cpu/or1200_genpc/Sparse Logic hinst:orl... 1079.3 1079.35 2
FM_20 Diglib v hinst:0r1200_cpu/or1200_fpu/fpu_arith/fpu_pre_norm_div hinst:or1... 1411.8 1411.78 36
FM_21 Digb v hinst:or1200_cpu/or1200_fpu/fpu_anith/fpu_pre_norm_mul hinst:or1... 2418 241.79 10
M_22 DigLib v hinst:or1200_cpu/or1200_fpu/fpu_arith/fpu_prenorm_addsub h hinst:or1... 18133 1813.28 78 3
2 — " Lo o = - m——
Shell
2 ~
anging FM_1 failure mode fiip flop to 0
bject Type M_1% RISC RE_DETARED FMEDA pr :
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Failure Mode Distribution (FMD) Post-processing

* Post-process the failure mode distribution

usf set fmd

{-fmeda fmendaprj}

[-part part name]

[-subpart subpart name]

[-permanent]

[-transient]

[-strategy {area uniform | fit constant | custom} |

-fm fm name [-value {0-100}]

[-distribution {distributions}]

[-rounding cost {default | cascade | sum of dist diffs}]

- Example: custom redistribution

create_subpart clk rst -part dbg -fmeda core .. —gates|21.6 -flops| 3
| |

create_failure mode FM 1 -part dbg -subpart clk_rst -fmeda core ..
create_failure mode FM 2 -part dbg -subpart clk_rst -fmeda core ..

usf set fmd -fmeda -part dbg -subpart etm clk rst \
-strategy custom -distribution {FM 1 {50.0% 50.0%} FM 2 {50.0% 50.0%}}

//’ N
Permanent Transient

u- _ _- - -- ESIGN AND VERIEICATION ™

FihI_1 cll_rst 10,80 DVB D N

DNFERENCE AND EXHIBITION

= Fhi_2 dbg hd cll_rst w 10.4 10,80 1 0

MUNICH, GERMANY
OCTOBER 15-16, 2024
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query usf USF Relational Queries

The query usf command reports in a "TCL friendly’ format the information to create
safety automations

LEVELO |query usf * Listing available information

LEVEL1 |query usf {fmeda} {-obj id 1d} {-obj type type} |Direct query

query usf {fmeda} {-obj id id} {-obj type type}
[-ref type RefType] [-ref id refid]
« How many FMEDA projects do we have?
— query usft *
— FMEDAPRJ FMEDA OpenRisc

* How many Failure Modes have been defined for this project?

— query usf FMEDA OpenRisc -obj type failure mode -obj id *

— FAILUREMODES FM 1 FM 2 FM 3 FM 4 FM 5 FM 6 FM 7 FM 8 FM 9 FM 10 FM 11 FM 12 FM 13 FM 14
FM 15 FM 16 FM 17 FM 18 FM 19 FM 20 FM 21 FM 22 FM 23 FM 24 FM 25 FM 26 FM 277 FM 28
FM 29 FM 30 FM 31 FM 32 FM 33 FM 34 FM 35

* Report the metrics for a specific FMEDA project
— query usif FMEDA OpenRisc —-obj type Ifmeda -obj id metrics 2024

LEVEL 2 By referencing another object

DESIGN AND VERIFICATION™

— FMEDAPRJ FMEDA OpenRisc off on on B off on {9 16 35} {57.5% 58.1% 100.0%} {4.26%-02 DD VOCON
6.753e-02 0.000e+00 1.005e-01 1.611e-01} DigLib {{134678.6 131265.7 6563.0} {98720.7  CONFERENCEANDEXHISITION
96219.0 4431.0} {96364.7 93922.7 4328.0}} {57.52% -- -- -—— --} {100.00% -- -- —-- —-}

{58.09% —=- —— ——} . OcTOBER15-16,2024
cadence



USF Reports: 1ISO26262 and IEC61508

Permanent
FMEDA < | FI\/IEDA< Permanent
Transient

1SO26262 &---Snversion.«Silver IEC flow............. » IEC61508 Transient

Summar
Summary y
< Permanent
IEC61508 Transient
(“native” Golden)
Summary
report_safety -fmeda myFMEDA permanent html "reports/ISO PERMANENT.html"
report_safety -fmeda myFMEDA transient html "reports/ISO TRANSIENT.html"
report_safety -fmeda myFMEDA report html "reports/ISO SUMMARY.html™ 2024
DESIGN AND VERIFICATION™
report_safety -standard iec61508 -fmeda myFMEDA permanent html "reports/IEC PERMANENT.html" PVCB D N
report safety -standard iec61508 -fmeda myFMEDA transient html "reports/IEC_TRANSIENT.html" b ki
report safety -standard iec61508 -fmeda myFMEDA report html "reports/IEC_SUMMARY.htm1"  [—fr e

OCTOBER 15-16, 2024

cadence



Midas Application Import-Export

 Rationales

Use USF (text file) for exchange/integration
Use Spreadsheets for final reporting and

auditing

» Microsoft Excel import/export is supported

) Export...

Filename:

[

] Browse...

[™] Export FMEDA

[ Export summary
[ Export SoC Report
[ Export custom columns

Revision
Major: Minor: Revision:
15 0~ 0%

[ ] Export IP FMEDAS

Description T

0k Cancel
) Save USF x
Filename:
[ ] Browse...
[(JsoctoP
[] Compress
ok Cancel

) Cadence Midas Safety Platform

Export
Import

Reset

Create FMEDA... Ctri+MN
Edit FMEDA Configuration...
E Delete FMEDA...

2024

) Import tables

Design Hierarchy

Open Cancel

£2u WOETTEENE 3 (Wi e Filename: | Table to import. Browse...

@I Calculate Detailed Report

Summary Report.. Layout: | Table's layout. Browse...

X B5IGN AND VERIFICATION™

DV I OIN

NFERENCE AND EXHIBITION

MMMMMMMMMMMM
OCTOBER 15-16, 2024
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SoC Safety Analysis Integration
SoC metrics are calculated combining
(grouping) IP FMEDASs

IP FMEDA work is partitioned, the owner of
the overall safety analysis is grouping the IP
FMEDASs into a SoC FMEDA

Multiple levels of hierarchy are supported

Combination of detailed and architectural
FMEDA is possible

Keep the details in the IP FMEDAS but keep
SoC FMEDA as simple as possible

Propagation and combination of Safety
Goals (aka Failure Mode Effect)

Ability to support weights of Failure Modes
to different Safety Goals

SoC

Architectural FMEDA

IP1 H_IP4 IP5
Architectural FMEDA Architectural FMEDA Detailed FMEDA
P2 IP3
Detailed FMEDA Architectural FMEDA
# FMEDA 1

usf reset
set trootl {..}

load usf [file join S$trootl "arm cortex m7 fmeda.usf"]
save usf [file join $trootl IP USF "fmeda 1l.usf"] -compress
set fmedal [lreplace [query usf *] 0 O]

# FMEDA 2

usf reset

set troot2 {..}

load usf [file join S$troot2 "dtmf.usf"]

save usf [file join Stroot2 IP USF "fmeda 2.usf"] -compress
set fmeda2 [lreplace [query usf *] 0 O]

# FMEDA ...

# Create SoC and group IP FMEDA
usf reset
set fmeda SOC -soc -ASIL B -permanent -transient -architectural
group fmeda -fmeda list [list $fmedal $fmeda2] \
-fmeda file [list [file join Strootl IP USF "fmeda 1l.usf"]\
[file join S$troot2 IP USF "fmeda 2.usf"]] -to SOC

MMMMMMMMMMMM
OCTOBER 15-16, 2024

cadence



Grouping IP FMEDAs into a SoC FMEDA: USF Command

group_fmeda {-fmeda list}
[-fmeda file]
{-to fmeda soc}
[-1linkonly]

-fmeda list FMEDA tags list

Specify a list of FMEDA to link to a SoC FMEDA.

With the format FMEDAIP (num replica), automatically creates replicas of the same FMEDA

-fmeda file FMEDA files list

Optional. Specify a list of FMEDA project files to link to an SoC FMEDA.
The files are assumed to be generated using save usf commands.

-to fmeda soc

Specify that the SoC FMEDA is used as a reference for the FMEDA project. The SoC FMEDA must be
previously created with the set fmeda command using the -soc option.

-linkonly

Optional. Link an IP FMEDA to the SoC FMEDA without copying parts, subparts, and failure modes

Examples

* group_ fmeda -fmeda list {myFMEDAl myFMEDAZ} -to mySOCEFMEDA
* group_ fmeda -fmeda list {myFMEDAl myFMEDAZ} -fmeda file {myFMEDAl.usf myFMEDAZ.usf} -to mySOCFMEDA

2024

DESIGN AND VERIFICATION™

DVCON

CONFERENCE AND EXHIBITION
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SoC FMEDA Project: Midas Application

@ Cadence Midas Safety Platform - 50C

S0C
[ &
(-]
Overlapping Check
~ @ soc
==

> [ FETCH_FMEDA_OpenRisc

> [ DECODER_FMEDA_OpenRisc

> [ EXCEPT_FMEDA_OpenRisc

> [ CORE REGS_FMEDA_OpenRisc

> [ WR-BACK LOGIC_FMEDA_OpenRisc
> [ FPU_FMEDA_OpenRisc

> [ ALUMAC_FMEDA_OpenRisc

> [ LOAD-STORE_FMEDA_OpenRisc

> [ FREEZE_FMEDA_OpenRisc

> B drink_machine_top_USF_RAK

SoC Summary  FMEDA Farts SubParts SM Mappings
T 4 b3 (=]
Export Import Calculate Su
socC 10 31 53

[Search...

] Select

Design Hierarchy

> 2 shared Library

(] 96.66% 97.73% 94.41%
= FMEDA_OpenRisc 9 16 35 57.52% 58.00% 100.00%
USF_RAK 1 15 18 98.53% 98.19% 94.25%
e >
Shell
Midas >

report safety -fmeda SoC soc html SoC soc.html

Grouping IP FMEDASs
Into a SoC FMEDA

- Safety Hierarchy
* S0C Summary

2024

DESIGN AND VERIFICATION™
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Safety Goals (aka Failure Mode Effects, High Level Failure Modes)

» Can be used to track the metrics of a list of failure modes of a given IP FMEDA
—fmeda "FMEDA DTEFM" \

create_safety goal

create_safety goal

-fm list {FM TDSP}

SG 1 -description "My safety goal 1"

SG 2 -description "My safety goal 2"

-fm list {FM _GROUPED FM CONV_INST}

—fmeda "FMEDA DTFM" \

. Safety | FM |Techno #Flop . Raw Total Fsare(p)| Fail rate | Fail rate Single
ID Part |SubPart Faill Mod A #Gat: #bit A(p) % | K % SG_1 SG_2
ar wbrar ailure Mode Releva [ Type logy rea ates Bits ! Permanent| Safety % Safe Fault | non-Safe (P) re(P) % Point - -
FM_ROM TOP MYRO | ROMFM Yes Mission| ROMLi 0 0 0 0 0.00E+00 | 0.00E+00 0.00% | 0.00E+00 0.00E+00| 0.00% | 0.00% 0.00E+00
FM_RAM TOP MYRAM| RAMFM Yes Mission| RAMLi | 210487 0 0 8192 6.55E-02 6.55E-02 0.00% | 0.00E+00 6.55E-02| 98.83%| 0.00% 6.55E-02
FM_TDSP TOP TDSP | TDSP_CORE_INST FM | Yes Mission| DiglLib | 6488.5 6488.53 256 0 4,54E-04 | 4.54E-04 0.00% | 0.00E+00 4.54E-04| 0.68% | 0.00% 4.54E-04 X
FM_CONV_INST TOP CONV_| RESULTS_CONV_INST | Yes Mission| DigLib | 3716.2 3716.17 199 0 2.60E-04 | 2.60E-04 0.00% | 0.00E+00 2.60E-04| 0.39% | 0.00% 2.60E-04 X
FM_GROUPED TOP GROUP| BASKET FM Yes Mission| Diglib | 924.4 924.43 62 0 6.47E-05 6.47E-05 0.00% | 0.00E+00 6.47E-05| 0.10% | 0.00% 6.47E-05 X
* Itis possible to create SoC Safety Goals linked to IPs Safety Goals
create safety goal SGTOP -description "My new safety goal" -fmeda FMEDA SOC \
-sg list SG 1
* It is possibile to export the Safety Goals metrics into a report
report safety -fmeda FMEDA DTFM safety goal html "fmeda sg.html" 5024
SGID | FMEDA Safety Goal Violations | SPFMp | SPFMt | LFM | PMHFp PMHFp% | PMHFt PMHFt% | Design Failure Rate Permanent (FIT) | Design FITp% | Design Failure Rate Transient (FIT) | Design FITt% | DESIGN AND VERIFICATION™
SG_1 | FMEDA_DTFM | My safety goal 1 0.00% | 0.00% 4.542e-04 | 58.3% 1.106e-02 | 57.9% 4.542e-04 58.3% 1.106e-02 57.9% DVB l:l N
CONFERENCE AND EXHIBITION
SG_2 | FMEDA_DTFM | My safety goal 2 0.00% | 0.00% 3.248e-04 | 41.7% 8.039e-03 | 42.1% 3.24Be-04 41.7% 8.039e-03 42.1%

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Fault Campaign Management — Automation & Optimization

Verisium™ Manager Safety
Fault Campaign Management

Fault Strobe Test Campaign
Spec List List Config.

FSV

Structural safe
l batch

Safety Analysis Xcelium : '
(FMEDA) Safety - | FaultDB

FSV ‘ safe
Safe ty Formal interactive
Analysis |

Repog : :
Fault Metric Analysis,
Debug, and Reporting

Backannotation of
Measured DC%, S%

« Test selection and ranking
- Coverage-based test selection

- Customizable ranking criteria

| ectosn. e octa) <paucioss-

« Fault list reduction =~
o Fault sampling

- Fault collapsing
- Testability analysis
- Test Dropping

i
(TR

« Fault campaigns execution
- Measured Diagnostic Coverage and
Safeness
- Backannotation of results to FMEDA
- Generate reports and analyze fault metric

- FMEDA, fault classification, campaigg;IGNANDVEF?FQAQTﬂW
summary,... DVCON

CONFERENCE AND EXHIBITION

MMMMMMMMMMMM
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Strobing Points Definition

=)

 Strobing points can be
dragged & dropped from the
design hierarchy into the
related fields of the FMEDA

* The operation can be
scripted

) Cadence Midas Safety Platform - OR_detailed

OR_detailed h
v BB OR_detailed o]
> [ FETCH
> [ DECODER
> Il EXCEPT
> [ COREREGS
> [ WR-BACK LOGIC
> m FRPU
> [ ALUMAC
> [ LOAD-STORE v
[ Search... ] Select
~ A Design Hierarchy ~| - &} 0r1200_ctrl :
~ or1200_cpu I < ex_freeze
~ Il or1200_ alu > sig_syscall
addinc_add_169 43 3 v > mac_op[2:0]
inc_add_158_7 2 > mac_op[0]
It_136_6 > mac_op[1]
sll_384_26 > mac_op[2]
srl_386_26 ~ » whb_insn[31:0]
Sparse Logic ¥ wh_insn[0]
or1200_cfgr » wh_insn[1]
~ I or1200_ctrl > wh_insn[2]
v v
< I b < I

~ [ Shared Library
» [0 Technologies

> [ Safety Mechanisms

FMEDA Parts SubParts SM Mappings Attributes Configurations Safety Verification

m
Configuration

Annotation

Colurnns

m FM_2 FETCH  w
= FM_3 FETCH  ~
= FM_4 DECODER w
] FM_S DECODER v
m FM_6 EXCEPT
m FM_7 CORE REGS
m M8 CORE REGS
= FM_ CORE REGS v
= FM_10

[ M

[ M2 FPU v
[ FMI3 FPU v
[ FM_14 FPU v
< i ———

GenPC
GenPC
DecodCtrl
DecodCtrl v
Except v
Special Regs v
Special Regs v

Register File

WR-BACK LOGI®  Write-back muxv

WR-BACK LOGI®  Operand Muxesv

FPU top logic v
FPU Arithmeticv

FPU Arithmeticv

~ hpin:or1200_cpu/or1200_alu.. hpin:or1200_cpu/or1200_ctrl/.

~ hpinior1200_cpu/or1200_ctrl.. hpinior1200_cpu/ori200_ctrl/.

(

Shell

Midas >

create failure mode

{-fmeda FMEDA TAG}

apply safety mechanism <SM TAG> {-to FM TAG}

[-dcperm DCp VAL]

[-observation points obspoints] [-diagnostic_points detpoints]

[-dctrans DCt VAL]
[-diagnostic points detpoints]

—_—
z
Fl

[-dclat DC1l VAL] \

N

MUNICH, EER-MANY
OCTOBER 15-16, 2024
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Driving Fault Simulation Campaign for DC Validation

Fault Injection Campaign Order Generation

? Cadence Midas Safety Platform - OR_detailed

OR_detailed ~

« Generation of the campaign
order

~ W OR_detailed
> I FETCH
EJ > [ DECODER
> Il EXCEPT
> [ COREREGS

> [ WR-BACK LOGIC

« Summary of the Fault

FMEDA Parts SubParts SM Mappings Attributes  Configurations  Safety Verification

Campaign ID: [ First_Campaign

FM Selection:

FM_1

FM_2

FM_3

FM_4
FM_S
FM_6
FM_7

FM_8

FCM_flow » campaign_order_First_Campaign »

Mame

FM_1
Fh_2

cmpg_order_First_Carmpaign.txt

[ [l [l > Il FPU ﬁ
FM_S
II l eCtIOI I Cal I l a.l l l > Il ALUMAC FM_10 |:[-,'|.'|_;lr
) . FM_T11
LOAD-STORE v M2 FM _Ilr
(seerch ] se iy -
Search... Select FM_14 FM 3
- - L] L] FM_15 -
« Fault specification file
~ B Design Hi® | v & or1200_ctr : C I Annotate C — FM_-I;_I
~ Il orl200 4 i FIType: Permanent v Expert Judgment:
~ M oz > sig_syscal Metric: SPFM v nc Factors
. . -
addin v Sampling: P - SFactor: |0.00% = DF
[ ) > mac_op[2 pling
inc_ac > maco [ rit Generate Annotate
It 136 ¥ maco
sll_38 > mac_o
L = Shell
* Verisium Manager e S e
Sparse > wh_ins : Midas USF INFO
- - Warning : USF [USF_FD-258]
or!200_c > wh_ins : no ohservation points are defined for failure mode FM_12
CO I l I u ra I O n - : Midas USF WARNING
v . A, > whbiins,, Warning : USF [USF_F-258]

<. > < >

>

~ [ Shared Library
> [ Technologies

> [ Safety Mechanisms

-p -generate -sampling 100 -spfm

: no detection points are defined for failure mode FM_12
: Midas USF WARNING
Warning : USF [USF_FD-258]

: empty strobe file C:/Usersfanardi/Midas_scripting_presentations/FCM_flow/campaign_order_First_Campaign/FM_12/fm_FM_12.strobe!

: Midas USF WARNING

C:/Users/anardi/Midas_scripting_presentations/FCM_flow/campaign_order_First_Campaign/FM_12/fm_FM_12.fault_spec input file has 1 lines
C:/Users/anardi/Midas_scripting_presentations/FCM_flow/campaign_order_First_Campaign/FM_12/fm_FM_12.fault_spec output file has 1 lines

Midas >

usf campaign order CAMPAIGN FI1 -fmeda MYFMEDA -fm {I2C0 FM 1 I2C0 FM 2} \

<

s

2024
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Back-annotation of the Fault Injection o o i S o torsor S vt
Campaign Results L

Colurnns Configuration

- Show estimated values.
v Show annotated values

FMWI_1 B8.407e-04
FMEDA Parts SubParts SM Mappings Aftributes Configurations Safety Verification
- FM_10 5.956e-04
, - . FM_T1 8.200e-04 - -
Campaign ID: [ First_Campaign ]
EM Selection: FM_12 5.100e-04 0.88% 70.00%
FML_1 N FM_13 1.148e-03 1.99% 70.00%
Lol FM_14 8.068e-04 1.40% 70.00%
FM_3
Fiv_4 FM_15 1.486e-03 2.57% 70.00%
FM FM_16 1.760e-03 3.04% 70.00%
FM_E _ T60e
Fih_7 FM_17 2.349e-03 4.06% 70.00%
v
FM_8
|
Fhi & < >
FM_10 [
Fi_11
FM_12
FM_13 Shell
FM_14
FM_15 W Info : USF [USF_FD-514] A
s : FM_1: Fault simulation results (S DU DD NC UQ NPNS TOT UNUM UNDE): 537 6300035732002
Generate Campaign Annotate Campaign + Midas USF INFO

Info : USF [USF_FD-514]
FI Type: Permanent v Expert Judgment: standard v : Expert judgment (standard): DC(63.00) FSafe(4.76)
: Midas USF INFO

Metric: SPFM v nc Factors

~ © 0.009 - ¢ 0.009 = © 0.009 -
sampling: 100.00% - S Factor 0.00% D Factor 0.00% U Factor 0.00%
[ it Generate Annotate

2024

DESIGN AND VERIFICATION™

usf campaign order CAMPAIGN FI1 -fmeda MYFMEDA -fm {I2C0 FM 1 I2CO FM 2 I2C0 FM 3 I2CO _FM 4} -p -annotate \
-expert standard

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Generate Final Reports

* Once annotated,
both estimated and
measured values
are available

* Switch between the
two modes and
generate reports

« Save and restore

© Cadence Midas Satety Platiorm - RISC_CORE_DETAILED - O
RISC_CORE_DETAILED 7 FMEDA Parts  SubParts Safety Goal SM Mappings Attributes Configurations Dynamic Configurations  Safety Verification
E
T d z =]
[ Export Import Calculate Summary
Overlapping Check
@l > I FETCH = 0.000e+00 demax v
> [ DECODER ] 1.132e-04 demax v
N Mz N M 3 98.00% 0.0 2.467e-06 demax v
Summary Report ® 80.00% 0.0 5.163e-04 demax v
80.00% 0.0 6.233e-05 demax v
Summary of the RISC_CORE_DETAILED FMEDA R : : o
ll Using annotated values | s 00 8.060e-05 demax v
enera on: Sun Jan :58:07 2024 Y — 00 7.424e-06 demax v
~ - 0.0 3.338e-06 demax v
6.714e+00
= = demax v
6.132e-03 I | demax v
| 90.00% 0.0 8.571e-05 demax v
5.027e-01 F
90.00% 0.0 2.201e-04 demax v
1.623e-05 90.00% 0.0 1.303e-04 demax v
90.00% 0.0 2.647e-04 demax v
93.79% v
—————— T >
92.51%
09.98%
1 A
7.040e-03 - subpart_noeffect to off
v =
v
query usf RISC CORE DETAILED -obj type fmeda -obj id metrics -annotate i
Pt N =l = 1= N} L ARIDS I_IIEII'FIf‘\I\l
report safety —-fmeda RISC CORE DETAILED report html summary.html -annotate

7
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USF-based FMEDA-driven Functional Safety Verification

Fault Campaign Management (Verisium Manager Safety + Xcelium Safety + Jasper Safety)

Frederico Ferlini, Sr Principal Product Engineer, SVG

cadence



Automotive / Functional Safety / Random Faults / ...

» Goal: prevent or mitigate the effect of a hazardous event due to (operational) random faults
* Requirement: deliver diagnostic coverage according to ASIL (Automotive Safety Integrity Level)

* Method: integrate safety mechanisms across the system architecture

« Validation: show evidence and assess robustness via fault injection

Fault

Stimulus ——— EEEEE ey ¥ | :
Activation Propagation N Fi'ult '
Observation [FESRTNN Functional assitication
outputs (FO) s S ‘ Safeness

‘ Diagnostic
Coverage

—

Further analysis:
Fault disposition
- Expert judgement—_

- New worqué(2024

-DESIGN AND VERIFICATION™

DVCON

CONFERENCE AND EXHIBITION
) . ‘
— : 4 =B
EEEEEEEEEEEEEE
OCTOBER 15-16, 2024
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Digital Safety Verification

FMEDA-driven safety verification

Campaign Automation — Verisium™ Manager Safety Midas™ Safety Platform
Unified front-end to manage all engines and analyze results Safety Analysis (FMEDA)

Validation and FMEDA back-annotation of diagnostic coverage

Verisium™ Manager

Complexity Reduction — Jasper™ FSV App Safety

Applies industry-leading formal techniques to fault analysis Fault Campaign Management
ifi i Test Fault Campaign
Increases safety verification performance

Injection Engine — Xcelium™ Fault Simulator
Native serial and concurrent fault simulation engine

Fault DB

: . Xcelium™ Fault Simulator Jasper™ FSV App
Acceleration — Palladium™ Fault Emulator [ FautSmuaton | .
_ Emulation | T

Seamless define faults and strobe as for simulation

Palladium™ Fault Emulator

MMMMMM y GERMANY

OCTOBER 15-16,
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Fault Campaign Automation and Analysis

Verisium Manager Safety
Fault Campaign Manager - FCM

2. Minimize Fault Set

* Collapse redundant faults
* Identify unobservable/safe faults
* Test-based fault pruning

1. Prepare Data

» Single front-end campaign configuration
» Expand fault targets & instrument design
* Translate strobe definition

4. Generate Reports

« Campaign summary report
» Diagnostic Coverage / Safeness
* FMEDA validated results

3. Execute Campaign

* Create runs per fault groups
* Verisium Manager state-of-the-art DRM
* Drop exhausted faults/tests

Fault Metric Analysis
» Merge fault results across different campaigns 2024

DESIGN AND VERIFICATION™

* Disposition of not-classified faults Dv B D N

+ Offer insights towards analysis closure CONEERENCE AND ExtiBIoN

MUNICH, GERMANY

B Frepere D vinimize  Exeouic B Report JP Anaiyze 3 Cadence




FMEDA-driven Fault Campaign

Midas " Verisium'" Manager Safety * Inputs
Safety Fault Campaign Manager - FCM . Safet]{ Engineer

Platform _ _ _
— Fault Targets (derived from FMEDA <& design mapping)
Fault Strobe Test Campaign

— Strobe List (observation and detection points)

- Verification Engineer
— Test List (selected for fault analysis)

— Campaign Configuration
Optimizations, runs distribution, customization, etc.

* QOutputs

o Summary Report
— Measured Fault/Diagnostic Coverage, Safeness

—
Fault DB

- Fault Annotation
M_easure(_j Safeness / Fault Metric Analys_is, . . . 202 4
Diagnostic Coverage Debug, and Reporting — Fault Metric AnaIyS|S, annotated fault list, ... DESIGN AND VERIEICATION »
DVLOCON

CONFERENCE AND EXHIBITION
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Fault Classification

Verisium Manager Total Faults (Fault DB)
Safety (FCM)
A —

I -
SG Potentially Dangerous Safe
-\/App y 9

- Safeness (S%)
- Unable to violate Safety Goal (SG)

- Exhaustive fault analysis with Jasper FSV App

J DiagnOStiC Coverage (DC%) |mpove

=
Detected

imulator

- Safety Mechanism (SM) performance

- Simulation evidence with Xcelium Safety 1 Fault Metric
Analysis

Unclassified

— Dangerous faults Detection (DD)

* Closure
- Dedicated fault metric analysis

o Insight for Workload/SM improvements
WVIGETS Expert

- Disposition of the Not Classified faults Safety Platform Judgement

MMMMMMMMMMMM
OCTOBER 15-16, 2024
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Fault Campaign Steps

1

2

3

4

WM Verisium Manager | sjcvi-safety:44001 | 64b | ferlini [Regression Center] (on sjfdcl1008) 5
6

= Verisium Manager Regression Analysis Planning Composer (Beta) Tracking 7
8

EMFows* - B- 8 B % K B 0 @ O ;
Launch Import Launch Colle Refresh Delete Relocate Opendir S ) 10

Safety Runs

Glo@l Ogexguons

Views
_

@Runs
B-f-8H 2

Index

Name

© /flow_steps/prep

© /flow_steps/o_exec
© /flow_steps/o_rank
© /flow_steps/g_elab
© /flow_steps/fst

© /flow_steps/g_sim
© /flow_steps/fsv_tc
© /flow_steps/f_exec_c
© /flow_steps/f_exec
) /flow_steps/f_rprt

completed [=] OR_GLS_HYB.test_select.ferlini.2023_09_0... 3 I G 0 0 0 0 9/7/23 2:23 AM ferlini
completed [=] OR_GLS_HYB.elaboration.ferlini.2023_09_... 2 0 0 0 0 9/7/23 2:27 AM ferlini
completed E OR_GLS_HYB.fst.ferlini.2023_09_07_02_29... 1 I 0 0 0 0 9/7/23 2:29 AM ferlini
completed [=] OR_GLS_HYB.good_simulation.ferlini.2023... 2 0 0 0 0 9/7/23 2:29 AM ferlini
completed [=] OR_GLS_HYB.fault_pruning.ferlini.2023_0... 2 I 2 0 0 0 0 9/7/23 2:35 AM ferlini
completed E OR_GLS_HYB.fault.ferlini.2023_09_07_02_... c I © 0 0 0 0 9/7/23 2:38 AM ferlini
completed E OR_GLS_HYB.fault.ferlini.2023_09_ 07 02_... o4 NN -4 0 0 0 40 9/7/23 2:43 AM ferlini

Showing 7 items

cadence

Regression Center

Flow Sessions
Session Status Name Total Runs #Passed  #Failed #Running #Waiting #Other  Start Time ¥ Owner Is Sflow
~HYB.H x ==$ME() x [TRUE] x
completed [: OR_GLS_HYB.HYBRID.ferlini.2023_09 0... 10 I 10 0 0 0 0 9/7/23 2:22 AM  ferlini TRUE
Showing 1 out of 205 items t
Sessions  [+j OR_GLS_HYB.HYBRID.ferlini.2023_09_07_02 22 19 =
Session Status Name Total Runs #Passed #Failed #Waiting #Running #0Other Start Time Owner

Campaign Sub-Session

Message

S

Status ¥ Duration (sec.)

© passed 16

© passed 151
© passed 40

© passed 153
© passed 157
© passed 338
@ passed 156
© passed 332
© passed 281
© passed 37

P ——
Preparation

Tests Execution
Test Select

Tests Ranking

Fault Instrumentation
Elaboration

Fault-Free Sim.
Good Sim.

Structural Opt.

Test-based Optimization
Fault Pruning

Fault Simulation
Concurrent/ Serial / Hybrid
Reporting ‘
DESTGRLANDYERIFICATION™

DVGCON

CONFERENCE AND EXHIBITION

ELURODP]

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Dedicated Fault Analysis
Hierarchical Data

4

Verisium Manager | sjcvi-safety:44001 | 64b | ferlini [Analysis Center] (on sjfdcl1008)

Regression Analysis Planning Composer (Beta) Tracking

® O- N 92 2 H B E = 4 B - 10
F Reload Refresh Scripts y New E k v eeze M Read ¥ Cakulate
Coverage Runs Manager vPian SIONS DCandS

Verisium Manager

B- @

Reports Help

& Fault Debug* ~ @& - €
———— Runs Tests vPan
Query

Views Refinement Refinement F

‘- T:g Verification Hierarchy
H default ~

Context Operations Scripts Planning Analyze Safety Report Help

Fault Fault
Node Detected Grade Node Total

=-1.0
E—119.18%

Name Fault Sample Set Total Fault NP Fault S Fault DD Fault DU Fault UD Fault UU

3508

4 8 Verification Metrics

4 E Instances
4 T test_drink
4 i top

{ coins
{F coins1
{f diag
{F drinks
{F drinks1
{F vending1
{F vending2

HE—119.18%
E—119.18%
E—119.18%
1 2.08%
I 0%
1 0%
C—11.83%
I/ 0%
] 76.76%
T 76.41%

3508
3508
3508
866
866
160
382
382
284
284

2184 /3508 (62.26%)

2184 /3508 (62.26%)
2184 /3508 (62.26%)
2184 /3508 (62.26%)
866 / 866 (100%)

0/ 866 (0%)

84 /160 (52.5%)

382 /382 (100%)

0 /382 (0%)

284 /284 (100%)
284 / 284 (100%)

072184 (0%)

0/2184 (0%)
0/2184 (0%)
0 /2184 (0%)
0/ 866 (0%)
0/0(nfa)
0/84(0%)

0 /382 (0%)
0/0(nfa)

0/ 284 (0%)
0 /284 (0%)

072184 (0%)

0/2184 (0%)
0 /2184 (0%)
0/2184 (0%)
0/ 866 (0%)
0/0(n/a)

0/ 84 (0%)

0 /382 (0%)
0/0(n/a)

0/ 284 (0%)
0/ 284 (0%)

25/2184(1.14%)

25/2184(1.14%)
25/2184(1.14%)
25/2184(1.14%)
18 /866 (2.08%)
0/0(n/a)

0/ 84 (0%)

7 /382 (1.83%)
0/0(nfa)

0 /284 (0%)

0 /284 (0%)

1372184 (0.6%)

1372184 (0.6%)
1372184 (0.6%)
1372184 (0.6%)
0/ 866 (0%)
0/0(nfa)
13/84(15.48%)
0/ 382 (0%)
0/0(n/a)

0/ 284 (0%)

0 /284 (0%)

648 /2184 (29.67%)

648 / 2184 (29.67%)
648 / 2184 (29.67%)
648 / 2184 (29.67%)
0/ 866 (0%)
0/0(nfa)

0/ 84 (0%)

0/ 382 (0%)
0/0(n/a)

218 /284 (76.76%)
217/ 284 (76.41%)

1006 / 2184 (46.06%)

1006 / 2184 (46.06%)
1006 / 2184 (46.06%)
1006 / 2184 (46.06%)
533 /866 (61.55%)
0/0(nfa)

50 / 84 (59.52%)

231 /382 (60.47%)
0/0(n/a)

63 /284 (22.18%)

63 /284 (22.18%)

2024

{F vending3 T 75% 284
D VERIFICATION™

000w g0 G ON

-3 E AND EXHIBITION
cadence

284 /284 (100%) 0 /284 (0%) 0/284(0%) 0/284(0%) 0/ 284 (0%) 213/284 (75%) 66 /284 (23.24%)

Analysis Center

MUNICH, GERMANY
OCTOBER 15-16, 2024

cadence



Campaigh Summary Report

Date, tool version, fault
types, sampling, ...

Static instrumentation
fault results

Overall campaign(s)
merged results

Fault Disposition
(user refinement)

N

Applicable client
configuration

oS % B B NN B NN NN NN RN RN RN RN RN N A RN N RN RN RN N N RN N RN N RN RN N N RN N RN N RN RN N A R R N RN RN RN N R N RN R A A A A AR EE NS AN NEEARAERSNAENENNAAREENEEEEEEEEEEEEEEEEG

eSS N CEAMPAT GNEERInewlivphtiisanpil'ciFiipe rmanen CEPICONCURRENTIESS S s e b BE et s S E A G
Report Date : 2023/02/13 02:49:17

Tool Version : Xcelium 22.09-s005 , Verisium Manager 22.09-s002

Fault Types : SAO+SAl

Sampling : 50.00% of testable faults

SUMMARY

susmsmEsmEERERmEnnEm,
Cammsnssnsnnsnnnnnnns®

o
D
.

.
.,

$ Sample Faults Sample Prime 'E
47ninnann INSTRUMENTATION -o-- -oooooo # coon ooonoon Ao boinnsn Ao o A Al
i" | Faults 2626 2546 : 484 465
safe 1658 63.14 1658 65.12 0 0.00 0 0.00i:
Not Injected 479 18.24 458 17.99 i 35  7.23 35 7.53 i
8 | sgmeec 0 FE B @0 e | 0 emn g e b

rrrerner A S AT nnmn AR AN A LR A R A A L A Lk B
#'Fault Annotations 2626 2546 484 465 ‘E

0

SAFE S 1666 63.44 1666 65.44
DANGEROUS DETECTED DD 362 13.79 303 11.90
DANGEROUS UNDETECTED DU 123 4.68 123 4.83
Not Classified 475 18.09 454 17.83
UNOBSERVED DETECTED UD 0 .00 0 0.00
UNOBSERVED UNDETECTED UU 211 .04 199 7.82
NOT SIMULATABLE NS 0 .00 0 0.00
INJECTION FAILED IF 0 .00 0 0.00
NOT PROCESSED NP 101 .85 92 3.61

8 1.65 8 1.72
322 66.53 303 65.16
123 25.41 123 26.45

31 6.40 31 .67

0 0.00 0 .00
6.40 31 .67
0.00 0 .00
0
0

w
ry

.00 0 .00
.00

R L L L P L LR R LY PR LT PN

w O ©o o o

EEEEEEEEEEEEEEEEsEEEEEEEEEEEEEEEEEEEEEEEE
mEsEsEEsEEsEEEEEsEEEEEEEsEEEEEEEEEEEE
. -
.
tansssmsmsssssssssssnnsnnnnnnnnn®

©O O O © oo ©O O

#:0 © © ©

4 Others 163 6.21 163 6.40 0.00 0 .00 &
) ..............::::::::%@%%ii%ié@%%@@%ﬁ:::::::::::.................................................. NaasesssssatEsssasEEEsseREEssessEsssenians i
N g -

From DU Ei
i~ From DD Ej
: | Fault Coverage : E%
i Test Coverage 74 .64 E  :

f“ Fault Coverage : 100 * (DD + D) /.(DD + DU + S +D+ U+ P + U+U + U+D) .}
\i Test Coverage : 100 * (DD + D) / (DD + DU + D + U + P) ;
§‘ Merge File : default ;
i. Refinement g /vols/vmanage;ﬁ}Zb/ferlini/activities/Z022/FCMﬁtech-££n22.09/refine2.vRefine _j

Sampled fault scope

NESIGHKN AND N\

Fault and Test Coverage
results and formulas

2024

IFICATION™
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EXHIBITION
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Xcelium Safety App

« The Xcelium Safety App provides native fault simulation by
integrating Functional & Safety Engines

«  Supports existing Xcelium Methodologies
Capture Replay, DSS (Dual Snapshot), Save Restore Xcelium™ Safety
The Xcelium Safety App operates in 2 modes:
*  Serial mode: Flow setup and Debug Serial = Single Fault  Concurrent Batch of Faults
«  Concurrent mode: --
* Higher throughput
* 5-100x faster than serial
* Handles 2K to 20K faults in a single run (Single CPU Core)

Supports Random Sampling as Sampling Percentage, Sampling
Number

Support Dual Strobe, Single Strobe Fault Classification
Interoperable serial and concurrent fault simulation engines

Fotﬂ modes have identical flow and can easily switch back and
ort

The Xcelium Safety App simulates & annotates all faults in the
fault DB

Supports Fault Boundary to limit CoPF (Cone of Fault Jasper™ FST/FSV Qgﬂk
Propagation) Ep——] N

CONFERENCE AND EXHIBITION

Verisium™ Safety

Throughput

Ty

Debuggability

FAULT DB

SAO0 SET
SAl SEU

MMMMMMMMMMMM
OCTOBER 15-16, 2024
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FCM — Optimizations from Jasper Safety (FSV)

RUNTIME

5% fst
6%

gsim
5%
fsv_tc

ikl “fsv_tc”

FSV FSV Xcelium

Structural Safet
Test y

Constants

fault
80%

A few minutes of
: _ _ _ optimization can
» FSV exports fault relations = equivalent faults will be skipped save hours of
simulation

* FSV annotates untestable faults = Safe faults will be ignored 2024
- FSV annotates faults as unobservable by test > Pruned faults will be  BPNME SN
dropped EUROE a3

cadence



% Dangerous Fault

FSV Structural Analysis Check Types k Safe Fault
3 4 00COI
« Out-of-COI Analysis * N
- A fault node outside the Cone-of-Influence i * Strobe
(COl) has no physical connection to the N
functional strobe(s) * " x X
- Fault is Out-of-COI = Safe
*
« Activatability Analysis
- A SAOQ/1 fault injected on a node which *
IS constant O/1 cannot be activated "
- Fault is Unactivatable = Safe of " * e
* Propagatability Analysis * * *
- Afault that Is activated and in COlI, but * % 2024
cannot propagate to the functional strobe . [ V)
- Fault is Unpropagatable = Safe Ulpmp — M OPE




FSV Integration with Xcelium Safety Simulator

| 1
SEY | FSV mm Xcelium

Structural

Test Safety
Constants

DESIGN AND @NW

DVCON

CONFERENCE AND EXHIBITION

FSV Formal annotates unobservable faults and provides interactive propagation analysis = Il ciel =0 =

60 © 2024 Cadence Design Systems, Inc. All rights reserved.
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FSV Formal — Debugging Visualize Waveforms

 Visualize for detection traces and unobservable analysis
- Use Right-Mouse-Button Menu over an item in the Fault Table

Fault Table

W |7 riler

o/ | 7 [noe 7 [wpe ¥ [mnjecion 7 |rco ¥ [ccor 7 [comstamt 7 |activataviity 7 [ Fo propagatab 7 | co petectabiii 7

504 top.nickel_outl SAD 0 ¥ In & In Unknown Unprocessed J% Unknown @ Unprocessed

506 top.nickel out2 SAD 0 & In & In Unknown Unprocessed J& Unknown @ Unprocessed
Im_ top.nickel out3 : 4¢» Detected

510 tep.nickels[0] SAD o t I &-. I Unkmown Unproces Copy Node Name ‘) Unprocessed

512 tep.nickels[1] SAD o t I &-. I Unkmown Unproces Ramnva ‘) Unprocessed

514 top.nickels[2] SAD o t In é;. In Unknown Unproces B_Linoescancad

516 top.nickels[3] SAD 0 & In & In Unknown Unproces Activatability

518 top.nickels[4] SAD o t In é;. In Unkmown Unproces FO Propagatability
520 LDp.niLkElS[fr'l SAD 0 t In & In Unknown Unproces)  add ac Multiple Fault €O Detectability
522 top.nickels[6] SAD 0 t In &, In Unknown Unproces

524 top.nickels[7] SAD 0 t In &, In Unknown Unproces  Generate FO) Alseys Broguacatied
526 Lop.quarter _in SAD ] & In & In Unknowin UNPIoces.  eanarats and Prove CO Always Detected
530 top.two_dime_out SAD D & In & In Unknown Unproces FO CO Always Detected
532 top.two_dime_outl SAD D & In & In Unknown UNproces . caures Browesr oo

534 top.two_dime_out2 SAD 0 & In & In Unk mown Unproces i Unprocessed

- Schematic Viewer

536 top.two_dime_out3 SAD ] & In & In Unknown Unproces I Unprocessed

53R tosm wendinn ] rlk SAN n & 1n . In Lirsks vy LIrnrrse s Fanout k@ Unnrreccer
Total: 1020 [Filtered: 153 [Class: 8:1:30: Fanin v

Fault Table | Strobe Table | Fault Relations v

2024

DESIGN AND VERIFICATION™

DVCON

CONFERENCE AND EXHIBITION

MUNICH, GERMANY
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cadence



Palladium Safety
User Flow

Easy to migrate from Functional verification flows to Fault
Injection
- Some files and option to be added to Palladium compilation

- Faults are identified and instrumented during compilation

 Fault-free circuit emulation (Good Emulation)
Process strobe points and capture good waveform

« Fault Emulation Flows
- Serial Fault Injection

- Parallel Fault Injection
- Interactive Fault Injection

- Fault Detection
- Post-processing
—  Compares good and fault waveforms after each run

o Inline

—  Detects the fault during the run using detection system

* Reporting

- Standalone or using Xcelium utility (xfr)

Design and Testbench

L

Palladium Compilation

Fault Instrumentation

L

Palladium Emulation

Palladium Safety Good
Engine

y

Palladium Emulation

[ Palladium Serial/Parallel N

Fault Engine
v
( 2024
Reporting ESlGN\}NIDﬁEFEiAﬁ S

- ONFERENCE AND EXHIBITION

MUNICH, GERMANY
OCTOBER 15-16, 2024
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SERIAL
CONCURREMT

HYEBRID

EMULATIOM  (Palladium Safety)

Campaign Invocation

Launch Safety Flow (on sjfdcl1008)

« GUI

Flow SERIAL -

_ Campaign Preparation
Up to step post_session
Config

Fault Set Minimization

Campign Name

Verisium Manager | sjc

Serial Concurrent

Verisium Manager

= My Flows* + ] ~ 3] = ) - G G ‘ ‘ Cancel | Good
Launch Import Launch Collect Refresh Export Export —
Safety Runs Merge

—_—
Views Global Operations Concurrent Concurrent
Serial Serial (NS)

Report Collected Results

DESIGN AND VERIFICATION™

. CLI vmanager -safety \ DVLCON

—execcmd "fi campaign -launch <.> -flow type <.> -cfg <.>" CONFERENCE AND EXHIBITISN

MUNICH, GERMANY
OCTOBER 15-16, 2024

Y Prepare D Winimize B Exccute B Report JPP Anaiyze 3 cadence




Campaign Preparation

Organize

Data

Translate
INnputs

Prune Tests
(optional)

« Campaign directory

fs_exec_myc.HYBRID.usr..

— flowData

— input

— report

L— sessions

—— myc.HYBRID.usr..

— myc.test select.usr..
—— myc.elaboration.usr..
—— myc.fst.usr..

— myc.fault pruning.usr..
—— myc.fault.usr..
—— myc.fault.usr..

— myc.good simulation.usr..

« User-input (e.g., strobes)

strobe functional top.dut.o
strobe checker top.sm.alarm

» Xcelium syntax

|fs_strobe -functional top.dut.o
"|£s_strobe -checker top.sm.alarm

e Jasper syntax

_|strobe functional dut.out
"|strobe checker sm.alarm

4

B Frepare D Winimize B Exceute B Report JPP Anaiyze 3

Remove redundant tests
* 0% additional coverage

Order per cov/time

Customizable heuristic

» Coverage type and
contribution threshold

Permanent campaigns

» Select functional tests

CATION™
VvV _JN
CONFERENCE AND EXHIBITION
MUNICH, GERMANY
OCTOBER 15-16, 2024
adence’



Campaign Parameters

Configuration

fault _target top.. -type saO+sal Fault spec. >
strobe functional top.dut.o __§E99§EEL_———>
strobe checker top.sm.alarm
Test List

session dv {}; >
Group tests {

test tl {};| |%xrun -64bit \ S"nscﬂpt

test t2 {}; $FS_SIM PARAM \

Customizations

4

file
FS EXEC FAULT TYPE permanent
FS FAULT LIST FILE NAME .../faults.list
FS STROBE LIST FILE NAME .../strobes.list
FS SAMPLING PERCENT
FS SAMPLING ...

FS_REGR _TESTS_VSIF

FS_TOP DIR

FS_FAULT_TOP

FS_REGR TESTS REFINE
FS_FSIM SCRIPT

FS_STROBE DEFAULT EVENT
FS_FAULT INJECT CONDITION

.../tests.vsif
.../sessions
tb. top

.../fsim.csv

FS ENABLE TEST SELECTION FALSE
FS_FAULT_ STOP_SEVERITY : 3

FS_FAULT REDUCTION LEVEL
FS_FAULT RELATION LEVEL
FS_FAULT PRUNING LEVEL
FS_FAULT USE TEST CONST
FS_FST SCRIPT

FSV_FST ONLY
FSV_FST ONLY
FSV_TC ONLY
unobservable

Verisium Manager Safety

B Prepre D Winimize B Execute B Report_JPp Anaiyze 3

\

J

Domain driven
configuration

a e' EMEDA
Analysis
Midas
Verification

Environment

Fault Set

-,

- =

o Minimization

S—

2024

Legend:
- Mandatory parameters
- Midas overridden

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Fault Set Minimization

Untestable
(Safe) Collapsed
Testable
Prime
Sampled ..
~,
Testable NS
Pruned . .
(Test X) \\
N\,
N\,
N,
Sampled Testable ™.
Prime Faults to Inject
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Fault Injection Execution

Faults to Fault
Inject Groups
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Fault Grouping Fault Session Build

» Configurable  Test dependency
 Max F per G « Submit runs to the
(Serial = 1) computer farm

\ 4

B Prepre Y Winimize B Exccute B Report J

RUN XX

1.Filter Pruned Faults
2.Invoke Serial/Concurrent
1.Inject fault/s
2.Drop detected
3.Stop simulation
3.Scan simulator logs
4.Remove dropped faults
1.Skip next test if no left

Fault Run Execution

 Filter faults
* Check for errors
* Optimize runs
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Reporting Campaign Results
T1 T2 T3 —
oo

RO3 RO7 R11

Multi campaign
marge and on-
demand reporting

Injection

Configurable
coverage
calculation

1
=
N

2024
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Campaign
-I Faults pruned in all tests |—> Report
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Fault Simulation Results

Run generated fault annotation

W™ Verisium Manager | sjcvi-safety:44001 | 64b | ferlini [Analysis Center] (on sjfdci1008)
= Verisium Manager Regression Analysis Planning Composer (Beta) Tracking
EDefaurr - & - @ © O- K 9 2 B g E 6 0 606 " & & £ B- 0 B W & 2
Runs  Metrics vPlan Reload  Refresh  Scripts New Fadures  Runs Correlate  Rank Editeach Edital Hstory ¥  Report Helf
Query Coverage Runs  Manager vPlan Runs Runs Runs
Views Context Operations Scripts Planning Analyze Runs Report  Help
@ Runs b List Tabs @/Risc_c0re_tests!short_test_Faults_Group_O Rl
B éB v E? v I | I A Errors /A Warnings/Info S:) Faults @
@ Index Name Status ¥ Duration (sec.)  Fault Node Fault Type Fault Annotation Fault Inject Time
M v
1 @ /Risc_core_tests/short_test_Faults_Group_0 © passed 71 = o 200_cpu.or1200_if.g... sa0 DD 10us =]
2 /Risc_core_tests/short_test_Faults_Group_1 © passed 71 or1200_cpu.or1200_if.g.. sa0 DD 10us
3 © /Risc_core_tests/fpu_test_Faults_Group_0 © passed 126 or1200_cpu.or1200_if.g.. sa0 DD 10us
4 © /Risc_core_tests/fpu_test_Faults_Group_1 © passed 126 or1200_cpu.or1200_if.g.. sal DD 10us
or1200_cpu.or1200_if.g... sa0 DD 10us
or1200_cpu.or1200_if.g... sal DD 10us
or1200_cpu.or1200_if.g... sa0 DD 10us
or1200_cpu.or1200_if.g... sa0 DD 10us
or1200_cpu.or1200_if.g... sal DD 10us
or1200_cpu.or1200_if.g... sa0 DD 10us
or1200_cpu.or1200_if.g... sal DD 10us
or1200_cpu.or1200_if.g... sal DD 10us '4
or1200_cpu.or1200_if.g... sal DD 10us 2 on>
EE | “ - D) N
Showing 4 items Showing 469 items TION

C a dence Analysis Center &1 Messages

T
OCTOBER 15-16, 2024
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Fault Campaign Results — Hierarchical View

Merged annotation

vM

Verisium Manager

E Fault_ Debug* ~ =

Views
Eg Verification Hierarchy

default ~

Name

4 8 Verification Metrics

4 H Instances
4 I test_drink
4 i top

{ coins
{F coins1
{f diag
{F drinks
{F drinks1
{F vending1
{F vending2
{F vending3

0]
cadence

Verisium Manager | sjcvil-safety:44001 | 64b | ferlini [Analysis Center] (on sjfdcl1008)

Analysis Center

Regression Analysis
M = Y & P B B -
Fault “J;I_;j."‘::é:l C _F’-‘f:'J
Analyze

fF\lac:]c:fz Detected Grade r\laouJ[e Total Fault Sample Set Total Fault NP
=1.0 x
E—119.18% 3508 2184 /3508 (62.26%) 0/ 2184 (0%)
] 19.18% 3508 2184 /3508 (62.26%) 0/2184 (0%)
1 19.18% 3508 2184 /3508 (62.26%) 0/2184 (0%)
E—1]19.18% 3508 2184 /3508 (62.26%) 0/2184 (0%)
[ 2.08% 866 866 / 866 (100%) 0/ 866 (0%)
] m— R 866 0/ 866 (0%) 0/0(n/a)
I/ 0% 160 84 /160 (52.5%) 0/ 84 (0%)
C—11.83% 382 382 /382 (100%) 0/382 (0%)
I/ 0% 382 0 /382 (0%) 0/0(n/a)
] 76.76% 284 284 /284 (100%) 0/ 284 (0%)
] 76.41% 284 284 / 284 (100%) 0/ 284 (0%)
] 75% 284 284 / 284 (100%) 0/ 284 (0%)

Planning

Rank
Runs

Fault S

0/2184 (0%)

0/2184 (0%)
0/2184(0%)
0/2184 (0%)
0/ 866 (0%)
0/0(n/a)
0/84 (0%)
0/382 (0%)
0/0(n/a)

0/ 284 (0%)
0 /284 (0%)
0/284 (0%)

Composer (Beta)

Read Save Reload

P-F- 6 O- O

Refinement Files

Fault DD

2572184 (1.14%)

2572184 (1.14%)
25/ 2184 (1.14%)
25/2184 (1.14%)

18 /866 (2.08%)
0/0(nfa)

0/ 84 (0%)

7 /382 (1.83%)
0/0(nfa)

0/ 284 (0%)

0/ 284 (0%)

0/ 284 (0%)

Tracking

Unlcad Cak

Fault DU

1372184 (0.6%)

13 /2184 (0.6%)
1372184 (0.6%)
13/2184 (0.6%)
0/ 866 (0%)
0/0(nfa)
13/84(15.48%)
0 /382 (0%)
0/0(n/a)

0/ 284 (0%)
0/284 (0%)

0/ 284 (0%)

Fault UD

648 /2184 (29.67%)

648 / 2184 (29.67%)
648 /2184 (29.67%)
648 /2184 (29.67%)
0/ 866 (0%)
0/0(n/a)

0/ 84 (0%)

0 /382 (0%)
0/0(n/a)

218 /284 (76.76%)
217 /284 (76.41%)
213 /284 (75%)

Report

Help

Fault UU

1006 / 2184 (46.06%)

1006 / 2184 (46.06%)
1006 / 2184 (46.06%)
1006 / 2184 (46.06%)
533 /866 (61.55%)
0/0(n/a)

50 / 84 (59.52%)

231 /382 (60.47%)
0/0(n/a)

63 /284 (22.18%)

63 /284 (22.18%)

66 / 284 (23.24%)

1 Messages

2024

RIFICATION™

ON

EXHIBITION
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Fault Campaign Results — Annotated Fault List
Merged annotation

VM Verisium Manager | sjcvi-safety:44001 | 64b | ferlini [Analysis Center] (on sjfdci1008)

= Verisium Manager

Regression Analysis Planning Composer (Beta) Tracking

B Default* - [ B E " 4 @&z B E ¥F-4F-0¢ O- @A O FEE
Scripts MyAction New Fault Show Local  Refine Read Save Reload Uniload Report Help
Manager vPlan Advanced Annotation
Views Scripts Planning Analyze Locality Refinement Refinement Files Report Help
Instance (default): i Instances 1 Current instance accumulated metrics '
Fault Node Total: 3508.0 | Fault Sample Set Total: 2184.0 | Fault NP: 0/2184(0%) | FaultS:0/2184(0%) | FaultDD: 25/2184(1.14%) | FaultDU: 13/2184(0.6%) | Fault UD: 648/2184(29.67%) ) | & Edit...
Faults of: & - l 60+ fault attributes l & -
Ex Fault Node Fault Type Fault Annotation Fault Inject Time Name . Col # Name Value . P
X Fault i
test_drink.top.coins.g92... sal uu @ test_drink.top.coins.g922 Asa' (& 3 Fault Annotation DD = ==
test_drink.top.coins.g92... sa0 DD 500ns m test_drink.top.coins.g922.Asal Fault Approach T
test_drink.top.coins.g92... sal uu {0} test_drink.top.coins.g922.B.sal Fault Classification DD
estdrinktop.coins.g92... sal DD 500ns m test_drink.top.coins.g922.B.sa0 Fault Detect Time 500ns
E Refi”e Annotation 5.92... sa0 uu @ test_drink.top.coins.g922.Y.sa0 Fault Engine Type XFS Concurrent
a 5.g92... sal DD 500ns test_drink.top.coins.g922.Y.sal
gf Refine Tag . L test. . i ) § Fault Functional Detect Time ~ 500ns
pry E.g92.. sal uu m test_drink.top.coins.g923.A.sal Fault Hold Ti
I 5.892.. sal uu m test_drink.top.coins.g923.A:sal L Fau|:| ? [-:ne 500
g ' E£.292... sal uu m test_drink.top.coins.g923.B.sa0 : Faul Sjedc e nds -
= , F892... sal DD 500ns {0} test_drink.top.coins.g923.B.sal Fault Node n Grad ;eosc;;ﬁ rink.top.c...
sy t
S copw €92 sa0 DD 500ns L} test_drink.top.coins. g923.Y.sa0 N 024
Q Un E.g92... sal uu {0} test_drink.top.coins.g923.Y.sa1 = Fauli Node Detecied Grod 160% FICATION™
- D Faul Node Ee Iecded rade . j N
' relat ems auitivDae.Exciuge : XHIBITION
I : (M S . s~ B
ol Rank Rur

@ Fault Advanced

s Center

= Messages
ANY

ML NI My e

OCTOBER 15-16, 2024

cadence



Fault Annotation Traceabillity
Result per each test

W™ Verisium Manager | sjcvi-safety:44001 | 64b | ferlini [Analysis Center] (on sjfdci1008)

= Verisium Manager Regression Analysis Planning Composer (Beta) Tracking

Raat- £ ¢ O ¢- 0 @B O @ ¥ F wm @A O [ & 2
Read Report Helg
Views Runs Runs Refinement Report  Help
Groups of Faults of: Pre-Grouping Filter: No filter o @ Runs m test_drink.top.vending1.g1365.Y.sa0 (=
E Test Name Fault Annotation ~ g??:teitries T:Fault Type v Runs Excluded Q
m Duration
Name Index Status
y (sec.)
m nickel_random uD 1 sa0 = = v @
quarter_random uD 1 sal - —
/tests/nickel_Faults_G 0 1 d = = -
g dime_random uu 1 sal @ SRR AP @ pusse H,“‘ E
@ E3 Exclude
& s — E
@ Showing 3 items Showing 1 item # Edit h
K it eac
Faul Faul Faul Faul Faul i i i =
o bt ot Type Annotatiorinject Time Detect Time  Functi TSt Name w Petalls et e I @, Rerun |
v
0} Attributes Logs 0 Create Context
test_drink.top.vending1.g1365.Y sal uu 500ns dime_random S N Value [& Open run directory ReruE]
m test_drink.top.vending1.g1365.Y sal ub 500ns 1500ns nickel_random - =
@ test_drink.top.vending1.g1365.Y sa0 ub 500ns 900ns quarter_random AbstractCO Annotation cD %C
S *F { "t
Q AbstractFO Annotation FU - 2024
— Enclosing Entity test_drink.top.vendi Copy Cell FRlFICATlONW
¥ . Exclusion Rule Type None Copy Row 3 D N
Showing 3 items > R T o ND EXHIBITION
cadence Analysis Center

] Messages

MUNICH, GERMANY
OCTOBER 15-16, 2024
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vmanager> refine annotation -faults {top.vendingl.\\current state reg\[3\] } \
-fault type SEU -refineTo S -comment {bcz I want}

A total of 8 faults were refined to S

Fault Annotation Refinement
Dispositioning unclassified faults e T e i e v

Writing report to: fcm refined report/faultsim stat summary.report

® GUI and CLI > Total Faults Total Prime Sample Faults Sample Prime

———————— INSTRUMENTATION ---- ——--—--= $# ———= & —————-= #§ ———= § ———o § ———— § ——————— } ———— %
l Faults 2626 2546 484 465
Safe 1658 63.14 1658 65.12 0 0.00 0 0.00
Not Injected 479 18.24 458 17.99 35 7.23 35 7 .58
B E = Default* = 1]y A o t ) [ . f- 2 ¢ - ®| ® Injected 489 18.62 430 16.89 449 92.77 430 92.47
fiRal dit R i s I Show | S | Read  Save Reload Unload Report  Help [ -————————— CLASSIFICATION ---- —--—-———-—- $# —— % —————- $ -——— % ——————- $# ——— % ——————- # --—— %
Planning Views Analyze Locality Refinement Files Report Help Fault Annotations 2626 2546 484 465
Instance (default scope) : I top SAFE S 1666 63.44 1666 65.44 8 1.65 8 1.72
) ) ) 3 DANGEROUS DETECTED DD 362 13.79 303 11.90 322 66.53 303 65.16
E—— Opening Refine Annotation Dialog DANGEROUS UNDETECTED DU 123 4.68 123 4.83 123 25.41 123 26.45
e Fault Mode Fault Type Fault Annotation Fault Inject Time Not Classified 475 18.09 454 17.83 31 6.40 31 6.67
uu x UNOBSERVED DETECTED uD 0 0.00 0 0.00 0 0.00 0 0.00
el S ey =2 - UNOBSERVED UNDETECTED UU 211  8.04 199 7.82 31 6.40 31 6.67
top.coins.g924.4 sal uu
top.coins.g924.8 sal Ul NOT SIMULATABLE NS 0 0.00 0 0.00 0 0.00 0 0.00
top.coins.g925.A sa0 . INJECTION FAILED IF 0 0.00 0 0.00 0 0.00 0 0.00
top.coins.g925.C sal Exclusion
_ NOT PROCESSED NP 101 .69 92 3.61 0 0.00 0 0.00
top.coins.g926.4 sal User: ferlini
top.coins.g926.8 sa0 —— YRR AR Others 163 6.21 163 6.40 0 0.00 0 0.00
LOP-C0|”5-3925_'-C sal Reviewer: [unknown | ~——"—~"—"""""—"-- REFINEMENT ---- ------- S i i} Seemes seoommses coooes
top.coins.g926.0 sal ) To S 8 8
top.coins.go926.y sal Refine To  [BD -
Showing 986 out of 3508 items Comment [pez T told so iEEm WY < -
From DU 3 3
Col# Mame From DD 1 1
———————————————— LIRSS somo comooomos oooo §§ oooosooos ooosos oooooosos ooos § coooosoos . soooo=
Fault Coverage 16.83 71.08
Test Coverage 74 .64 72.36
ok || cancel | —=—— PARAMETERS === === === e e e e oo e e e e e e e e m e mmm e m e mmmm—mm—mm—mmmmmee e
Fault Coverage : 100 * (DD + D) / (DD + DU + S + D + U + P + U+U + U+D)
Test Coverage : 100 * (DD + D) / (DD + DU + D + U + P)
' Merge File default
Refinement : /vols/vmanager t2b/ferlini/activities/2022/FCM tech up 22.09/refine2.vRefine
— — —

MUNICH, GERMAN
OCTOBER 15-16, 2024

cadence
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Fault Tagging

* What?
- User-editable (string) attribute per fault metric element
* Why?

o Support post-campaign analysis (debug, refinement, etc.) by tagging relevant faults
— Logically gather faults even if they do not share a common attribute value (e.g., hierarchy, annotation)

 How?

L#F Save All Refinements
Ll? Save Refinement file...

LfF Save updates in loaded refinement files

|£ Save Tag Refinement file

& Read Refinement
E Read Mapping Refinement With Condition
18 Read Tag Refinement file

'\l[F‘I‘

ﬂ Refine Annotation
=" Verisium Manager . efine
VM Fault Tag (on sjfhw636) Refine Tag

(¥ Remove Refine Tag

Regression Analysis

® ”» 1h [ o

Context Source Map Fault

TE nfo Advanced

) g "m-.....____.[;? > 9 2

how Local  Refine --.-.ﬂwgw
Annotation

Tag text TAG1|

Pe Settings Analyze Locality Refinement Refinement Advanced Refinement Files Report
S

I OK I | Cancel

e o R 1 Reuse stored “Fault Tag”
eview Fault NP: -1/2626 (n/a) | FaultS:-1/2626(n/a) | Fault DD: -1/2626 (n/a) | FaultDU:-1/2626(n/a) | FaultUD:-1/2626(n/a) | FaultUU:-1|  |ike with “Refinement”

“Iio i3 N E

Faults o

2 Metrics

m Fault: Instances 50 Fault Tag |I| Correlate Rur e Fault Node ;‘.;:I; IF:jzl:t Tirmne f‘\ilr‘xlgtauon Is Prime  Prime Node .‘;;ip";e rr:jig::f Thie ” P
@ Fault Advanced Analysis (Insta x III i —
TAG1 {¥} Fault Advanced dut_inst. mem2_i.mem_with_crc_i.g39.50 sal 45ns DD true dut_inst. mem2_i.mem_with_crc_i.g39.50 sal 45ns & ==
TAG1 Y. Clear Filters dut_inst. mem2_i.mem_with_crc_i.g39.50 sa0 45ns DD true dut_inst.mem2_i.mem_with_crc_i.g39.50 sa0 45ns
No impact on annotation TAG1T 45 Undo Sort dut_inst.mem1_i.mem_with_crc_i.\mem_crc_reg[7] .D sal S true l dut_instmem1_i.mem_with_crc_i\mem_crc_reg[7] .D sal
or Campaign results TAG1 Copy Cel dut_inst.mem1_i.mem_with_crc_i.g118.Y sal S false t_inst.mem1_i.mem_with_crc_i.\mem_crc_reg[7] .D sal
TAG1 dut_inst.mem1_i\mem_data_ff_tmp_reg[17] RN sa0 45ns DU true Wst.mem1_i\mem_data_ff_tmp_reg[17] .RN sa0 45ns
TAG1 oY H dut_inst.mem1_i\mem_data_ff_tmp_reg[17] RN sal 45ns uu true ] em1_i\mem_data_ff_tmp_reg[17] RN sal 45ns
eTauT dut_instmem?_i.mem_with_crc_i.g118.50 sal S true 1_i.mem_with_crc_i.g118.50 sal
default dut_inst.mem1_i.mem_with_crc_i.g117.50 sal 45ns DD true dut_inst.mem\ji.mem_with_crc_ig117.50 sal 45ns
@) a default dut_instmem1_i.mem_with_crc_i.,g117.50 sal 45ns DD true dut_instmem1_i..\em_with_crc_ig117.50 sal 45ns
default dut_instmem1_i.mem_with_crc_i.g117.Y sa0 45ns DD false dut_instmem1_i.meM_with_crc_i.\mem_reg[6] .D sal 45ns =

Showing 2626 items

“Fault Tag” is kept consistent across all SEACLE Srrero
equivalent faults automatically Cad d ence

e
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Fault Campaign Closure

Review Fault
results Barrier
@ @ @ O
Structural Apply user
analysis insight

fault
atonce Debug scope

multiple Setup effort f:;\)ult
y
faults '

Waveform
debug

GOAL:
minimize and

guide the
effort towards
DC closure

2024
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FSV Formal — Visualize Fault Detection Traces

=tsu task 1=utop.nickel in. SA0 0 RO observable cover (visualize:0) {ses=ion 0) - |JasperGold Apps (...fsessionlogs/session 0} - ¥isualize {on Ip-172-15-23-G9)

File Edit View “isualize Tools Window Help

o [=] ~ [& ‘ v - '{Elﬂ| 0 @ €~ |3 H B v [[Jtest drink bad mac~| B »

1 Z| 3

I i. o
E Reset Signals
e reset &
T test_drink_bad_machine.reset 4
& = Fault Signal
+ top_nickel_inx
'E tesi_drinlc_bad_machine.top_nickel_inx
E 3ro strobes
E’ top_dispensex
C g test_drink_bad_machine.top.dispensex
C gy top_dime_ouiv
E’ test_drink_bad_machine.top.dime_oul¢
& i top_exacl_changev
|} tesl_drink_bad_machine.iop_exacl_change¢
« | ol 2]
Source Pane - visualize:Q 4+ § X |Source Pane Bad Machine - visualize:0
I&Searchthe Source Code Pane | Gi I::" |4} < | D L fit | ELP ('} IE‘ n | Driver at iteration 3 for tog = |:|| Iil-Search the Source Code Pane | Gi |:> |1} k DL
B3 4} test_drink ftest_drink) =l 3 Lways f @ posedoe clk) 2l e Lways ff @ posedge clk)
o . ) — always_ posedge © always_ posedge ©
-4} top idrink_machine top! 33 if (reset) 33 if (reset)
- {F coins (coin_counter) 1'bé ) — 34 = current_state <= 5_1dLE; —
{F coinsl {coin_counter) 3= current_state <= 5 idLe; k1 else
{F drinks {can_counter) 35 else 4 bangn 36 o> current_state <= pext state; 2024
. - i 37
El drmkl tcancounterl 36 o= current_state <= ne;-c_t_state, 38 DESIGN AND V ICATION ™
vendingl {drink_machine) smickel_out 3g L
P " p 3 always_caomb
{F wending2 {drink_machine} 33 40 begin . state machine
- {F vending3 {drink_machine) _| 39 always_comb 41 ) _ CONFERENCE AND EXHIBITION
- # test drink_bad_machine itest_drink 40 begin : state machine 42 nickel_out =.0,
E- & top (drink machine top) x 41 = dime_out = O,
| | b 42 nickel_out = ©; 44 two_dime_out = 6;
2 Aima ~nf — A i 45 dispense = {; MUNICH, GERMANY
Hierarchy | Historg | 1r | » 46 next_state = current_state; LI UETEI_EER 15-16, 2D24@
|Selected:test_l:lrink_bal:l_...e.top.vendingB.next_state Diriver drink_machine.sw |c|rink_machine.5\.' Visualize trace Mo proofs running Consale input ready c a d e n c e




Fault Merged Annotation Per Each Test
Add / Remove tests

Test 1 — Nickel
_ Ta Verification Hierarchy

® Nickel @ x  default ~
» Quarter (D % Name
« Nickel_Fsim @ x (no Tilter
4 8 verification Metrics
Tests
Metrics x 4 3 Instances
4 { top
{} coins
{It coins1
{ diag
& drinks

Test 2 - Quarter

» HNickel x default =

®

» Quarter @ x
®
®

Name

® Nickel Fsim * (no filter)

4 8 verification Metrics
D

« {1 Instances
4 {I} top

{I} coins
{F coins1
{ diag
{ drinks

¥ Quarter_Fsim
Tests x

Metrics x

Fault Node Detected Grade
=-1.0

Fault Node Total

M1 16.9%

E—116.9%
M 16.9%
C—321%
I3 0%
E==138%
C1.8%

Fault Node Detected Grade
1=-1.0

—111.3%

C—11.3%
—111.3%
1= 0%
== 0%
C13.8%
1= 0%

3508
3508
2866
866
160
382

n

3508

3508
3508
2866
866
160
382

3508

Fault Node Total

Fault Sample Set Total

2184 /3508 (62.3%)

2184 /3508 (62.3%)
2184 /3508 (62.3%)
866 /866 (100%)

0/866 (0%)

84 /160 (52.5%)
382/382(100%)

2184 /3508 (62.3%)

2184 /3508 (62.3%)
2184 /3508 (62.3%)
866 /866 (100%)

0/866 (0%)

84 /160 (52.5%)
382/382(100%)

er

Fault Sample Set Total

Fault NP
o fiiter

0/3508 (0%)

0/3508 (0%)
0/3508 (0%)
0/866 (0%)
0/866 (0%)
0/160 (0%)
0/382(0%)

Fault NP

25/3508 (0.7...

2573508 (0.7...
25/3508 (0.7...
18 /866 (2.1%)
0/866 (0%)
0/160 (0%)
7/382(1.8%)

Fault § Fault DD

fiter n

riter)

1324 /3508 (3.. 25/3508 (0.7...

=SO-trrar—

1324 /3508 (3... 25/3508 (0.7...
1324 /3508 (3., 25/3508 (0.7...

0/866 (0%) 18 /866 (2.1%)
866 /866 (10... 0/866 (0%)
76 /160 (47.5... 0/160 (0%)
0/382(0%) 7/382(1.8%)
Fault S Fault DD

(no filter no filter)
1324 /3508 (3... 0/3508 (0%
( n/a —_—
1324 /3508 (3... 0/3508 (0%)
1324 /3508 (3... 0/3508 (0%)

0/866 (0%) 0/866 (0%)
866 /866 (10.. 0/866 (0%)
76 /160 (47.5.. 0/160 (0%)
0/382(0%) 0/382(0%)
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Functional Safety Flow: Barrier Analysis Details

Faults.csv

N Fault Database

Xcelium Safety Simulation

(UU Fault

Cambal n) Run 7 ~-¥? Strobe
|

paig S s . U*U Barrier

gy i Contains Additional Node

I Xrun command with barrier switches | - Choker Data base(*.ckb) :

— S S RS EEE RSN WEE WS RS R MmN MEE MEE MEE RSN RS G G e e REm REm R S e e — S S O O R MmN RN RSN RS R e e e e e e e e )

« Barrier Analysis executed on UU Faults to debug/identify block points
« Xcelium Safety supports barrier Analysis “—fault _barrier” switch to dump the data in Fault DB for every
Fault Simulation
« Cadence developed Python utility is executed on fault_db to generate two files faults.csv and barrier.csv
* barrier.csv -> captures the barriers and the associated blocked faults
« contains the instance ; file name and line number of the code which block the fault propagation
« faults.csv -> contains fault set and associated barriers for each of the fault nodes

* Snippet of barriers.csv (Barrier to Fault Relation) * Snippet of faults.csv (Faults to Barrier Mapping)
Barrier ID,Barrier Node,FanIn Strength, Faults Vi ; ; 2024 ;
%, test drink.top.coins.gI824 4547.Y.2.4% 2} Fault ID,fault Node,.Fault Type, Fault Injection Time,FanOut Strength, Barriers  :rcamon
2,test_drink.top.coins.g1823_ 1474.Y,2,{1 2} 1,test_drlnk.top.c01ns.RCMCG_HIER_INSTl.RCyCGIC_INST.E,SA1,402NS,3, {123) ¥

4,test_drink.top.coins.g2634__7675.C0,1, {2} s

5,test_drink.top.coins.g2588__1474.Y,1, {2} OCTOBER 13-16, 2024

3, test_drink.top.coins.g1822_ 3772.Y,2,{1 2} 2,test_drink.top.coins.RC_CG_HIER_INST1.RC_CGIC_INST.ECK, SA1,402NS,5,{1 2 3 4 5}
_ cadence’



i0:

— Verisium Debug
Post Process

Waveform Debug

Incremental Campaign
FCM integration

Q Flow Sessions

Name
ve_multi HYBRID.ferlini.2023_10_05_13_08_4
E, dbg_inc_wave_multi, HYBRID.ferlini.2023

Session Status

completed

rink.top.drinks

Showing 1 out of 245 items

Verisium Debug [/vols/vmanager_t2b/ferlini/activities/2023/FCM/FCM_WAVE_DBG/SIM_DBG/rundir_xfs] (on sjfhw636)

END SIMULATION TIME: 101  © DEBUG TIME:

656.A0, fsim::test_drink.to

4 items selected in Schematic

@ Sessions

Session Status

[ll dbg_inc_wave_multi, HYBRID.ferlini.2023_10_05_13_0

cadence’

Name

E dbg_inc_wave_multi.good_simulation.ferlini.20...
[=] dbg_inc_wave_multi.fault.ferlini.2023_10_05_1...

completed

completed

& Default + & ~ ‘e (1) 0 A 9

ery Coverage Ru

®© 0o o

F JE

2

Total Runs

#Passed

5.0 ¢ 0 © m @

Ru = .:.‘4-- Con

Ses

View Context Operations Scripts

[ Invoke Verisium Debug with good and fault sim 1

Runs

E @ Runs

R-P-REEBO®
Index Name Status ¥ Duration {sec.)
1 O /tests/all_Faults_Group_0 © passed 4
2 © /tests/all_Faults_Group_1 © passed 4
3 © /tests/all_Faults_Group_2 @ passed 4
4 © /tests/all_Faults_Group_3 © passed 4
5 © Ntests/all_Faults_Group_4 © passed 4
6 Q /tests/all_Faults_Group_5 © passed -
7 © /tests/all_Faults_Group_6 © passed -

& - List Tabs © /tests/all_Faults_Group_4
A\ Errors Warnings/Info (:) Fault
+ Fault Node Fault Type Fault Annotation
v
top.drinks1.g656.A1 sal DD

4,500 »

ns -

4 r = HY O zom

Signal preview @i

-

Help

Fault Inject Time

500ns
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Digital Safety Verification

Summary

v Fault Campaign Automation

4

Same verification environment (Verisium Manager add-on)
v

Single front-end campaign configuration
v

Jasper and both Xcelium fault engines orchestration

v' Data exchange via the proprietary unified fault database
v

Dedicated fault coverage analysis (GUI and reports)

v Multi-Domain Fault Analysis support
v Permanent and Transient fault campaigns

v Diagnostic Coverage and Safeness

v' Software-based Self-Test Library (STL) assessment

v' Safety Mechanism (integration) Verification (+Detection Time Interval)
v

Fault / Test Grading (DFT) + Architectural Vulnerability (RadHard)

v 1S026262 tool qualification —up to ASIL D

-\

(Unified Safety
Format)

Safety Digital Design and Verification

Verification

= ~ Umplementation
A Verisium Manager™ Safety
Xeglium™ Safety, Jasper™ FSV

-~
\ Highest performance fault simulation
\  Safety-aware implementation

Design Mapping

Safety Analysis Safety Verification Plan

FMEDA-driven digital and analog architecture exploration

§

~

Gl Innovus™,
Conf

Verification

ty Analog Design and Verification

~

Implementation
Genus™ Synthesis, Innovus™ Virtuoso® Schematic Editor
Implementation, Conformal® EC Virtuoso® Layout Suite

Automated analog fault simulation
Di 4 age back 1

Verisium " Manager Safety
Fault Campaign Manager - FCM

ault

ulator
Fault DB

MUNICH, GERMANY
OCTOBER 15-16, 2024
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Advantages of the Cadence Functional Safety Solution

« Comprehensive architectural FMEDA
 Links to best-in-class digital, analog

and library tools for detailed FMEDA
* USF support for interoperability

[ Repons—"

Midas.DB

USF

(Unified Safety gy
Format)

Midas ™ Safety Platform

Safety
FMEDA Creation Safety Analysis Verification Plan

/ Best-in-class verification management, coverage and
traceability solution
« Same simulator for functional verification & fault simulation
gives superior debug experience & testbench reuse 5ign to FMEDA Mapping ]

* Best-in-class formal verification for fault list reduction and + Links to analog/mixed signal\
formally-proven fault classification IUSF ‘ USF design tools with USF
k Fault emulation allows full SoC to be tested with SW Safety S support
Verification i plEnT Mo * Mixed signal fault simulation

in same environment as
functional verification J

Virtuoso® ADE Assembler

Verisium™ Safety
Digital Fault Campaign Management

Jasper™ Xcelium™ Palladium®
Fault Testability Fault Simulation Fault Emulation

« Links to digital synthesis and implementation tools
with USF support MUNICH, BERMANY

OCTOBER 15-16, 2024

» Best-in-class RTL/gate/netlist equivalence checking cadence’

Genus™
Safety Mechanism Insertion

Analog Fault Campaign Management

Innovus™
Safety MachanismInsertion

Legato™ (Spectre®/AMS Designer)

Fault Simulation 2024
DVCON

CONFERENCE AND EXHIBITION
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