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That issue is bette

A Problems with the software cause a delayed start-up of the
fixed in August upt ey Mercedes CLA Beacon of hope

¢ S OftWa re CO m p | eX I ty eve r I n C re a S I n g date’ AUtOleOt res In March 2023, Ola Kallenius was still talking about 12 months until the new CLA with a WLTP range of

V9, we will | manag around 750 km comes onto the market. He smiled and remarked that this statement would probably
not be liked to hear by his engineers. He apparently already knew that there would be some challenges
with the all-new MB. OS operating system.

L] L]
* Software Defined Vehicle
W r n I In China, it has now been confirmed that the long version of the CLA has been postponed from April

2025 to August 2025. This is due to problems with the software.

¢ |ntegrati0n pOintS eXtremely Complex # VW postpones the launch of new electric

models

. S O I | W a re ro b I e m S I e a d to d e | a S VW's new head of sales, Martin Sander, has perhaps the most difficult job in the
group: selling electric cars. It doesn't get any easier. Part of the SSP electric platform
will not come until 15 months later in 2029 - including the new ID.4.

ph Seyerlein and Michael Freitag

* Software TCO high e

PY FiXi n g p ro b I e m S I ate iS expe n S ive ( 10_ 1OOX) At CARIAD, revenue from contract licenses rose by around 30 percent to EUR 1.1 billion, as the
software is being used in increasingly more Group vehicles, as planned. Due to the business
model, this division recorded an operating loss of EUR 2.4 billion, as CARIAD makes significant
advance payments for future software architectures, which are remunerated via license
payments. In operational terms, the Group in the software area has focused on launching
important products such as the Porsche Macan Electric and the Audi Q6 e-tron this year.

 Need: Better software, earlier!

(2025

DESIGN AND VERIEICATION ™

DVCON

CONFERENCE AND EXHIBITION




Virtual Prototyping

X

|1}/

[yﬁﬁ-

F ==
sl

Sl
fél_
o

e Virtual Platform: Full System Simulation
* Execute unmodified target software

* Indispensable in modern SW development

* Advantages over physical prototypes

* Available early “ ; | .‘ ; | .!
* Scalable deployment 7
* Full flexibility, deep introspection .ﬁ




Building Virtual Platforms

Simulation Model Library

Customer Software
AI.ITOSAR e

Ubuntu Zephyr \’ xe" U-Boot
android 4w BRI 405 |

Virtual Platform




Scalability Challenge: Early Availability

HW Specification . HW Tests

* Requires model availability and integration

* Building (fast) models

* HW spec. availability and format C D

Model Development

* |P-XACT, SAIL vs PDF, Excel
e Requires trained engineers (Al?)

* Integrating models from different sources
* Build & execution environments l

 Model interfaces :
_ _ VP Integration
* Functional: model input/output

* Non-functional: Configuration, Control, Inspection
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Scalability Challenge: Performance

e Usability of VP is determined by performance
e SW execution in MIPS (Million Simulated Instructions per Wall-Clock second)

* Performance / Accuracy trade-off
* Higher accuracy -> simulate more -> lower performance

e Accuracy requirement depends strongly on use case
 Difficult to define use case: “simulate everything”

* Introspection/profiling for all VP components




SystemC TLM-2.0

 |EEE standardized simulation - - - - -

framework (1666-2023) in C++

e TLM extension for fast simulation

* Focus on model interfaces,
virtual time keeping

* Missing
* Model internals (e.g. registers)

* Configuration, Control, Inspection
* Interconnects (CAN, SPI, ...)

Virtual Platform




VCML

e SystemC-based VP toolkit vemt
* Everything that’s missing in SystemC Registers Properties L09&9‘“9
* Free and open-source (Apache 2) Tracing
» github.com/machineware-gmbh/vcml|
* Goals B
* Training resource for newcomers

* machineware.de/vcml-community
* Open, scalable platform for building Accellera SystemC TLM-2.0
fast VPs and models

e “Batteries included” (examples,
documentation, support)

C++17
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VCML Ecosystem

Standards/Interfaces Virtual Hardware MachineWare Tools |I|I| 3" Party Tools
q rm P RISC- = LAUTERBACH A TASKING
frni gz VPR,
- — ) — —
> sil-kit RENESAS ‘EMU >/—SEGGER yry-v 7 R-ﬁﬁ
SN BOSCH Virtlo dSPACE
SYSTEMC® . CTOR
o AAA InSCight £Z ASHLING >
: ® Codasip NDES — o .
VCML SeSS|On . TECHNOLOGY :Itrucetronlc .. CodaSIp
t t t |

'

MachineWare VCML

Accellera SystemC TLM-2.0

VCML is a powerful open-source foundation for building fast, scalable Virtual Platforms
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Trends in Software




The Al-Defined Vehicle

* Distributed ECUs, rule-based,  Centralized/Zonal compute vs
deterministic systems distributed

* Not software-defined, but * Modular system with LLMs
software-controlled emerging

 Software defines the system,
orchestrates, OTA updates
LA

&
&

& lu: i
&

ﬁﬁ Al

H ©® @

Planning Perception Action
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Software-Defined Vehicle Era

© 2025 Arm. All rightsreserved.

* Sophisticated Al models
pervasive

* Al central to vehicle innovation

» Software-Defined infrastructure
as foundation

Al

Models
(]

Al-Defined Vehicle Era
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Enabling Safer, Smarter Driver Experiences

New Al Models Underpin Driver Experiences of the Future

Adjusts to environment and
driver behavior in real-time to
enhance safety. V2X
coordination.

“Switching to ‘City Mode’ for
enhanced awareness.”

Delivers personalized, voice-
driven control for a more

intuitive in-vehicle experience.

“Play my playlist and order my usual
at Starbucks.”

© 2025 Arm. All rightsreserved.

Continuously improves
performance and efficiency
based on conditions.

“No passengers — Eco Drive
activated.”
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Industry Needs to Deliver the Al-Defined Vehicle Reality

More Complexity, More Demands on Vehicle Hardware and Software

on top of proven safety-capable, scalable platforms to power Al for tech powering new driver
secure compute foundations across diverse vehicle types and experiences
use cases
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Significant Software Challenges for Automotive

Complexity is ballooning, while development
productivity is lagging?

The automotive industry is confronting a widening and unsustainable gap
between software complexity and productivity levels.

Relative growth over time, for automotive features,' indexed, 1= 2008

Software-development . Software-development productivity,

: Software-development productivity,
complexity : tech leaders?

automotive players

Left unchecked, software
complexity is expected to rise

5x rapidly with the introduction of
new functionality, only slowing
once vehicle autonomy
becomes mainstream
4x
4% Productivity of tech leaders is
outpacing automotive players
but is still not fast enough to
bridge the complexity gap
2%
Automotive-player-
x development productivity
2008 2018 2030 has barely risen, on average
'Analysis of >200 software-development projects from OEMs and from tier-1and tier-2 suppliers.

?Top-performing quartile of technology companies.
Source: Numetrics by McKinsey

McKinsey 1 McKinsey, The case for an end-to-end automotive-software platform, January 16, 2020
& Company

© 2025 Arm. All rightsreserved.

Autonomous Vehicle Development Costs (USD)?

B Validation Costs
I Hardware Development Costs
B Software Development Costs

Integration, verification and validation to consume 40% of
software budget in 20303

$3B

>$2,000M

$2B

$1B

<$200M
$200-500M
-

L3 Traffic Jam Pilot L3 Highwa L4 Highway L4 Robotaxi Urban

<$200M

h500-1,000

2 McKinsey, What{s Next for Autonomous Vehicles 2025
3 McKinsey, Automotive software and electronics 2030 DESIGN AND VERIEICATION
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The Arm Automotive Technology Stack

A Complex Landscape That Requires Collaboration

AUTOMOTIVE APPLICATIONS

AUTONOMOUS / IN-VEHICLE INFOTAINMENT / VEHICLE
ADAS DIGITAL COCKPIT CONTROL

FOUNDATIONAL AUTOMOTIVE SOFTWARE
(OPERATING SYSTEMS & MIDDLEWARE)

VIRTUAL PROTOTYPING SOLUTIONS
(VIRTUAL PLATFORMS & CLOUD INFRASTRUCTURE)

SCALABLE AUTOMOTIVE COMPUTE HARDWARE
(HETEROGENEOUS IP & COMPUTE SUB-SYSTEMS)

© 2025 Arm. All rightsreserved.
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The Arm Automotive Technology Stack

A Complex Landscape That Requires Collaboration

VIRTUAL PROTOTYPING SOLUTIONS
(VIRTUAL PLATFORMS & CLOUD INFRASTRUCTURE)

(2025
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Compressing Time to Market | Arm Innovation

Reducing Silicon and Software Development Timelines

Traditional: Serialized Technology Development Approach =
IP AVAILABLE HARDWARE DESIGN SOFTWARE DEVELOPMENT SYSTEM INTEGRATION
® ® ® ® |
Past Years: Arm Individual IP Development Approach with Virtual Prototyping

IP& VIRTUAL

PLATFORMS P~ HARDWARE DESIGN A~ SYSTEM INTEGRATION | Softwaredevelopment
U —@®) @)
accelerated by up to 2 years

@ SOFTWARE DEVELOPMENT I

Today: Reduced Time-to-silicon and Accelerated Software Development

CSS & a
VIRTUAL Reduced by
PLATFORMS ,—~ HARDWARE DESIGN —~ SYSTEM INTEGRATION | Slesr
(‘) \./ \./ | development 2

@SOFTWARE DEVELOPMENT I timeline
| THS

Virtual Prototyping + Ecosystem + Software reuse
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Trends in Arm-based Simulation




Evolving Arm Hardware Landscape

* Trends in cloud hardware

e Google Cloud, Microsoft Azure, AWS
hosting Arm servers

* Arm v9 now in the cloud 01001 Test reslts
 Cost effective development and seveloper toca
automation e
* Arm-native execution a reality
* [SA parity @ ) E;
 Expanding ecosystem

Cloud Native Software Development

(2025
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Accelerating vECU Development | Arm Native

Faster | Binary-Compatible | No Cross-Compilation | Near-Silicon Performance

) ~100x faster execution than
'} traditional binary translation: Full
native acceleration

Native execution on Arm host: No cross-compilation
High binary compatibility with physical target

A
[ \ [ |

Level O Level 1 Level 2 Level 3 Level 4

I I I I
I I B N . I B I . I I .
| |
I I N .
Model-based Production Code Application + Application + Complete Production

Algorithms of Application Simulated Middleware Production Middleware Stack

Host/Arm compiled Target/Arm compiled

**Complete vVECU
Host/Arm hardware native acceleration

Simulated Production (source) [l Abstracted component [l Production (binary)

ot from prostep 2020 = Requirements for the Standardization of Virtual Electronic Control Units (V-ECUSs) 202 5
‘ *Runs production binary without Binary Translation or cross-compilation DESIGN AND VERIFICATION ™
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ISA Parity enables Seamless Cloud-to-Car Portability

Build Once, Run Everywhere

Cloud/OnPrem Platform Car Platform

Identical Arm ISA

i i

Arm

Arm Automotive
Server IP Enhanced IP

virtual prototypes containers  algorithms/libraries _
Build once, Test everywhere

The same artifacts run natively across the cloud and
vehicle edge.

Accelerated Validation Pipeline
Use containers and virtual prototypes to validate
functional software continuously — earlier, faster
and cheaper. True Native Execution, No cross-compilation
2025
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Arm Fast Models

Fast, accurate, flexible
models of Arm CPUs,
Media and System [P

Suitable for driver,
firmware, RTOS and
embedded application
development

Complete programmer’s
view, including the most
complex Arm IP

SystemC / TLM 2.0
compliant for platform
expansion

© 2025 Arm. All rightsreserved.



Fast Models — Important Enabler

IP and integration validation
* Architecture Validation Suite/Device Validation Suite, ISS Compare, RAVEN

Early software development (internal)
» Reference firmware (EDK2, SCP, Trusted Firmware, etc.)

Platform for reference software
* Free of charge Fixed Virtual Platforms (FVPs)

Integrated with Arm products (external)

* Arm Development Studio
* Keil MDK

Integrated with ecosystem products
* Hybrid solutions

Augments modelling ecosystem
* Fast Models, QEMU, Partner Models

(2025
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Summary

* The trend toward Al in vehicles is driving the need for earlier and
higher quality software.

* Virtual prototypes have distinct advantages over traditional
hardware-based approaches in terms of earlier availability, better
scalability and greater accessibility throughout the supply chain.

* Native execution is redefining simulation with near-silicon speed for
both pre- and post-hardware development.

* Fast Models remain a viable technology for detailed, early access
models of the Arm architecture.

© 2025 Arm. All rightsreserved.
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Motivation

e What we see so far:

e Whatis a VP?

* How do | use it? .-m-.
* Why use it all

e But: All for a single test, only once, manually.

e Before scaling: Automation!
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Motivation - Why test automation?

Q7 -0
v A WA
Increasing SW-complexity &, ﬁ @
FEm =& ’

Test automation!

AN =

Tonsof | I— Growing need of
requirements tests and test
Iterative executions =2

development .
ensure quality
Legal require-

ments, e.g.
ISO-26262 or
UNECE




Motivation — Automotive POV

e Testing and automation in Automotive:
* Hardware-in-the-loop and lab cars
* In-vehicle
 Software-in-the-loop (ADAS/AD, Infotainment...)

* Current challenges/trends:
» “Shift left” = More testing at the beginning of development

* “Modern” software development = OTA updates...
* More standards and open formats (e.g. ASAM XIL, OpenSCENARIO, FMLI...)




Demo — Overview

* Create configs to use the VP

* Create a test case and execute it

* Add a trace analysis to check behavior over time
 Stimulation (open loop tests)

* Reporting incl. code coverage

* Debugging




Demo — ecu.test

* Test automation: unit tests = integration tests L

—> system tests =2 in vehicle tests ecu.tESt
L

* Used by most automotive OEMs and Tier-1s
* But also agricultural, Construction machines, new energy...

e GUI or Python code for test case implementation

* Over 60 tool connections and possibility for user extensions

e Connections to ALMs (sync requirements and reports)
* Q-Kit available (1ISO-26262)




Demo — ecu.test

B ecutes a
File Edit View Window Options Extras Help C s [ olA 3 (name: str) -> BusSignal
Trace step templates  Trace files Keyword ci* [v| Bf BasicDrive X name
= — — o Fully qualified signal name (path).
> Favorites > PGB -EYOvBRARBYZ =~ | }
= S = = Testcase Properties Signal recordings Trace analysis Test report o - a2l and mo Create and register an ecu.test bus signal. Repeated calls with the
;. Sxploter = same name parameter return the already registered instance and do
‘ © Enterf (2] % Action / Name Parameter not trigger an additional registration on the ecu.test side.
Name & 1 v & Precondition ta = ToolAcc
@ @ Configurations B 2 Check state of charge ith ta.init(): Parameters
@ (g Parameters Q 3 Establish "vehicle traction standby” and sw...
= [@ Packages . name
L g IE} 4 v EI Action i
@ [§@ _Results Fully qualified signal name (path).
bt 5 [Z] Set driver request to 50 %
(1] A eq
- mm BasicDrive.pkg 3
6 Check velocity Returnc
= y § Set driver request to 0 % bus_driving_mode = .bus_signal(D_RIl)
8 Check recuperation [e] EPT-CAN/INSTR/WARNINGS/WARNINGS/DOOR_DRIVER
9 Check velodif [e] EPT-CAN/INSTR/WARNINGS/WARNINGS/SEATBELT_DRIVER
s e ty EPT-CAN/ELECTRIC_POWER_TRAIN/VEH DATA/VEH DATA/D
10 v =@ Postcondition EPT-CAN/ELECTRIC_POWER_TRAIN/CONTROL_SIGNALS_BUS/..
" Stop vehicle terminal = ta.model_var(" R 30 [ ] lue™)
12 Switch to "P" (0) and unestablish VehTrStby battery_soc = ta.meas_var("B
model_driving mode = ta.model_var(’
inca_check_connection = ta.job( "IN
< >
[Configurations % ith ta.run():
m»o RS )
SW_Ver_1_M.tcf Testlab_HiL_M.tbc P e EREE @OTTEEHET()
SR ® CBNTEOLDESK terminal.write(1)
ﬁ INCA print( C: {battery_soc.read
VECTOR-HW g battery_soc.read() >= 70
& (& MULTIMEDIA
model_driving_mode.write(1)
: bus_driving_mode.read == model_driving_mode.read =1
&
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Demo — Configuration

e Connection ecu.test - VP: FMI —

RIO-BAR| B ¢

. Tools and ports
o F M I = F u n Ct I O n a I M O C k— u p Host/Tool/Port |Start |Alles | - | N C:\Users\Meik\Desktop\AVP64_FMU.fmu
v local =

v Modelica Ass... [f nece.. FMIOT o| B | PMItype CoSimulation
I n t e rfa C e MDLOT (M...  If nece... Validate Model Description
Simulation behavior Im’
* Freeand o pen stan dard for s i
Communication step size automatic

dyn a m iC Si m u |ati0 n m Od e I S ( F IVI U ) Downsampling factor for signal recording. | 1

Logging
Enable debug logging

e Support with > 250 tools
 Layered Standards for BUS & XCP

(2025
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Demo — Configuration

Hl TLM Initiator [0 TLM Target M IRQ Initiator [ IRQ Target
SD Initiator SD Target M SPIInitiator [ SPITarget | github.com/aut0/avp64

( Q
[ CPU ][ UART] SDHCI i, o irtual - A0

— Platform

Syste%l Bus SD
RAM GPIO ]( SPI ] [ Sensor
A

SPI Bus

FMU Lib

VSP Server

Temperature GPIO

4 ™
FMU

GPIO Pin Out Temperature In

¥

e N
. .
Model Description
<CoSimulation modelldentifier="myVP" needsExecutionTool="true"
canHandleVariableCommunicationStepSize="true" ... /> \ J
<DefaultExperiment startTime="3" stopTime="5" stepSize="0.01" />
<Modelvariables> e N
<Float64 name="time" valueReference="@" causality="independent"
variability="continuous" /> ac age r F M U L' b
<Float32 name="system.max31855.temp" valueReference="1" causality="input" I ra r
variability="continuous" start="10.0" />
<UInt32 name="system.gpio.data" valueReference="2" causality="output" \_ Y,
variability="discrete" />
</Modelvariables>
ogeStmuetores ( )
<InitialUnknown valueReference="1" /> 0
<Output valueReference="2" /> VP B
</ModelStructure> I n a ry
<Annotations>

<Annotation type="VCML"> | J
<VP host="localhost" port="8888" executable="resources/vp" ... />

</Annotation>

G Model Description

(2025
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Demo — Test case creation

1]

(] Access Va ri a b I eS (fro m F M U ) 2 test_bench_config X d’tejt_config X BB temperature_test X %

»vl‘-jrvﬁv‘=5va|Dv[;gFl:lv|zv%v‘ E]‘

Test case Properties Signal recordings Trace analysis Test report

* Read, write, checks...

o # Action / Name Parameter Expectation / Valu
1 A7 MODEL-Write: Plant model.system.max31855.t.. PHYS(don't care) 20
® w0 _ . | . . 2 @ Wait 1s
”Wa It _= S I m u at I O n t I m e ) 3 /7 MODEL-Read: Plant model.system.max31855.t.. PHYS(don't care) 20
b 4 /7 MODEL-Read: Plant model.system.gpio.data PHYS(don't care) |-> gpio_data
* 5 011 Bit extract gpio_data; 1, 1 (Intel) --> gpio_pin1
6 check gpio_pin1 gpio_pinl 0
= 7 A7 MODEL-Write: Plant model.system.max31835.t.. PHYS(don't care) 30
8 ® Wait 1s
9 /7 MODEL-Read: Plant model.system.max31855.t... PHYS(don't care) 30
10 /7 MODEL-Read: Plant model.systarm.gpio.data PHYS(don't care) |-> gpio_data
11 Bit extract J gpio_data; 1, 1 (Intel) --> gpio_pin1
12 check gpio_pin1 gpio_pinl 0
: 13 /7 MODEL-Write: Plant model.system.max31835.t.. PHYS(don't care) 50

(2025
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° ° Signal stimulation parameterization ? X
D e O S t I u a t I O I l o
I I I I I I Mapping name:  model/signall v (& %
MODEL
Plant model/Test/Signals/a/al
WALUE don't care
Port-Default Allow alternative acquisition rate
. . .
e Define con |plex S|gnal Inputs
L] L]
[ ] e R a m S S e O S e Stimulus definition
L] L] ’ I n ’ n I LN N ] +
Segment —
ConstantSegment(duration=1.0, value=1.5) ~
® o . ) RampSlopeSegment{duration=2.0, offset=1.5, slope=-slope)
v
SineSegment{duration=2.5, offset=1.5 - slope * 2, amplitude=1.0, period=1, phase=0.5)
] P P p p
ExponentialSegment{duration=1.0, start=1.5 - slope * 2, stop=0, tau=0.2)
NoiseSegment{duration=1.0, mean=0, seed=1, sigma=0.5)
Preview
15
0
4.5
0 1 3 5.5 6.5 75s
Options
Stimulation mode | direct - > stimulus definition N7
[ Synchronous execution Stop stimulus automatically
Save stimulus duration in variable | stimulusDuration
Ok Cancel

CONFERENCE AND EXHIBITION




Demo — Trace Analysis

Plot

Traceanalyse 1 (Job 1) — Neue Episode — New trigger block — Calculation — Plot

NONE

Shown: Overview plot

. M . M Direction Signal name Generic signal Mapping name Mapping target Name in recording Unit Cache
e rI y S Ig n a S a n e I r IN EngSpeed EngSpeed Aufnahmegruppe von device - EngSpeed EngSpeed EngSpeed - No

IN Gear Gear Aufnahmegruppe von device - Gear Gear Gear - No
° ° IN CarSpeed CarSpeed Aufnahmegruppe von device - CarSpeed CarSpeed CarSpeed - No
behaviour over time Plot

10 20 30 40 50 60 70
‘ A ' ' ' ' TR — EngSpeed

* Define (combined) conditions, ol /L
triggers... wo| [/ V] ol

2000 | / \ /

* Reuse templates iy \ |/

5.0}
25}

0.0} ‘ , , , , ‘
75.50 F ' ' ' ' ' ) — CarSpeed
37.75 | —/—’,—’_—/\

|
000 ——"4 ¢ | . . T

10 20 30 40 50 60 70

—  Gear

Figure 1: Plot
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Demo — Reporting and Code Coverage

e Results of execution

* Basis for synchronization with
ALMs

28 DemoPtg

R AN

BB|Q s O-»s-5/O-8|0
f Authenticiy check of test report performed successfully. Test report was not manipulated.
o
H] i ®  Nome A
N M ey Calculation
e : K "
Mapping 1 , Resun
ecordings = “* 22 Trgger ranges (Iareot 11 nt  repant i 1o MRerngx 21 SUSCESS, 1 NOKE
sl . [
3 Direction  Sign Generic signal Mapping name
6 N wiper er_Frortviper Frortoieer_Autcrt to Recording group for PT-CAN - W
7
9 v Parameter Value
e . Expression e Frortnipe: per_AudomatyiperStae == W
1’ :
15 ) Trigger block
16 % [ Calcunation
< >| e >

* Create more test cases by
analyzing code coverage

oo

67 can_frame send_frame;

68 51 send_frame.can_id = Oxc9;

69 send_frame.can_dlc = 2;

70 send_frame.data[0] = wiper_val;

71 51 send_frame.data[1]

72

73 » 3/6 1 std: :cout "Sending frame send_frame std::endl;
74

75 > 2/4 1 if(write(canFD, &send_frame, sizeof(struct can_frame)) g &
76 X perror(“"Error while writing to socket")

77 }

78 }

79

80 1 void setCANBitrate(const char® ifname, int bitrate) {
81 char cmd[128];

82 1 snprintf(cmd, sizeof(cmd),

83 "ip link set %s type can bitrate

84 ifname, bitrate)

85 »2/4 1 if (system(cmd) yf

86 x perror("Failed to set CAN bitrate");

87 }

88 8

89

an 1 unid hrinalfANTntarfaralinf/ ranet rhar' ifnama\ [
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Demo — Debugging

fle Edt Yiew Vi Bresk Bun CPU Mec Jrace Perf Cgv Peripherals Linx Window Help
MR Adose »n 3 2R 0220 @ O 12

TRACES2 Powerview for ARM -8x

ADverge oRetum €Up BCo MBresk TMode & t B Find:
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Scaling

e After automation: Scaling!

* Goal: Scale as much as you can!

* That’s the benefit of virtual platforms = No hardware or
other dependencies

* Needed for all the requirements, variants, code changes...

* APls and technologies:
e REST APl or command line interface
 Windows, Linux, Docker...
* Jenkins, Github Actions, custom code/platform, test.guide...
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Traceability

e Overview:

* How good is my requirement
tested?

e Canlrelease it?

* Requirements:
* Links between all artifacts

* Central organized system for
reporting with sync to ALMs




Collaboration

e Smart usage of test results

* “Instant” feedback for
developers (especially

8ed) WLe
L@l e
LG @8l

between integration levels)

e Use of stages, branches,

Feedback

eud

custom test sets... W//
e Github PRs, Jira ticket /

creation... m}/




Summary

 Complete automation workflow:
* asingle test case on a single VP Linux based test bench

 Scale executions for more variants, platforms, systems...
* “Do shift left” (bugfixing at the beginning), avoid Big Bang at the end!

* Handling of tons of results with reviews and sync to requirements

- From (manual) testing to collaborative platforms!
- From requirement to synced test results with target compiled code!
— Thanks to Virtual Platforms without any hardware!
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Outlook

* Native test execution on ARM systems = Performance
e Al based test case creation
e Al based test result reviews and reevaluations

e Reuse test cases with HilL systems or in-vehicle

e System test with final hardware
* Using mapping abstraction layer




Questions
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Leveraging SystemC-TLM-based
Virtual Prototypes for Embedded Fuzzing

C. Ghinami?, J. Winzer!, N. Bosbach?, L. Jiinger?, S. Worner?, and
R. Leupers?
IRWTH Aachen University, Aachen, Germany

2MachineWare Gmbh, Aachen, Germany acce/era

3CISPA Helmotz Center for Information Security, Saarbriicken, Germany el




Chiara Ghinami

* PhD student at Chair for Systems on Silicon (SSS)
RWTH Aachen University

* Embedded Software Testing using VPs

Rainer Leupers ~ 10 researchers
* Head of the chair
R&D Topics:
e Virtual Prototypes
e Al for Edge Computing
! * Neuromorphic Chips
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Embedded Systems
When Complexity Gets Out of Hand

VW burns €2 billion as software losses
APP LOC mount, group profits plunge

All the operating profits of Audi, Bentley,

Ducati, and Lamborghini combined burned
Q on software losses.
10T 500k?
Ford scraps key software program after $10 billion in
losses - .
Ford recalls nearly 1.1 million vehicles
CAN Injection: keyless car theft over rearview camera software issue
>
é 50M - 1OOM2 This is a detective story about how a car was stolen - and how it uncovered an epidemic of high-tech car theft.
‘Full of bugs’: how the world’s
biggest carmakers fell behind in
software
Software-defined vehicles are forecast to become dominant in all regions
s >100M3
Mitsubishi has recalled nearly 200,000 vehicles due to a software issue
that causes the rearview camera to freeze, increasing the risk of a crash
Exclusive: My Volvo Lost Brakes And Crashed After
IThe State of loT Software Development, Memfault Report, 2024
2|s Digital Thread/Digital Twin affortable?, Complex Adaptive Systems Conference, 2017 Software Update
*Why car companies are hiring computer security experts, The NY Times, 2017 Terrifying moments caught on camera as this XC90 lost braking while it descended a mountain road
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Automatic Software Testing

Fuzzer: @ Input
seeds

Wish List:

1. Automation \/

2. Speed \/
3. Reliability Vv
4. Usability \/

5. Clear Reports \/

1.

Only seeds needed 7

_ Input strings

% pick m mutate

Lightweight
Deterministic
Plug-and-play

GUI with coverage,
crashes

Tsave input
Yes New

Target app

feed input Ija

Execution

Cove rage

>
<

path/bug? /
No

information

Already used for Desktop APPs

Google: AFL++, OSS-Fuzz
Microsoft: OneFuzz

Amazon: SnapChange

Apple: CrossFire, KextFuzz, Hyperpom

But what about Embedded Systemes...

(2025
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Hardware vs VP Fuzzing

On-board testing

* High execution fidelity Debug connection

* Difficult to debug

* Difficult to scale T Coverage

VP-based testing

* Faster execution = faster bug ; i

detection
AFL++
. . . CPU
* Easyintrospection & tracing M
BUS E
* Scalable 1/0 M Target app
VP instance

* Early Testing

(2025
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Case of Study: CAN

What is CAN? Reproduced
Set-up:
“The CAN is a communication protocol
designed specifically for the automotive.
It enables the communication between

Fuzz data

EEEE
Data

ECUs.” Injector
Why CAN? ©,

How to Get Away With Car Theft: CPU PROBE

Unveiling the Dark Side of the CAN

Bus

ECU

@ Data read access @ Fuzzer data @ Read transaction
C. intercepted injection takes place

(2025
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Preliminary Results

Can we execute real-word Are we faster than physical Can we unveil bugs?
workloads? hardware?
ZEPHYR OS Hangs
* Buildroot (Linux) £ é 00 -
50
* Drone firmware &Y 40 /
> x50 Lower is

. &b better!
* Robot (on its way) *-amng Payload > 8B

EXEC TIME [MS]
\®] W
() ()

[ |
<
S

—
=

@
S

=)

AVP SIM-A BOARD

(2025

DESIGN AND VERIEICATION ™

DVCON

CONFERENCE AND EXHIBITION




Final Remarks

Fuzzer is not bulletproof... ...But it can still help Post-fuzzing analysis is important

Code Coverage # 100% 1. Fuzzing Loop

SW TESTS [%]

Z 9 8

Crashes

— | 0111
1011

Manual Tests

\
@ Fuzzing @ ? )
Q Q @ Static Analysis

2. Source Code Inspection

a111
1011
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Conclusion

There is now a fast, flexible and easy-to-use embedded fuzzing option for AFL++

Performance: Early Testing:
. Faster than physical board . Software testing ahead of
hardware availability

Flexibility: Usability:
. Extensive peripheral support . Integrated debugging option
. Easier testing and tracing

Thank you for your attention!
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