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The

Largest Functional Verification Challenge

Creating Sufficient Tests to Verify the Design
Knowing my Verification Coverage
Managing the Verification Process
Time to Isolate and Resolve a Bug

Time to Discover the Next Bug
Defining Appropriate Coverage Metrics
Other

0% 5% 10% 15% 20% 25% 30% 35%

Design Projects

Source: Wilson Research 2020
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Test development drive Complex tests hard

debug to get right
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A Look At RISC-V

* Open Instruction Set Architecture (ISA) creating a discontinuity in the
market

* Appears to be gaining significant traction in multiple applications

* Significant verification challenges
* Arm spends $150M per year on 10% verification cycles per core
e Hard for RISC-V development group to achieve this same quality
 Lots of applications expands verification requirements
* Requires automation, reuse and other new thinking

vi4 RISC-V°

1P ‘\\ DESIGN AND VERIEICATION™
’ ‘ ~ .
: } ‘ ~ 0 10 %N 0 % NN N OV N N NN NN N NN N N DY VNN NN N\ T T T T/ T CONFERENCE ANDEXHIBITION
~_SYSTEM 1A < T~
T < \ 1\1\\



Test Suite Synthesis... Analogous to Logic Synthesis

Design Synthesis Test Suite Synthesis
Specification B k
Model . .. » &&= reker
= o A BRI
ﬂ Describe intent BESgm =

..... Core Technology

4 Al Planning
Algorithms

4 3D Coverage
Closure

4 Synthesizable

VerificationOS

@ Timing/Area a“h Coverage

Constraints Specify goals . =l Constraints

% Generate LE DUT

implementation

Al Planning Algorithms

Map to
platform
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Breker Background: Test Suite Synthesis for RISC-V Cores & SoCs

* Breker is a key, longstanding part of the verification ecosystem
for processors and SoCs based on x86 and Arm architectures

* Breker has become part of the verification ecosystem for

processors and SoCs based on RISC-V architectures
» Working with multiple RISC-V developers and users/integrators

* RISC-V has room to grow if we solve the verification barrier

* We are experienced in x86 and Arm verification, allowing us to
share this experience with RISC-V teams through automated tests

The Breker SystemVIP Library

* Core Integrity FastApps

* RISC-V System Integrity TrekApp
* ARM System Integrity TrekApp

* Cache Coherency TrekApp 2.0

* Firmware-First TrekApp

* Power Management TrekApp
 Security TrekApp

* Networking TrekApp

Abstract
SystemVIP
Library

Coverage Constraint

Test Suite LAl
Synthesis

(Planning Algorithms)

Synthesizable
VerificationOS

vV _A
VIP

UVM Sequences CSW +TLM

Testbench o T
+ |

DESIGN AND Q;;N ™

B AVA Ry =}

CONFERENCE AND EXHIBITION



Breker SystemVIP Library

=
=

SoC SystemVIP Library

*  The RISC-V Core TrekApp provides fast, pre-packaged
tests for RISC-V Core and SoC integrity issues

*  The Coherency TrekApp verifies cache and system-level
coherency in a multiprocessor SoC

*  The End-to-end IP TrekApp |IP test sets ported from
UVM to SoC

. The Power Management TrekApp automates power
domain switching verification

*  The Security TrekApp automates testing of hardware

r o " F—l access rules for HRoT fabrics

The Networking & Interface TrekApp automates packet
generation, CXL, UCle interface tests
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Constrained Random vs Al Planning Algorithm Synthesis

Constrained Random Generation \ Al Planning Algorithm
UVM SV & other PSS tools Breker Test Suite Synthesis
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Design black box, shotgun tests to search for key state Starts with key state and intelligently works backward through space

Low probability of finding complex bug Deep sequential, optimized test discovers complex corner-cases




RISC-V Verification Challenges

* Processors are hard to verify
e Consider Arm and Intel verification investments

Suggested RISC-V verification “stack”

Performance/power profiling

-

* Automation is the answer
* Number of diversified test generators, etc.

* RISC-V special requirements
* Custom instruction verification

* Compliance assurance

* Broad range of architectures
 Different processors have different needs

ISA compliance

e Embedded cores
* Processor clusters
* Application processors

SW Execution, OS Boot

System integration integrity

Core operation integrity

Complexity

Micro-architecture functionality

Up & running “Hello World”
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Different Challenges for Core vs SoC Ver

RISC-V Core Verification Challenges

fication

Random Instructions

Do instructions yield correct results

Register/Register Hazards

Pipeline perturbations dues to register conflicts

Load/Store Integrity

Memory conflict patterns

Conditionals and Branches

Pipeline perturbations from synchronous PC change

Exceptions

Jumping to and returning from ISR

Asynchronous Interrupts

Pipeline perturbations from asynchronous PC change

Privilege Level Switching

Context switching

Core Security

Register and Memory protection by privilege level

Core Paging/MMU

Memory virtualization and TLB operation

Sleep/Wakeup

State retention across WFI

Voltage/Freq Scaling

Operation at different clock ratios

Core Coherency

Caches, evictions and snoops

P-Mesh

=

Opentiia

E3
-]

t
Bootrom
9
UART

L=

RISC-V SoC Verification Challenges

System Coherency

Cover all cache transitions, evictions, snoops

System Paging/IOMMU

System memory virtualization

System Security

Register and Memory protection across system

Power Management

System wide sleep/wakeup and voltage/freq scaling

Packet Generation

Generating networking packets for 1/0 testing

Interface Testing

Analyzing coherent interfaces including CXL & UCle

Random Memory Tests

Test Cores/Fabrics/Memory controllers across DDR,
OCRAM, FLASH etc

Random Register Tests

Read/write test to all uncore registers

System Interrupts

Randomized interrupts through CLINT

Multi-core Execution

Concurrent operations on fabric and memory

Memory Ordering

For weakly order memory protocols

Atomic Operation

Across all memory types
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RISC-V Verification & Validation Tasks

Complexity »

S B

Complexity

Core Integrity

Interrupts/Paging/Memory Order

Micro-architecture functionality

ISA compliance

First Instruction Completion

IP Integrity

End-to-End Use Cases

Concurrency Testing

IP Configuration

CPU Cores

=

Complexity

SoC Integrity

Power/Performance Profiling

Security

Power Management

Interrupts/Paging/Memory Order

Cache Coherency

¢

Firmware

Firmware Integrity

End-to-End Use Cases

Concurrency Testing

Complexity »

HW/Firmware Compatibility
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Single Source of Truth for all stages of Verification & Validation

SVIPs for Core Integrity SVIPs for FW Integrity
* Register Hazards SoC Cache Coherency * Mem2Mem (dma)

* Load/Store Memory Ordering * |0 Offload (PCIE/Eth)
* Core Cache Coherency Power Management *  WAQ Servicing

* Core Interrupts System Interrupts o

SVIPs for IP Integrity

¢ Mem2Mem (dma)

* |0 Offload (PCIE/Eth)
* WAQ Servicing

D 4 D
>
= A 4
e
Virtual Platform Simulation Hybrid Emulation Silicon /
Environment UVM Block Acceleration Environment Prototyping
\ Environment ] Environment

High Level Debug Coverage Analysis Performance Profiling
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Core-Integrity Challenges

Random Instructions

Do instructions yield correct results

Register/Register Hazards

Pipeline perturbations dues to register conflicts

Load/Store Integrity

Memory conflict patterns

Conditionals and Branches

Pipeline perturbations from synchronous PC change

Exceptions

Jumping to and returning from ISR

Asynchronous Interrupts

Pipeline perturbations from asynchronous PC change

Privilege Level Switching

Context switching

Core Security

Register and Memory protection by privilege level

Core Paging/MMU

Memory virtualization and TLB operation

Sleep/Wakeup

State retention across WFlI

Voltage/Freq Scaling

Operation at different clock ratios

Core Coherency

Caches, evictions and snoops

Breker
RISC-V Core-Integrity
FASTApps
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Crossing RISC-V Core Verification Components

Reg Register Value
Instructions Hazards Hazards

Test sets of different types

Privilege Branch Load/Store Address Paging/ AACCESS Physical
Hazards

Levels Prediction Instructions Hazards MMU Address

Planning
Algorithm

test.c «

-
-
-
-
-
-
-
-~
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- e
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False Share
Cacheline

TrakGraph 1.0. 25: cpp._ _uart_dmac_a.

Tests crossed together in tree

Cache Index
Exceptions/ Hashes
Interrupts Stride

Patterns

D Tree walked to produce
comprehensive test sets
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RISC-V Core Testbench Integration

Scenario

Model,f;,Zc:’;g':<"qg(g
=< =y
~ s =

irtualized OS Services
I — » test.c
> C : il
BREKER" Omlpl el
TrekS oC

test.tbx C P U
$

Memory Snoop Interrupt
Model VIP VIP
r N r N
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RV64 Core Instruction Generation

& TrekDebug 2.0.2beta: coherency-riscvb4-core1@centost - [m] X

File Tests View Preferences Select Window
Br@E e =] e e BB AAA = & Find: in | coherency-riscv64-corel.c 4 » Match Case

“ Memory Map @& Memory Values @®

o
asmInstrs.1 trek_mem_ddr+0xdd09640 (0x8 bytes)

0x00000000: f86bf270  ab34b748

h a rto Test Source @®)
asmInstrs.l
"sd x31, 232(sp) \n\t" -
"1i t0, %[addr] \n\t"
To "sd sp, 0(t0) \n\t"
[addr] "i" (trek_mem_ddr+0x0dd09640)
: "t0v);
asmInStrS-l asm volatile("sltiu x29, x18, 29 ")
asm volatile("divu x1l6, x31, x16 ");
asm volatile("fmv.s £31, f16 ");
asm volatile("sllw x5, x26, x21 ");

asm volatile("fsgnjx.d f18, f8 , f12");

asm volatile("fadd.d f8, £0 , £2%); Random register instructions

asm volatile("fevt.w.s x27, fl12 ");
asm volatile("fclass.d x29, £f28 ");

asm volatile("feq.s x0, f5 , fi10");
. T asm volatile("feq.s x28, f31 , f20");
gl asm volatile("slti x19, x0, 23 ")
© asm volatile("flt.s x13, f13 , f14");

asm volatile("fclass.d x26, £f25 ");

asm volatile("fsgnjn.d f19, £f17 , £f5");
asm volatile("fclass.s x29, f19 ");

asm volatile("or x13, x0, x15 ");

acm sralarilallfawrt v A 21 fa A ) e =
< »

Test Idle

Log
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Instruction Coverage Analysis

& TrekGraph 1.230: coerency-riscybd-corel centoss - o X

I pss_top.riscv_ARVA_LR_SC_D1

File Constraints Graph View Preferences Window

Project Explorer ET) = | pss_top.riscv_ARVA_LR_SC_D2

coherency-riscvsd-corel D
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pss e e st |

r 27/103 reachable
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pss_top.compute. stopl40]
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pes,
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pss_te e st
pss_te e st
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pss_top_compute.stopl4] |
Pss_top.compute. stop[S0]

pss_top.riscv_A.RVA_AMOMAXUD l

| ' Atomics, loads and
s s stores not reachable
|_prtepnsone ] in register only test

‘ pss_top.riscv_A.RVA_AMOSWAPD |

i I
s foge
o
=5 top. compute. stopl54 pss_top.riscv_D.RvD_FLD
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=

pa e s
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pss e
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pss_top.compute. stopl67
pss e fte. st
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pss_top_compute.stopl6]

pss_top.compute. stopl70

Pss_top.compute. stop[7L
St e st

psste e st

pss_top.compute.stop(77

pss_top.compute. stop(79
pss_top_compute.stopl7]

Pss_top.compute. stop[SL
pss_te e st

pss]
pss_top.compute.stop[84
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RV64 Core

r
& TrekDebug 2.0.2beta: coherency-riscv64-core2@centos6
File Tests View Preferences Select Window

~

B-BEe & L2222 EB AAA

TO

multiOp.1

multiOp.2

multiOp.3

multiOp.4

multiOp.5

multiOp.6

multiOp.7

multiOp.8

multiOp.9

multiOp.10

multiOp.11

o
o
=

Memory locations of multiop.7

Load/Store

= & Find: in | coherency-riscv64-core2.c ~
“ Memory Map

o 0x007FFFF

\ Ox2FFFFFFE

< »

Test Source

multiOp.7

// multiop.7
trek_c2t_event(0, 0x5e);
/* tbx: trek message("Begin multiOp.7");
trek_write8(0xb6, trek _mem ddr+0x2380e3al);
trek_writel6(0xb639, trek mem ddr+0x2dccé6b26);
trek_writel6(0xd6f8, trek mem ddr+0x2dccéab2);
trek_write8(0xb4, trek_mem ddr+0x2380e35e);
trek_write8(0xc9, trek mem ddr+0x2dccéabl);
trek _write8(0x5e, trek _mem ddr+0x2dcc6b38);
trek_write8(0xff, trek_mem ddr+0x2dccéb2e);
trek_write8(0xc4, trek_mem ddr+0x2380e3a2);
trek_writel6(0x2cf3, trek mem ddr+0x2380e35c);
trek _writel6(0x5af8, trek mem_ddr+0x2dccéb2c);
trek_write8(0x01, trek_mem ddr+0x2dccéb3a);
trek_writel6(0xec92, trek mem ddr+0x2dccéb3c);
trek writel6(0xee92, trek mem ddr+0x2380e3a4d);
trek_writel6(0x9bdb, trek mem_ddr+0x2dccéb3e);
trek_write8(0x12, trek_mem ddr+0x2dcc6b40);
trek_writel6(0xe6e2, trek mem ddr+0x2dccé6aae);
trek_c2t_event(0, 0x5f);
/* tbx: trek message("End multiOp.7"); */

1 PAnA 1 LIPIP NN T t A ma

@® Memory Values @

// [event:0x5e agent:hart0 thread:T0 instance:

*/

// [event:0x5f agent:hart0 thread:T0 instance::

a«||» Match Case

multiop.7 trek_mem_ddr+0x2380e35c (0x4 bytes)
Before

0x00000000: 87112417
After
0x00000000:  f32ch417

multiop.7 trek_mem_ddr+0x2380e3a0 (0x6 bytes)
Before

0x00000000: 4ffeSdf6 e82c
After %

Locality of write addrs

»

Test Idle
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Example Address Allocation Patterns

// memAllocAddrSlice allocated setId:0x1 of 0x4 blocks

// memAllocAddrRand size:0x8 addr: trek mem ddr+0x08b810c8
// memAllocAddrRand size:0x8 addr: trek mem ddr+0x2380e378
// memAllocAddrRand size:0x8 addr: trek mem ddr+0x2380e380
// memAllocAddrRand size:0x8 addr: trek mem ddr+0x2380e370

// memAllocAddrSlice allocated setId:0x1 of 0x4 blocks

// memAllocAddrStride stride len:0x2000 size:0x8 addr: trek mem ddr+0x08b830c8
// memAllocAddrstride stride len:0x2000 size:0x8 addr: trek mem ddr+0x08b850c8
// memAllocAddrsStride stride len:0x2000 size:0x8 addr: trek mem ddr+0x08b870c8
// memAllocAddrStride stride len:0x2000 size:0x8 addr: trek mem ddr+0x08b890c8

// memAllocAddrSlice allocated setId:0xl1l of 0x4 blocks

// memAllocAddrHash hash:0x44 size:0x100 addr: trek _mem ddr+0x08bc1100
// memAllocAddrHash hash:0x44 size:0x100 addr: trek mem ddr+0x08c01100
// memAllocAddrHash hash:0x44 size:0x100 addr: trek mem ddr+0x08c41100
// memAllocAddrHash hash:0x44 size:0x100 addr: trek_mem ddr+0x08c81100
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Application to Unit Bench and Sub-System Bench

NOC/Cache Unit Testbench

VIP

acceller) ——

SYSTEMS INITIA

Ty
B-Ba @0 55

cpud
T0
17

= AAA

cpul i cpud cpus
T0 i T0 T0
SI 6
snoop_mrite.7 |

Few

1 1 |

000

Memory || Memory
Controller| |Controller

I N

Cache

<&

NOC/Coherency Sub-Subsystem
Testbench
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RV64 Core Exception Testing

& TrekDebug 2.0.2beta: coherency-riscvb4-core3@centosé - @ X

File Tests View Preferences Select Window
B-r@E e g LLL BB AAA = & Find: in | coherency-riscv64-core3.c ~ || Match Case
“  Memory Map @ ® Memory Values @®

o 0x007fFfff sendInterrupt.l trek_mem_ddr+0x2dcc6b00 (0x4 bytes)
0x00000000: 2f1108ee

hartO
ToO ‘ | S

: Test Source @®
installlnterruptHandlers.1 sendInterrupt.1
sendinterrupt.1 (i SETeTHCEER TR Generates for example,
trek_c2t_event(0, 0x5); // [event:0x5 agent:hartQ 4

/* tbx: trek message("Begin sendInterrupt.l"); (" ")-
// Remember current interrupt count for use4m the check asm UNIMP b
trek_write32(trek_read32(&trek_int pt_count[0]), trek mem ddr+0x2dcc6b00); |
// Trigger interrupt #0
trek_send_interrupt(0);
trek_c2t_event(0, 0x6); // [event:0x6 agent:hart0 thread:]

/* tbx: trek message("waiting for 'trek_interrupt count tre CheCk exception Counts

trek write32 shared(0x3, trek _hart0_TO_state);

sendinterrupt.2

sendinterrupt.3

sendlnterrupt.4

checkinterruptCount.1

}
case (0x3): {
if (!(trek_interrupt count[0] >  trek read32(trek mem ddr+0x2dcc6b00))) { break;
trek _c2t_event(0, 0x7); // [event:0x7 agent:hart0 thread:T0 instance:s
q T /* tbx: trek message("... got 'trek interrupt count[0] > trek read32(trek me
S trek_write32(0xee08112f, trek mem ddr+0x2dccé6b00);
trek_c2t_event(0, 0x8); // [event:0x8 agent:hart0 thread:T0 instance:s

/* tbx: trek message("End sendInterrupt.l"); */
trek_write32_ shared(0x4, trek hart0_TO_state);
break;

= -
5 ‘ »

Memory locations of sendinterrupt.1 Test Idle
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Page Based Virtual Memory Tests

Virtual address Physical Address
9 9 9 12 44 12
——>[EXT[ 2 | 11 [ 1o [offset] PPN
| I
44 10
11
44 10
11
PPN |Flags " 10
T 511
1 PP| Flags
0 !
A Page|Directory 1 Ly PPN |Flags
(D |-

Page| Directory 1
0

Page Directory

63 53 10 9876543210

Reserved Physical Page Number RSWD AG UXWR\V

L~ v-valid
R - Readable
W - Writable

X - Executable

U - User

G - Global

A - Accessed

D - Dirty (0 in page directory)
Reserved for supervisor software

DVCOI
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RV64 Core Page Based MMU Tests

&
File Tests View Preferences Select Window
B-B@Ee =] P ee =B AANA = & Find: in | coherency-riscv64-cored.c ~ || Match Case
IMuIvp.o ~| Memory Map @® Memory Values @®
multiOp.4 o —— 0x007FFFF swapOne.2 trek_mem_ddr+0xdd09000 (0x2000 bytes)
Before
multiOp_5 ' 0x00000000: f8aSallc a0b9Sc2d 388a8a43 082f3264
0x00000010:  78fa7f77 doocosbf bs2a200a  bs7211f6
multiOp.6
! 0x00001fe0: fB8ed47c60 c1769a09 38dS2197 a%e46b40
doCopy.3 Ox2FFFFFF 0x00001ff0: 78050aba  715a79%b bs75ffes  dochded2
~ After
Al » AvO0NOONNN:  £095A16h  NANOTOAA  200a2a0n  d&falnon b
doCheck.2 Test Source @®
doCopy.4 swapOne. 2
checkSet.1 // swapOne.2
trek_c2t_event(0, 0x38); // [event:0x38 agent:hart0 thread:T0 instance:s
writeSet.1 /* tbx: trek message("Begin swapOne.2"); */
multiop.7 /* swapping Pages: trek mem ddr+0x0dd0a000 and trek mem ddr+0x0dd09000 */
: const trek uint64_t addrA = trek mem_ddr+0x0dd0a000ULL;
multiOp.8 const trek uint64_t addrB = trek mem ddr+0x0dd09000ULL;
// Find table entries for each address.
swapOne.2 ) ; )
P trek_uint64_t* const ptel = trek find_pte(addrh); Swap MMU PTE S and
sFenceVMA.2 trek _uint64_t* const pte2 = trek find pte(addrB);
const trek uint64_t entryl = *ptel; / Check memory R
dekkerOp.2 const trek _uint64_t entry2 = *pte2;
dekkerCheck.2 // Insert the new table entries with addrA and addrB swapped.
; *ptel = entry2;
writeSet.2 *pte2 = entryl;
i T trek_c2t_event(0, 0x39); // [event:0x39 agent:hart0 thread:T0 instance:s
% /* tbx: trek message("End swapOne.2"); */
B trek write32_ shared(0x17, trek hart0_TO_state);
break;
}
Memory locations of swapOne.2 Test Idle
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2 B8 B
S
| cpu_0
)

]
i TO Tl T2 T3
| | doCheck.7 ~ﬂw doCheck.1 doCopy.10
] -
i doCheck.2 doCopy.25_] doCheck.8 doCopy.21
' | doCheck @ fe—THcCheck.63 doCheck.12 doCheck.3
1
i | doCheckd doCopy IT——™ doCopy.5
]
' | doCheck.5 doCheck13 || doCopy.6
]
| doCopy.7 te—— doCopy.1 doCopy.31
] \
! doCopy.2 4 doCheck.10 doCopy.12 doCheck .45
1 /
! | doCheck11 P | doCopyl3 doCheck.16 doCopy.3
! 1\

mesm Ham meambh i e anifiad Enven b

e

Core-Integrity: Single Core, 4 Threads

Memo... @& Memory Values
A

o I
doCheck.9 trek_mem_ddr+6x1989ae8 (0x7cd bytes)
Ox00000000: ff72069f bbd852ac 373555b7
- = Ox00000010: 6fc8b8cf 43b33477 a78a0feb
Test Source
doCheck. 9

// doCheck.9
trek_yriteBZ_ghared(Ox?, trek_cpu_p_TO_state];
}
case (0x7): { // wait for doCheck.8

if (trek read32 shared(trek cpu 0 T2 state) < 0x6) break;
tralk ~2+ ewventiN__ Nx9)-:

67ad4elBa
2fbe5b5c

[/ Tevent:N¥9 acent:cr N _thraad-TN _insetance:doChack 9

T b
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Modular, Configurable and Extendable Building Blocks

System Coherency Top Graph
| nscv32 A '
memSizes | riscv_F '
memSize64Byte_ :
— | B J nscv D .
memAllocs P JL‘I-OJ
j mcmsanlmz ' : ,-——meea”d ns:v_TSOV|
| memsize28yte = | readonly . .
—J memallo | | _iscv_rence: '
| memsasdape § ’ S— : ‘ [ { readwree ) [ opsetzops ’
| memsizessyte | -~ - j ] distates | memsetops | Py
bt EJ -{ doS(enanr’ ‘ ”—“0"'“ T riscvea A l
'ms‘z“m. ! workload & -
| )
o —— 7 aarches .
| platformconfig | — |
dekker . —
- / ) memBlkOps
Specialized Addl
Memsize Algorithm Instructions

Example [> Specific Component Special Coherency Extra Processor
Customizations Characteristic Test Algorithm Instruction
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Testing a Custom Instruction

* RISC-V ISA custom instructions pose a
particularly difficult verification challenge

J ris _F"
* Custom instructions need to be tested with the [ mevo )
processor tests, not as an afterthought [0 )

e Breker solution allows custom instruction tests
to be easily added into test graph

* Breker synthesis combines these tests with the
app to ensure full custom processor testing

Additional
Instructions

2024
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Agenda

* Test Suite Synthesis and SystemVIP
* RISC-V Core Verification SystemVIP
* RISC-V SoC Verification SystemVIP




SoC-Integrity Challenges

Random Memory Tests Test Cores/Fabrics/Memory controllers across DDR, |
OCRAM, FLASH etc
Random Register Tests Read/write test to all uncore registers
System Interrupts Randomized interrupts through CLINT Breker
Multi-core execution Concurrent operations on fabric and memory RISC-V SoC-Integrity
Memory ordering For weakly order memory protocols s SystemVIP
Atomic operation Across all memory types
System Coherency Cover all cache transitions, evictions, snoops
System Paging/IOMMU System memory virtualization
System Security Register and Memory protection across system
Power Management System wide sleep/wakeup and voltage/freq scaling |

* End-to-End use cases
* Early Firmware Testing
* Performance-Power Profiling

DESIGN AND @N ™

DVCON

CONFERENCE AND EXHIBITION




RISC-V SoC Integrity TrekApp

Privilege
Levels

DMA etc.
Int. 1/O

o

Memory False Share
Interleave ' Cacheline

Address Multi-Agent Planning »
Hazards Schedules Algorithm
Stride

[ S

Nolnterleave Patterns

Se—————

R

Load/Store

Exceptions/
Interrupts

Memory
Operations

B e —
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RISC-V SoC

Scenario

=<l

BREKER"

Tr ekS o C

Model f"":<

estbench Integration

—p test.c

Compiler
‘CPUHCPUHCPUHCPU‘ ‘CPUHCPUHCPUHCPU‘
[ L1 J[ L4 (L8 J[ L1 | === [ LT J[ LT J[ LT J[ LT ]

| L2 \

Cache-Coherent Switching Fabric

‘ L3 Cache / Snoop Filter ‘

Memory Memory PCIE Ethernet Offload
Controller Controller

‘ PCIE ‘Ethernet
VTIP VfP

DVLC D
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Multi-Agent Scheduling Plans: Overview

* True Sharing within scenario
* False Sharing across scenarios

N Transition Scenarios

\NVD?TV:}‘INVD ;’ QH\"‘

Probe Wite Hit ‘ : @ VlP __

Read Miss, Exclusive ) L D
PR

N Transition Sequences [sT]
EE——
o]
Concurrent Scenario Test STEX
Be €6 5 SEu AAA S _ =

Schedule Memory
Interleave & Pack
Resolve Dependencies

cache.1l7 |+ snoop_write.6 t

“{Snoopowites| | |snoopwiteZ .
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RV64 MultiCore MoesiStates

i & TrekDebug 2.0.2beta: coherency-riscv64-moesiStates@centosb = (m] X
File Tests View Preferences Select Window
B-@E e =] DR e BB AANA = & Find: in | coherency-riscv64-moesiStates.c ~ <« Match Case
“| Memory Map @6 Memory Values @®
ddr =
0| multiop.36 trek_mem_ddr+0xff95020 (0x4 bytes
harto hartl hart2 hart3 ‘ 0x00000000: 4b22f054
To n To n To n To n multiop.36 trek_mem_ddr+0xff9503c (0x4 bytes
| —— l - e ' 0x00000000: 4b22f054
| mulkiop.14 ‘ multiop.2 multiop. 10
multiop.3 | multiop. 11 | multiop.33
multiop.4 multiop.29 | mll:iop,lsl multiop.12 J ~
’m‘ 7 » f >
@®

muttiop.6 muttiop.17

multiop.7
multiop.19

multiop.36
multiop.37

muttiop.47

B e

— ]
muttiop. 24
muttiop.25
muttiop.26 muttiop.41 P/
muttiop.27
multiop.42

T mutiop.43

H—as muttiop.46

multiop.21

multiop.23

multiop.39 I”’/
mutiop.40

multiop.28

mutiop.44

muttiop.5 muttiop.34
muttiop.30 /
| mutiop3s ¥ [ mutiop.1s |
multiop.8
muttiop.20

>M

®

=3
o
3

Memory locations of multiOp.36

Test Source

multiOp.36

// multiOp.36

trek write32 shared(0x8, trek hart0 TO0 state);
, - - Planned Cache State
case (0x8): { // wait for multiOp.35 ano
Transitions

if (trek_read32_shared(trek_hart3_TO_state 0x7) k

trek_c2t_event(0, 0xb); // [ nt:0xb ager
/* tbx: trek message("Begin m i0p.36"); */

// memAllocSingle with 0x1l bl s of 0x4 bytes

// pss_top.moesiStates.EXCLUSIVE_to_MODIFIED_8_ i / pss_top.o}

// trek_copy memory block(trek _mem ddr+0x0f£f9503c, trek mem ¢

trek write32(trek_read32(trek mem ddr+0x0f£f9503c), trek mem c¢

trek_c2t_event(0, 0xc); // [event:0xc agent:hart0 i
/* tbx: trek message("End multiOp.36"); */

trek write32 shared(0x9, trek_hart0_TO_state);

break;

Test Idle
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Atomics Testing

é

File Tests View Preferences Select Window

B--@EE -~} D ee B AANA = & Find: in | coherency-riscv64-atomics.c «||» Match Case
. “  Memory Map @® Memory Values @®
Check result is aggregate of ., v | lmiLeion. 10 troknomddrsacFfosesn (oxt byel
Before
S nchronized atomic v ' 0x00000000: bssb7386
y ' After
. ! 0x00000000: a3c75b72
(0) p e rat 1ons \a\no hart1 hart2 hart3 ' ' oxae
To he! 10 he! 10 n 10 T =
multiop.1 multiop.32 ] multiop.2 [ multiop.? | multiop37 multiop.3 < » < )
-u:::p.:: - m::.l: | someschects | multiop.s atomlesCheck.3 multiop.s m.:::.l: Test Source AR
atomlcscheck.4 multiopadN, muliop1s muliop.13 muliop12 muliop.11 mult lOp .19
.ummnm.u‘\ stomlcacheck§ stomicscheck13 atamicschecks
\ multiop.17 multiop.1 // multi Op.1 9
atomlcsCheck.s atomlesCheck.10
T ] LT maoran trek write32 shared(0x7, trek hartl Tl state);
— — , - e
oy as [ | e [ mworas | case (0x7): { // wait for sync tasks
::::::: = | muopas | muliop.36 e | stomiescheckaz | [ muopas | if (( trek_read3 2_shared ( trek_hartZ_TO_state ) < 0x10 ) I I
multiog.a2 [wepe | [ mumena | [ Cemicchectar | ( trek_read3 2_shared ( trek_hart 3_TO_state) < 0x8) I I
oo | o | (trek_read32 shared(trek_hart3 Tl state) < 0xf)) {
[ muwopa ] | muwopas | [atomicacheckas | b reak;
}

B®

=3
o
=

. Memory locations of multiop.19

trek _c2t_event(3, 0x4c);
/* tbx: trek _message("Begin multiOp.19");

// [event:0x4c agent:hartl
*/
{
trek _uint32_t *ptr = (trek uint32_ t*)(trek mem ddr+0x0ff9
(void)__atomic_fetch xor(ptr, 0xf428aclb, _ ATOMIC_SEQ CST
}
trek_c2t_event(3, 0x4d); // [event:0x4d agent:hartl
/* tbx: trek_message("End multiOp.19"); */
trek_write32_shared(0x8, trek_hartl T1_state);
break;

Test Idle
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RISC-V SoC Memory Ordering: Dekker Algorithm

 Assume initial state A=0, B=0

* The Dekker Algorithm States
core ©: ST A, 1; MEM BARRIER; LD B
core 1: ST B, 1; MEM BARRIER; LD A
error iff ( A == 0 & B == 0 )

* This is a test for a weakly ordered memory system

e Such a system must preserve the property that a LD may not reorder ahead of
a previous ST from the same agent

o /p P - DESIGN AND VERIEICATION™
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Dekker Memory Ordering

& TrekDebug 2.0.2beta: coherency-riscv64-dekker@centost - O X

File Tests View Preferences Select Window

BE-EBEe & 28 AKXNA = ¢ Find: in | coher CheCk Ordering across - [ M—,nchcas;D

To 1L To e To e T0 T1 R heck.19 trek_mem_ddr+0x4161320 (0x&
e e | e e | s gl S\/NC hronized Dekker ok 10 trakmam dirse

datans detachets dataors [wtacieczs | [Caaciean | aettaons xeanrs
eck.19 trek_mem_ddr+0x2380e32f (0x

[Cootans | [Cienacieas C sarons | ieracieast
ey deteronsy deteronss e e dataciea 000: 2b

.
deteronss wetirchecs wettaric o wetrors heck.19 trek_mem_ddr+0x2380e3do (0x
o == = = scenarios

000: 368b6f00 368b6f00 cfb62bbd 63dc

[twcteazs | | dstuchctas ey [twietn | | dsimcvian | A g k.19 trek_mem_ ddr+0x2dccob24 (ox
[otchecan | | drchcta ey = . _mem_ |
dekkeropas dekkerop2 [ detkeropae | [ detkeropas | ts | 7T ‘ﬂxnnﬂﬂnnﬂﬂl cf 5
watnan | | davorn | | e | [T |

dekkerchecka1 Test Source @6

= — — dekkerCheck. 19
/Cammmn] [esa e | // dekkercCheck.19 2

[etecuectar | ikt [Coatwonss ] [Castteronas Lo trek write32 shared(0x15, trek hartl Tl state);
ﬁ\-ﬂﬁ?ﬁ| H—| } B - o - T K

| case (0x15): { // wait for dekkerOp.46
e if (trek_read32_shared(trek_hart0_T1_state) < 0x10) break;

st s trek_write32 shared(0x16, trek hartl_T1_state);
= [romeae]  [Comwsa] )
..‘::“:',. fr] (== ] [ case (0x16): { // wait for dekkerOp.48
el o fmen % if (trek_read32_shared(trek_hart3 TO_state) < 0x13) break;
ieisorad [ i | e | [Cisonn ] CETECED trek_c2t_event(3, 0x9d); // [event:0x9d agent:hart!
= — = \'.:.:.:'J [Caatanrs | [Teatemnae ] /* tbx: trek _message("Begin dekkerCheck.19"); */
e e if (!1(!((trek_read64(trek_mem ddr+0x2380e3d8) == 0x8376dc63}
[Tamtaonss | [Caeteopse | b [Cabaopss | [Cibaonn | trek_c2t_arg(3, 0x0);
trek_c2t_event(3, 0x9%e); // [event:0x9e agent:hal
< T /* tbx: trek verbatim check ("!((trek_read64(trek _mem_d¢
® }

e trek _write32(0x006£8b36, trek mem ddr+0x2380e3d0);
trek_write32(0x006£8b36, trek mem_ddr+0x2380e3d4);
trek_write64(0x5d92b0b2da60e254ULL, trek_mem ddr+0x04161320
trek_write64(0x8376dc63bd2bb6cfULL, trek_mem ddr+0x2380e3d8
trek_write8(0x2b, trek mem ddr+0x2380e32f);

};emory locations of dekkerCheck.19 Test Idle
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MultiCore MMU Tests

é

File Tests View Preferences Select Window

[i& © B E AN A =) ¢ Find: in | coherency-riscv64-pageSwap.c ~ «|[» Match Case
2] Y- Pag P
ey Frm— P—— “ Memory Maj @& Memory Values B
[ | [ | 1y Map &
o | aar = =
o N T 0x007ffHF swapOne.14 trek_mem_ddr+0xddobooo (0x1000
Before
I - 0x00000000: f8a524ea dS27cedb 388a0919 bc9S
0x00000010: 78faf24c 040baddd b82aa773 ecf8

0x00000fe0: f86452e3 ac2debf2 38550716 7783

ey

‘ L) | == L . Ox2eFFFFE 0x00000ff0: 78850945 df 70ce84 befsd268 a7e6
o = : [ | [
[ | [ e [Cwwamac | [ rorse [ e ~| | After =
q Yl [ y
= = = = =
hdsatss hackzatas @®
o = [ ]
=

muliop.a)

= — — /t } A” cores Swap MMU red(trek_hart2 T1_state) < 0x3f) || 7
PTEIS and CheCk red(trek_hart3_T1_state) < 0x42)) {

T memory access 139); // [event:0x139 agent:hari
H sage("Begin swapOne.l4"); */
— Sa— /* Swapping Pages: trek mem ddr+0x0dd0b000 and trek mem ddr-
e T e N M T const trek uint64_t addrA = trek_mem_ddr+0x0dd0b000ULL;
=iz const trek_uint64_t addrB = trek_mem ddr+0x0dd16000ULL;
e — e // Find table entries for each address.
msens) | trek_uint64_t* const ptel = trek_find pte(addrd);
trek_uinté64_t* const pte2 = trek_find pte(addrB);
const trek _uinté64_t entryl = *ptel;
const trek_uint64_t entry2 = *pte2;
0 - // Insert the new table entries with addrA and addrB swappec¢
® *ptel = entry2;
= *pte2 = entryl;
trek_c2t_event(2, 0xl1l3a); // [event:0x1l3a agent:hari
/* tbx: trek message("End swapOne.l14"); */
trek _write32_shared(0x4f, trek_hartl_TO_state);
break;
g T o

5

Memory locations of swapOne.14 Test Idle
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False-Share Memory Stress Tests

Allocate set of memory blocks
[ [ [ [ [ [ | —
[ [ [ [ [ [ |
[ [ [ [ [ [ |
[ | | | | | |
Byte 5 Byte 4 Byte 3 Byte 2 Byte 1 Byte O
y\ Each core operates on a “slice”
/ of memory
void * addrs[] = { | —lvoid * addrs[] = { void * addrs[] = {
(void *)(trek mem ddr+0x08b830ca), (void *)(trek_mem ddr+0x08b830c9), (void *)(trek_mem ddr+0x08b830c8),
void *)(trek _mem ddr+0x08b850ca), (void *)(trek_mem ddr+0x08b850c9), (void *)(trek_mem_ ddr+0x08b850c8),

14

—_— — ~— ~—

(
(void *)(trek _mem ddr+0x08b870ca
(

(
(void *)(trek_mem ddr+0x08b870c9), (void *)(trek_mem_ ddr+0x08b870c8),
void *)(trek_mem ddr+0x08b890ca (

| (void *)(trek_mem_ddr+0x08b890c9), | i (void *)(trek mem ddr+0x08b890c8), |
By i Ly L

14

Random cores with
synchronized start

ImicroLoopWriteCheck8.3 I | microLoopWriteCheck8.2 | I microLoopWriteCheck8.6 | : | microLoopWriteCheck8.4 l l microLoopWriteChecks8.1

int trek microloop_write_check8( void * addrs[], int count, trek uint8_t pattern){
int errorCount = 0;
int ii;
for ( ii = 0; ii < count; ++ii){ Each core has free
trek_write8 (pattern, addrs([ii]);
} for ( int ii = 0; ii < 1000; ++ii ){ running|oop
for ( ii = 0; ii < count; ++ii){ — . . .
if (crek reads(addrs(ii]) = pattern) ( errorCount + trek_mlcroloop_wrlte_check8(addrs, 4, 184);
++errorCount; }
trek_runtime_error("trek microloop_write_check8", addrs([ii], pattern, trek read8(addrs[ii]));
}i
}
return errorcCount;

}
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High Coverage and Bug Hunting

SystemVIP Test Suite Synthesis Coverage Comparison

Recent examples of bugs discovered in real designs Ty
;‘ RISC-V spec misunderstanding between core vendor and user : 0[] seamoson 00— comore

)‘ Coherent Mesh Network (CMN) programming issues
7‘ Misconfigured ARM CMN pin to enable coherent traffic
‘ DDR model unable to handle AXI "wrap" transactions.

)‘ Common cache line access reveals deadlock

7‘ Custom instruction bugs discovered by stress tests

7‘ Results mismatch with ultrawide address strides
‘ Incorrect exception for guest virtual address[63:38] = Ox1ffffff
J‘ Bad mcause value for guest physical address[63:31] != 0x0

DESIGN AND Q;N ™
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Bug Example: RISC-V spec mis-interpretation

* Design: Customer SoC using a third-party RISC-V processor

* Breker SystemVIP: RISC-V SoC & Coherency TrekApp

* Bug: Weakly ordered memory read-write mismatch on complex load-store
e Test: Combined RISC-V Load Store and Dekker Algorithm

* Reason: Misunderstanding in RISC-V Fence instruction execution

* Resolution: Bug agreed by processor vendor, processor core reissued

Processor A Processor B

The Dekker Algorithm States : check
core ©: ST A, 1; MEM_BARRIER; LD B e (read)
core 1: ST B, 1; MEM_BARRIER; LD A §
error iff ( A == 0 & B == 0 ) ~

— check
(read)

check
(read)
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Concu

SD
Card

ccb

Testbench
_SoCRTL
CPU Memory Photo
Processor
[
() [}
Fabric Risystem
Pand
: ower
\ Fabric || control
INIEN SD Card
Controller Controller

rent Test Execution

test_cpul.c test_cpu2.c 3 Memory Memory
- . _Cpuz.c test_cpu3.c Region 1 Region 2
-~ ---
2/ Image #1
JRY

Raw Image #2

SD Card
Controller —

Read

SD Card
Controller
Write

v

Region 3

W
~
Controllergy B B SN pEG-Encoded
Image #2
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Core-Integrity Example:
Multi-Hart (x4), 3 Threads Each

Breker Concurrent Scheduling Stress Tests the Processor/SoC

Advanced, Abstract Debug Execution Profiling
@ TrekDebug 1.2.24: workload

File Tests View Preferences Select Window

Post-execution test length
based on # clocks,
# instructions, etc.

B-BQ 0-0 PpoEB AAA

= v = % [ A A A 620 = &= Find: in  worl

Post-run analysis of design
Quickly observe concurrent multi-test progress and DUT reaction performance/power bottlenecks

accellera ‘ ‘ DESIGN AND VERIFICATION
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Scalability — Going from One to Many Cores

Re-running your test(s) in multi-core designs

il | ==

Basic Workload Test, ' | — . Basic Workload Test,
Single Core Multicore




Scala biIity —What Are the Additional “Knobs” For Multi-Core?

Granularity: Cache-line

Exercising:
R st
Mem T e
.

_———I
@
e @

|———| r- |
| =i L [

Basic Workload Test, Basic Workload Test,
__Single Core

Ul

\/ icore

— = &2024
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Scalability —What Are the Additional “Knobs” For MultiCore?

Granularity: Word

Exercising:

————I
- |————I
I———J .

Ba5|c Workload Test, Basic Workload Test,

DESIGN AND \Q;A:N ™~
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Thanks for Listening!
Any Questions?

www.brekersystems.com




