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Clock domains are increasing with increasing complexity

Number of Asynchronous Clock Domain on ASIC Projects
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CDC issues are a major reason for expensive respins

Cause of ASIC Respins
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— CDC issues are 3 major reason for Silicon respins

Source: Wilson Research Group Functional Verification Study 2022
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Clock domain crossing and metastability
— A clock domain (CD) is a region of synchronous logic with exactly one clock

— Most real-life designs operate on multiple clocks (for power and performance reasons)
— A clock domain boundary arises when the clocks change

CLKA Domain | CLKB Domain

if CLKA & CLKB are
asynchronous

CLKA

T 060

Source: Cadence JasperGold CDC user guide

— Signals crossing clock domains must be synchronized to avoid metastability effects!
— Metastability modeling - creating setup/hold violations



CDC issues
O

_ _ —
Structural violations ooo
— Missing synchronizers
— Combinational logic on CDC path
— Structural glitch

R

CDC protocol violations Y

— Standard synchronization scheme-specific transfer
protocol related issues
— Custom synchronization scheme-specific issues

J%,
Data coherency issues @

— Convergent/divergent/re-convergent design structures
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CDC protocol
Issue
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— Reset related violations
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Conventional CDC verification &—/

Functional Verification
Simulation with MSI
Code & Functional Coverage
Closure

Sign-off by Designer Sign-off by Verifier MSI — Metastability Injection
CDC - Clock Domain Crossing

Structural Analysis

Functional CDC Analysis
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Proposed CDC verification flow &—/

Design Engineer

Verification Engineer
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CDC Clean RTL
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What are the benefits?
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Design Engineer — Verification Engineer

CDC Clean RTL
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Metamodeling

ndff_sync
JReTy . Metamode| num_stage: string[1]
:I:l: Synchronizer type . prim_clk: string[1]
details UML class diagram sec_clk: string[1]
Configurations <§§3
Spec layer
CDC pair ndff_sync
CLK1 | ] CLK2
information num_stage: 2

prim_clk: clk1
sec_clk: clk2

< Property layer

o —iD D Q:F - 4D Qun

m

A FF FF, FFpu

@)

<

_| . . '

= I

System clock
Generation Framework
property data stable; View layer l covergroup cg @ (posedge clk)

@ (posedge clkl) disable iff (!rst n)
$stable(data 1) [*2];
endproperty

cp_src: coverpoint sig src
cp_dest: coverpoint sig dest
cp_cdc pair: cross cp src, cp dest

PROPERTIES
49Vd3dA0D
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Bugs detected
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Review Violations X
is ~ % [E[2[@ [0 @ M ~[7-Filter on Message
[Description (order by severity) 7 [=

Type

Analysis Used

Bug Description

RTL bug
RTL bug
RTL bug

RTL bug
RTL bug
RTL bug

RTL bug

Testbench bug
Testbench bug
Testbench bug

Tool bug

Structural analysis
Structural analysis
Structural analysis

Structural analysis
Structural analysis
Functional analysis

Functional analysis

Functional analysis
Functional analysis

Metastability analysis

MSI model generation

Missing synchronizer for CDC signal
Missing synchronizer for RDC signal
Combinational logic on the CDC path

Combinational logic on the RDC path

Reset signal converged before reaching the destination
unit

Wrong signal configuration (signal not static)

Signal not stable enough to be captured correctly by
destination unit

Input pulse was more than 1 cycle wide (pulse
synchronizer)

Data loss because of incorrect clock frequencies

Assertion didn’t handle the extra delay due to metastability
propagation

MSI model was not getting generated for simulation

E] Severity: Error (142)
Tag: CDC_PR_LOGC (1)
"Combo Logic on CDC path between source unit 'i_smc_lite.i_apb_lite.control_block.control_state_r' driven by clo...
Tag: CNV_ST_CONV (2)
"Convergence at 'i_smc_lite.FSM_block.state" in destination clock domain hclk’ after synchronization”
"Convergence at 'i_smc_lite.FSM_block.buffer_Isw_out' in destination clock domain hcik’ after synchronization”
Tag: RST_NO_SYNC (62}
“"Missing reset synchronizer between reset signal 'n_sys _reset’ driven by clock " and destination unit "clocks :
reset synchronizer between reset signal 'n_sys_reset’ driven by clock " and destination unit 'i
reset synchronizer between reset signal 'n_sys_reset’ driven by clock " and destination unit 'i
reset synchronizer between reset signal 'n_sys_reset’ driven by clock " and destination unit 'i
reset synchronizer between reset signal 'n_sys_reset' driven by clock " and destination unit 'i
g reset synchronizer between reset signal 'n_sys_reset' driven by clock " and destination unit 'i
“"Missing r - - - — “
"Missing rel /5| | Type ¥ | Name i I;
"Missing re - -
"Missing re| 3§ Assert CDC_i_smc_lite.fifo_sync.i_data_no_write_on_full
"Missing r . - ) -
; " ir\i re| Assert CDC_i_smc_lite.fifo_sync.i_data_no_read_on_empty
o Assert CDC_i_smc_lite.fifo_sync.i_data wptr_gray coded
[ Assert CDC_i_smc_lite.fifo_sync.i_data_rptr_gray_coded
o Assert CDC_i_smc_lite.FSM_block.control_counter_pulse_data_stable
XK |Assert CDC_i_smc_lite.FSM_block.control_state_pulse_data_stable
x Assert CDC_i_smc_lite.i_apb_lite.control_block.i_manager.msynchronizer.en2_data_sta...
b 4 Assert CDC_i_smc_lite.FSM_block.error_sync.data_sync_data_stable
o Assert CDC_i_smc_lite.FSM_block.buf lsw_syncO.data_sync_data_stable
o Assert CDC_i_smc_lite.FSM_block.buf lsw_syncl.data_sync_data_stable
a ot e Lo Cons Lol b S et el
ST | Type T | Name 7 [~
o Assert CDC_i_smc_lite.FSM_block.buf_|sw_syncl.data_sync_data_stable
o Assert CDC_i_smc_lite.FSM_block.buf_lsw_sync2.data_sync_data_stable
4 Assert CDC_i_smc_lite.FSM_block.buf |sw_sync3.data_sync_data_stable
[ Assert CDC_i_smc_lite.FSM_block.buf |sw_sync4.data_sync_data_stable
o Assert CDC_i_smc_lite.FSM_block.buf |sw_sync5.data_sync_data_stable
o Assert CDC_i_smc_lite.FSM_block.buf |sw_sync6.data_sync_data_stable
o Assert CDC_i_smc_lite.FSM_block.buf |sw_sync7.data_sync_data_stable
¥ |assert counters_equal_2_cycles_apart
X Assert 2 [Name  [gin Name T [engine ¥ [Bound [rime  [rask Traces CG Name CP Name
@ Assume (1) E[E o cp_src_3_autol1] cp_dest 3 auto[1] Hp 3 0.0 <embedded> 1/cdc_pair_cov cx_cdc_pair 3
s| © ""“:J’“s‘::‘—f"”‘f“a o cp_src_3_autol1]_cp_dest_3_autol0] Hp 2 0.0] <embedded> 1 cdc_paircov  |ex_cde_pair 3
‘. Assume(res. & : (3:45]71 o cp_src_3_autol0]_cp_dest 3_autol1] N 5 0.0 <embedded> 1cdcpaircov  |ox_cde_pair 3
2 ~cp_src 2 hd cp_src_3_autof0]_cp_dest 3 auto[0] N 1 0.0/ <embedded> 1 cdc_pair_cov x_cdc_pair_3
— B T ED_::IEE " cp_src_2_autol1]_cp_dest_2_autol1] Hp 3 0.0| <embedded> 1 cdc_paircov  |cx_cde_pair 2
2 3 (hﬁ] 5 1 cp_src_2_autol1]_cp_dest 2 autol0] Hp F) 0.0/ <embedded= 1cdcpaircov  |ex_cde pair 2
5 cx_cde pair1  ||¥ cp_src_2_autol0] cp_dest 2 auto[1] N 5 0.0 <embedded> 1/cdc_pair_cov cx_cdc_pair 2
— -oxcdepar2 |y cp_src_2_autol0]_cp_dest_2_autol0] N 1 0.0/ <embedded> 1 cdc_paircov | cx_cdc_pair 2
Coxcdepains [, cp_sre_1_autol1]_cp_dest 1 autol1] Hp 3 0.0 <embedded> 1cdcpaircov  |ox_cde pair 1
A cp_src_1_autof1]_cp_dest_1_auto[0] Hp 2 0.0 <embedded> 1 cdc_pair_cov cx_cdc_pair_L
0 cp_src_1_autol0] cp_dest 1 auto[1] N 5 0.0/ <embedded> 1 cdc_pair_cov cx_cdc_pair_ 1
o cp_src_1_auto[0] cp_dest_1_auto[0] N 1 0.0| <embedded> 1/cdc_pair_cov cx_edc_pair 1
b auto[1] Hp 2 0.0 <embedded> 1 cdc_pair_cov cp_src_1
0 autol1] Hp 3 0.0/ <embedded> 1 cdc_pair_cov cp_dest 1
o auto[1] Hp 2] 0.0 <embedded> 1 cdc_pair_cov cp_src_2
b auto[1] Hp 3 0.0 <embedded> 1 cdc_pair_cov cp_dest 2
0 autol1] Hp 2| 0.0/ <embedded> 1 cdc_pair_cov cp_src_3
o auto[1] Hp 3| 0.0 <embedded> 1/cdc_pair_cov cp_dest 3
b autol0] N 1 0.0 <embedded> 1 cdc_pair_cov cp_src_1
| | " autol01 1 0.0/ <embedded> 1 cdc pair cov
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CDC verification on chip level

— MSI model integration to the simulation testbench — Simulation waveform

Ons |2400n

WEB_SLAVE_INTERFACE
REGISTERS
BUFFER DESCRIPTORS

@0 uipdb_pulse_sync_i1_1_0 P
o {}| inst_msi_model | q——

EI ﬂ i_msi_ipdb_pulse_sync_v1_1_0_u_sync_firststage_synchronizer_s

: i_msi_hold_ipdb_pulse_sync_w1_1_0_u_sync_firststage_synchronizer_s

{F i_ch

. A ] A HED timihg_violaton
Foi_msi_s etup_ipdh_pulse_sync_v1_1_0_u_sync_firststage_synchranizer_s B i
Freees ﬂ i s @ T iniect_value[0:0)

1=l dataf0:0]
- <ta_integrity
1, 8 Ata_integrity contributors
ey k0 | | |

— CDC coverage analysis

| Cover Gro..
|Ex IHE Mame Overall ¥\overall  Enclosing Entity Abstract Expand 1B
Average Grade Covered ¥z imk Name d_hold inj_hald overall
Average Grade ¥

B cg_hold_i_msi_ethmac_WillTransmit_q 100%  8/8(1.. msi_cov_ethmac ‘E
B cg_hold_i_msi_sthmac_sync_ReAbort data_mid 1] 0% 0/810%) msi_cov_sthmac 1 =d0dio do di_0 100% [
I cg_hold_i_msi_ethmac_ethregl SetTxClrg_syncl 11 0% 0/81(0%) msi_cov_sthmac =dodil do di 1 100%
I cg_hold_i_msi_ethmac_wishbone_ReadTxDataFro... |1 0% 0/81(0%) msi_cov_ethmac =d1di0 d1 di 0 100%
B cg_hold_i_msi_ethmac_wishbone_ReadTxDataFro... |1 0% 0/81(0%) msi_cov_ethmac = d_ldi_l d1 di 1 100%
Pl et o Bt i e e DRIl ol s s G

<] | o

Showing 116 tems

Items cg_hold i_msi_sthmac_WillTransmit_g

Ei N Name Overall Average Grade Overall Covered
& d_hold 100% 2/2 (100%) g =
= inj_hold 100% 2/2(100%) 1] DN
A8 d_cross_inj_hold 100% 404 (100%) Showing 4 items
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Summary

Early detection of CDC
bugs

— Detection of bugs at the
pre-silicon verification
phase

— Less effort/time to fix the
bug

— Saves money by
avoiding costly re-spin

o

V%
0]
Features

— Uses both formal &
simulation techniques

— High-quality design
ensured with coverage
analysis

— Automated assertion
checks

o @
Design & verification
linkage

— Bridges the gap between

structural and functional
analysis

— Defines a CDC sign-off
flow for both design and
verification

(infineon

©f

Future work

— Detection of more
synchronizer schemes

— Automated testbench
generation for MSI in
simulation

— Application in power-
aware

o

Pragmatic CDC formal verification
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