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Your memory is vulnerable!
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Source: "Trends, challenges and shifts in vulnerability mitigation”, Matt Miller (MSRC), BlueHat IL 2019.
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Intended buffer size Executable code f@f@ﬂ-/]’/ Y_I&%‘:g
| 1988: Morris Worm — sendmail, rsh/rexec
2003: SQL Slammer — MS SQL server
2014: Heartbleed - OpenSSL
2018: Adobe Flash Player — Win, Mac, Linux and ChromeOS
2019: WhatsApp VOIP - smartphones

(

0L 21M

Malicious code injected
by buffer overflow
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https://www.comparitech.com/blog/information-security/buffer-overflow-attacks-vulnerabilities/
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(Attack chain from Kaspersky's attack analysis https://securelist.com/operation-triangulation-the-last-hardware-mystery/111669/)

IEE (CHEMIINEF T —>
* CHERIIZS1EIBOWE=SITIE
(CVE-2023-41990)

% T : * JREZODROP(Return Oriented

Attackers PDF filei TrueType ROP/JOI% NSExpression bplist NSExpressions Programming)/JOP(Jump Oriented
iMessage 2 font exploit : : : . ey
account : CVE-2023-41990: : Programming) & Vslogps

* CVE-2023-38606 A+ D CVEEH

. ....... Lj‘-‘j—:

Kernel exploit: Validator SEIEN Kernel exploit : Validator Malware ® 38696(3Kernel DFFIEFISDMEITTIE
(JavaScript) : : exploit (Binary)
DollarVM = :  CVE-2023-32435 :
PAC bypass = - CVE-2023-32434 Pegasus (XHHR) &ld. A ASTILDERETHBNSO Grouph iR LIz E/ 1Lk
CVE-2023-32434: | : CVE-2023-38606 * DR AT T THD. FHOBEEN SRR ENERCERTZEHCERLTVNS. AE
magent : : BEDTS AN BEREMEHENTNS, DR T PORFE. Forbidden
(cleaner) Stories. ZLARATA + A S —FS 3 LDEFLUT 4 SHESD1TOBEMERE
&£BThe Pegasus ProjectDIEZE(C &> TSN TR 21,

Attack chain

HE: JU—BRER [DrF7T 7 (Wikipedia) J

BB (52

iHAR N Pegasus(CRRT D&, MEBE(FERLIFFRDOSS5DDT—IEIETED, WEEHIAVEZ—, @E BE. EFA—/LaHE
LI, MBECHASOIAIZEMMELZD. WhatsApp. Telegram. Signalid EDBESIEXA Y Z—TTUDAVEE—EFBETS
316],
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There are 245,271 matching records.

30000 CVE-2024-43150 Improper Neutralization of Input During Web Page Generation (XSS or 'Cross-site Scripting') vulnerability in Xpro Xpro Elementor Addons allows
Stored XSS.This issue affects Xpro Elementor Addons: from n/a through 1.4.4.2.
Published: 8H 12, 2024; 7:15:18 71 -0400
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Shift to Memory-Safe Languages Gains Momentum
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Source: l1oT Security News
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Memory unsafe code and Memory safety vulnerabilities
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B New memory unsafe code [l Memory safety vulns

100
) | [ Google Onine Security Blog: Me X x

C () nttpsy//security.go % 5 T8 -]

% Total
8

Google Security Blog

The latest news and Insights from Google on security and safety on the Internet

2019 (10)

2020 (11) 2021 (12) 2022 (13)

Year (Android release)
AEVURRMHECH OO DHESSIE(E5#R
ZUTEERODE. BEETOESS. AndroidDRustT— RTRE SN AE N@wq%@memwsmemdw
UBRSHOBBIEETORENS T ER, Rustd— RICBIERUStT— REMET S
FEHICELTERVEBANGD. BNTEELRINERSRNC EE653H, #
BRC/C ++EELDBEBNCRLTHSB ENS,

For more than a decade, memory safety vulnerabilities have consistently represented

more than 65% of vulnerabilities acr
AR T2 [Google Online Security Blog]
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https://forest.watch.impress.co.jp/docs/news/1462573.html
https://security.googleblog.com/2022/12/memory-safe-languages-in-android-13.html
https://iototsecnews.jp/2022/12/07/shift-to-memory-safe-languages-gains-momentum/
https://iototsecnews.jp/2022/12/07/shift-to-memory-safe-languages-gains-momentum/
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— Android 5.0 — 14.0 CVE 3851 2024/01/16 BFr=

Year | Overflow C';"ﬁ:“&%n Sql Injection XSS %;‘ffetfsg’l File Inclusion  CSRF XXE SSRF Rggifgct Vallir(‘j‘:;iton

2015 48 41 [T e e o 0o 0o 6

2016 175 ga [INGIN G e o PN o o 96

2017 189 108 [FRENGT G e L

2018 41 141 | 5 0 6 0 2 e 40

2019 56 257 | 12 g 1 0 o e

2020 169 338 | 1 NG 10 o DN o o a9

5021 147 341 | 4 I - e o 0o 0o

2022 196 | 560 | 7 I : e o 0o 0o

2023 247 NG s . T o 0o 0o

2024 6 19 (NG e o o 0o 0

Total | 1274 2523 | =2 0 62 0 0 2 0 0 765
27% 54% | 1% 0% 1% 0% 0% 0% 0% 0% 16%

Source: https://www.cvedetails.com/version-list/1224/19997/1/Google-Android.htm| ZE5T



https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2015/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2016/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2017/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2018/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-545648/year-2019/Google-Android-7.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2020/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2021/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2022/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-498231/year-2023/Google-Android-6.0.html
https://www.cvedetails.com/vulnerability-list/vendor_id-1224/product_id-19997/version_id-697874/year-2024/Google-Android-13.0.html
https://www.cvedetails.com/version-list/1224/19997/1/Google-Android.html
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Press Release: Future Software
Should Be Memory Safe
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Leaders in Industry Support White House Call to Address Root Cause
of Many of the Worst Cyber Attacks

Read the full report here

WASHINGTON - Tod
Director (ONCD) relea he ty to
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(Capability Hardware Enhanced RISC Instructions)
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RO CHFELZEFIVUT 1 B{EBDGT
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* https://www.cl.cam.ac.uk/research/security/ctsrd/

Project news

CHERI

he ri { e et (heRDy & Capability Hardware Enhanced RISC Instructions (CHERI)

Capsicum — PIs: Robert N. M. Watson (University of fC mbridge ) Simon W. Moore (Unive y of Cambridge), Peter Sewell (University of

. Capability Hardware Enhanced Cambridge), Brooks Davis (SRI Inter ), and P (SRI |||||| )
— Ny oy )Tl S~~~ A | ). Hv 7 11 CCANNANDNIINITN YN,  RISCInstructi ions (CHERI) »
J\—RDOxTr77 Lk C;'é E:'TTU BESJ(capability)(C e (s

CHERI Publications

eptel er : We have poste HERI I \4 ich re|
- files
_ CHERI Software Stack as our prima ference S remove d merge d register
D are always used, ta cleared i throwin g for non-monot tonic
D |:| E \ j CHERI Ri capabili ac

igorous Engineering

ces!
isation. The CHERI 86 k h
CHERI Clang/LLVM and LLD

-V is substantially refined in preparation for standar
now substantially more detailed.
a=F-r)

CHERI Software ~~ Japuar y 2022: Arm has shipped its CHERI-enabled Morello pro yp p or, SoC, and
Compartmentalization board! Read blog posts about this at Arm and Mici ft d th ght at

« EREMEEEIRC/C++Y —RADEE S

September 2019: Learn about the CHERI architecture! Our technical report An Introduction to CHERI is a high-level summary of our work
CHERI Concentrate on CHERI architecture, microarchitecture, formal modeling, and software.

CHERI-RISC-V

DSIT: Department for Science, Innovation and Technology / REFRZE « 1 I XR—>3 > « FiliE
DSbD: Digital Security by Design

DARPA: Defense Advanced Research Projects Agency

daceelera
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https://www.gov.uk/government/organisations/department-for-science-innovation-and-technology
https://www.dsbd.tech/
https://www.darpa.mil/
https://www.cl.cam.ac.uk/research/security/ctsrd/cheri/
https://www.gov.uk/government/organisations/department-for-science-innovation-and-technology
https://www.dsbd.tech/
https://www.darpa.mil/
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= CHERIZ 5 77> 2 202486 H17H & E S Fodasp
https://cheri-alliance.net/about-cheri/

CHERS

CHERI technology

overview

A QUICK INTRODUCTION

daceelnera
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https://cheri-alliance.net/2024/06/17/initial-members-join-cheri-alliance-to-drive-adoption-of-memory-safety-and-scalable-software-compartmentalization/

Source: https://cheri-alliance.net/about-cheri/

CHERI has already got strong supporters CHERI projects

» A number of prototypes / proof of concept have been released

%‘Natioqal Cyber DPA UK Research + Proof of concept
27 | Security Centre and Innovation =77 arm Morello Program

=. MicrOSOft «+ Open-source / prototype
=T B UNIVERSITY OF | [ ] .
b UNIVERSITY OF .: Codasip ¥ CAMBRIDGE mi Microsoft @IowRISC

« Commercial
@ .
CI I'm 0. Codasip
@Y lowRISC
@) SRI GO gle - Some 0S have been ported to CHERI (Free RTOS, FreeBSD..)
CHER’ 2222222222 16 CHER’ zzzzzzzzzz [@XoleN!

dcceield) 2024108129
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| |
I I . . . .
Application I Application Application I Application Application Application
| |
I |
| |
| |
' T e e e e boundary _ _ _ _ _ — — _
Operating System Operating System Operating System
________ boundary _ _ _ _ _ _ _ _
Hypervisor
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leRPA Memory safety and compartmentalization would stop most campaigns

Mitigation analysis of Linux kernel high severity CVEs

Remaining
13%
o « Either: if memory safety or
87% compartmentalization were present,
Protected the bug would not be exploitable
+ Remaining: memory safety or
compartmentalization would not
mitigate the CVE
Compartmentalization
40%
CVE: Common Vulnerabilities and Exposures . . . .
McKee, Derrick, et al. "Preventing kernel hacks with HAKC." Proceedings 2022

Network and Distributed System Security Symposium. NDSS. Vol. 22. 2022.

acce era Distribution Statement A: Approved for public release. Distribution is unlimited. 5
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— Codasip CHERIZE: 1%l °

Codasip
CHERIXJINP )7 &
JS5v hIA—I

Digilent
Genesys 2
FPGA board

Now let's try a buffer overflow with CHERI ENABLED...
We will reset the stack arrays back to their previous contents
(but still keep the corrupted canary value)

Stack contents:

20017e80:b0 f2 bl
20017e90:a5 a5 a5
20017ea0:41

20017eb0:48

20017ecO:3f

20017ed0:01

20017 :03

20017ef0:54

20017f00:4f

Secret pas fi stack: PASSWORD
Canary value: 0x2121212121212121

We will overwrite the byte array on the stack with 0x41 this time
How many bytes do you want to overwrite (1 to 33)7?

daceelera
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*AloRICI—RZEEALUT,. demo() |
BE2AN T RAwW 2T FlZ2D000—H)L int demo(void)

L5 EVER S B !
printf("CHERI Demonstration¥n¥n");
« ¥ - :@5;‘%(1\ _}ﬂQHI\JTd: // Add secret pass.word to stack
VI ROTT - a1 UT 1 DIEFT char passwordl9);

(CaD e 98PN RST Y IfRE
AT g>Tca>)\AILEanTund

// Create byte array on stack
char array[16];

daceelera
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LLIN

- CHERIZE: (- TEEmE1)

CHERI Demonstration

This demonstration adds two things onto the stack:
1. A character array containing a secret password ("PASSWORD")

2. A byte array of 16 bytes before it (filled with 0xa5)

We assume the attacker can overflow the byte array.

NOTE: the stack protector software protection IS ENABLED 1ﬁ§§§ﬁ])
The code is compiled with -fstack-protector-strong o “
You can see the "canary" value 0xadbaadbaadbaadba ¢}\;ZJ:7'_ f\ .

Stack contents: PASSWORD
20017e80:b0 2 00 20 00 00 00 OO 84 bl <4 7d

20vl/eEvV:a5 a5 a5 a5 a5 a5 a5 a5 a5 a5 ad

20017ea0:41 53 53 57 4f 52 44 00 ba ad ba

20017eb0:48 ea 00 20 00 OO0 OO OO 4c aa d

20017ec0:3f 7f 01 20 00 00 00 00 3b 7f fd

20017ed0:01 00 00 00 OO0 OO OO OO OO OO (0]0]

20017ee0:03 84 00 20 00 00 00 O ©7 04 15

20017ef0:54 b 00 20 00 0 00 OO 00 0O ff \ . -7
20017f00:4Ff 7f 01 20 00 00 00 00 4b bf fd ZQ\JO j]j_UJ

Secret password on the stack: PASSWORD
Canary value: 0Oxadbaadbaadbaadba

Now we will do a buffer overflow attack with CHERI DISABLED.
We will overwrite the byte array on the stack with 0x21 bytes

This is the ASCII character '!'
dacceliera How many bytes do you want to overwrite (1 to 33)? [

SYSTEMS INTIATIVE
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| FUEED
s A2 )\ASIERFYV I EIC2DDOAEY fEEZ JAXD— R
WARID PASSWORD

¢ 9XFD/\XDJ— R
* 16XFD)\1 NELF
- Stack contents:
* 1612R0D50 41 53 53 57 4f 52 44(d. SXFDAsCH
'ﬂEt‘\@% 80017£40:
e ‘PAS 'S, ‘W, ‘O, ‘R, ‘D’ 80017£50:
« ZHW C AQWSIOREREMCLTLY
Bz, A2 )\ AS(F)\RXDT— RDEIC
64w DT I7EZ= BENEA
* Oxadbaadbaadbaadba

daceelera

00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 a5
50

41 53 53 57 4f ba ad ba ad ba ad ba ad

00 00 00 00 0O 0 00 00 00 O 0 00 00 00 00

AT« FFIT
d—F
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— CHERITFE: CHERIZDISABLE

o J\w I 7 A—=)\—=TJ0O—-EDLDIC.
\ Now we will do a buffer overflow attack with CHERI
)\ NEEFI DKM THRHAL Now we willdo a buffer overflow attac

We will overwrite the byte array on the stack with

* 16/\A BT DEEZAHE. )\ NEEHIZ= 0x21 bytes This is the ASCII character 'V’

FEZFTIDIETTHD How many bytes do you want to overwrite (1 to 33)?
* INEBATESALE, J\RT—RE CHERIEFERNIC L C/\y T 7 A—/)\—JO—1K%
HF I IMEZMIE T D0]EEEN DD Z1TD
AV O LED)\A NEeHIZoxl/ N1 b TLEESE
(FASCISIFD

A)\1 b EESUFEIH (1~33) ?
C CCld33/)\ A hEZTIAH

daceelera
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— CHERITTE: CHERIZDISABLE (- EEH?2)

How many bytes do you want to overwrite (1 to 33)? 33

Stack contents:

20017e80:b0 2 00 20 00 OO0 OO OO0 84 bl ¢ 7d

20017e90:21 21 21 21 21 21 21 21 21 21 21

20017e40:21 21 21 21 21 21 21 21 21 21 21

2007/eb0:48 ea 00 20 00 00 OO0 OO 4c aa

#017ec0:3Ff 7f 01 20 00 00 00 00 3b 7f

20017ed0:01 00 OO0 OO0 OO0 00 PP OO OO OO o &
20017eec0:03 84 00 20 00 00 00 00 07 04 /\le_ I\(j:

20017ef0:54 b 00 20 00 00 00 00 00 00 INEEDFE(C
20017f00:4f 7f 01 20 00 00 00 00 4b bf o
Bz

Secret password on the stack: !tttiiiti
¥+

Canary value: 0x2121212121212121

Note that stack protector didn't detect the attack.

Even though the stack protector canary is corrupted. XQ‘\JO y jjj—l)?
It only checks the canary when we return from a function. . == =
Canary's current value is : 0x2121212121212121. - I\(E':J:E%ént'
Canary's expected value is : Oxadbaadbaadbaadba.

An attacker can use the corrupt values up to that point

and still do damage to the system.

Press a key to continue...D

daceelera ~~“ :
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- CHERITE: /Ny J7 —A—/)\=TO—U/REE % ™%F

« Ox217%33/\f FAS LTS

« 259w/ « HFUTFHHFUTZEHR
BIBL TOBCHENNDS T, K

Stack contents:

ﬁﬁ%” L/_CL\TC]:('\:C‘:'(L'E 80017£30: 00 00 00 00 00 00 00 00 00 00 00 00 00 00
s NFU72FTYVIIDDIE. EEHMS SEOLTEAD: -
Sy—> UlzESElT 80017£50: |21 21 21 21 21 21 21 HZI 21 21 21 21 21 21 21
o HA1FE: oxadbaadbaadbaadba 80017£60: 00 00 00 04 00 00 00 00 00 00 00 00 00 00
* IHTEME: 0x2121212121212121 T B
« WEAFIZTDRRF TOHRHE UTHEZEH JAXD— R 2w - HFUT
LT SAFLERETDENTES s e J-R @

EEEESNTULEOE




- CHERITFE: CHERIZENABLE

° CHERIZEZICUL T
BE)\v I 7A—)\—JO—%i9
« X9V ORH|IZ= Utz bUT.
BIOREICRS
e LN L. BHELIEHF U7 IEZDEE

.« FEFTZ)\A ~OIEZXAL

daceelera
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We will overwrite the byte array on the stack with
- this time

How many bytes do you want to overwrite (1 to
33)?

AWV ED)\A NS Zx41 T EEETIT D
)\ b EESZSUFEITH (1~33) ?
C CClZ20/\A REZIAH
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— CHERITTE: CHERIZENABLE (- TEIH|H3)

Now let's try a buffer overflow with CHERI ENABLED...
We will reset the stack arrays back to their previous contents ., e
(but still keep the corrupted canary value). ﬁ%ﬁaab
) JXRAT— R

Stack contents:
20017e80:b0 2 00 20 00 00 00 00 84 bl PASSWORD
20017e90:a5 a5 a5 a5 a5 a5 a5 a5 a5 a5
20017e32:41 53 53 57 4f 52 44 00 21 21
20072b0:48 ea 00 20 00 00 00 00 4c aa

717ec0:3f 7f 01 20 00 00 00 00 3b 7f
20017ed0:01 00 00 00 00 00 00 00 00 00
20017ee0:03 84 00 20 00 00 00 OO0 07 04 ZQ“JO : jjj")?

20017ef0:54 Ob 00 20 00 00 00 0O 0O 0O 11— I\(j:
20017f00:4f 7f 01 20 00 00 00 00 4b bf J:%%é%EE*lﬁiEEEE

Secret password on the stack: PASSWORD
Canary value: 0x2121212121212121

We will overwrite the byte array on the stack with 0x41 this time
How many bytes do you want to overwrite (1 to 33)7? [

(2024
accelera e eSS
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— CHERITE: CHERIZENABLE (- E[H]

Try again (y/n)? y
How many bytes do you want to overwrite (1 to 33)? 20

=

4+ A
++ EXCEPTION HANDLER: A+t
T o o S B B I o o o o o S SN B

AN Y
e e T o o L CHERI j:)\
++ EXCEPTION HANDLER: i N N
L L o o o S S SR S } \\\J j 7 7|-_} \_ j I:I -

ZAOliRH

I o O
++ EXCEPTION HANDLER: ot

— n(— J: D I E’L!“%( B B B B B BB B BB
(G (& \ = Et

} \OZU - H%%u 5 : C‘:b\‘ I o o e T T B B o o o o o o oY OSSN ETRTEN BN SAaS
t“gfd:(/\ ++ EXCEPTION HANDLER: ey

B I o o B I o o o o o S NS

Stack contents:

20017e80:b0 T2 00 20 00 00 00 00 84 bl
209M8200:41 41 41 41 41 41 41 41 41 41 I
20017ea0]41 53 53 57 4f 52 44|00 21 21 W . -7
20017eb0:48 ea 00 20 00 00 00 00 4c aa ZQ Jg jjj— JJ
20017ec0:3f 7f 01 20 00 00 00 00 3b 7f 11— |\(a|'
20017ed0:01 00 00 00 00 00 0O 0O 0O 00

20017e€0:03 84 00 20 00 00 00 00 07 04 J:%g E‘_Tﬂj‘:gfi
20017ef0:54 Ob 00 20 00 00 00 00 00 00

20017f00:4f 7f 01 20 00 00 00 00 4b bf

Secret password on the stack: PASSWORD
Canary value: 0x2121212121212121

You will have just seen that CHERI stops any writes beyond the array. 1“.3
dacceliera DVEON

SYSTEMS INTIATIVE Press a key to continue...l
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- CHERIZ-E: CHERIN'BLIIR R ZF D og Codasip

. -%‘:20/ 1 MDD UTEHER 16XXFD/\A N5
16XFDHLEETND !

Program output: .
g P Stack contents:
e T A R a2 S B o e A
++ EXCEPTION HANDLER: CHERI EXCEPTION ++ 80017£30: 00 00 00 00 00 00 00 00 0O
e A E a2 S B o o e

80017£40: 41 41 41 41 41 41 41

& 00 00 00 00 o0 Ml

i T a2 2 L S I

++ EXCEPTION HANDLER: CHERI EXCEPTION ++ 80017£50: |41 53 53 57 4f 52 44
I o T S I I o o o = S S S SR A AR

HZI 21 21 21 21 21 21 21

80017f60: 00 00 00 00 00 00 00 00 00 00 00 00 00 00
e A e o o S B

++ EXCEPTION HANDLER: CHERI EXCEPTION ++
e A e o o S B

e A e o o S B A P — kK Ligéﬂf‘ii@
++ EXCEPTION HANDLER: CHERI EXCEPTION ++ *I’K‘I"‘lﬁ\d)} \le I\ o~ -

L L e o L o o o o o S e E'I%',E!}\LJ ;7\ S B4 5 : jjj IJ J
N 1
d—R
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— CHEng_‘:E CHEle]V)(:E |sz_jjz5§£ﬁ‘ O‘Codasm

* CHERID'EEFIIESR Z X COEZIAH=ZHIE
o J\A NEEHIZBZ TV IOTZAULLD ETBEIC
BISNANFELE T DIz, 4 DDCHERTIIMN I F4E

Program output:

e A i e S L
++ EXCEPTION HANDLER: CHERI EXCEPTION ++
e A i e S L

e A i e S L
++ EXCEPTION HANDLER: CHERI EXCEPTION ++

= =53 +++++++++t
e AWV ML —X T FadzhEs:
a (7] )

At L o L L O o
—_— . .

° g = n N4\ = ++ EXCEPTION HANDLER: CHERI EXCEPTION ++
J (j: = g:&as Td‘b 2 t At L o L L O o

o /()X'j— IQ(ZJPASSWORDODEE'{%EEET}HE At L o L L O o

++ EXCEPTION HANDLER: CHERI EXCEPTION ++
e e o L L L L T O

daceelera
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(73 115)

CHERI provides a much more robust runtime protection

Exiting the function now...
It is only at this point that -fstack-protector will work

o K K o o ok K o o ok K K o o ok K o o ok ok ok o ok ok K ok o sk sk ok o ok sk K ok o sk sk ok o ok ok ok ok ok ke

** Stack-protector: &y
S K K K K K K K K o o K K o K K K o ok K K o ok K ok o ok K oK o ok ok ok ok ok ok ok ok

REYT - AFIT7O— RN

25« 173U TN T *o Codech

ZTD1E

X EURIRZ R




> CDOFTETCHERIIMAZZER TEIEh ? o Codasip

* CHERIEEU DIFA:
c J\WH—(FNRDT—REFRRBL, EEITITENTES
o S AFAFRE(CTONT . ENfEZHRETIT D
« BENERRICESINDATREMNH D
« 29W77 - HFUTEINA )R EN. R

* CHERIE D DIHS:
« WBEN) (X D— REBALDEEIBZ 2B
s REZIERAL. MERZHBODENTEDS
s RMIIEEBDEE
« 29Y T« HFUTDERSIREI A Z X SHEIRN

* CHERIlE, IARTDAEV 7 ILZARAZI00%FITVIITD




®
0. Codasip

CHERI(Z. EROBERATVIREDIRAL
F2UF AT N THD

Codasipld. RISC-V IP/h— kT A U ALiR%Z
CHERIXGUE T
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Thank youl!
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—> 2023-12-6: NSA (National Security Agency) recommend
Memory safety

\ational Security Agency/Central Security Service

About  PressRoom  Careers  History

HOME > PRESSROOM > PRESS RELEASES & STATEMENTS > PRESS RELEASE VIEW

NSA joins CISA in releasing:

THE CASE FOR MEMO
SAFE ROADMAPS

PRESS RELEASE | Dec. 6, 2023

U.S. and International Partners
Issue Recommendations to Secure
Software Products Through
Memory Safety

FORT MEADE, Md. - The National Security Agency (NSA) joins
Cybersecurity and Infrastructure Security Agency (CISA) and U.S. and
international partners in releasing "The Case for Memory Safe
Roadmaps” Cybersecurity Information Sheet (CSI). Expanding on the i SOU rce: https://WWW. nsa .gOV/P reSS-ROO m/PreSS_ReIeaseS_
“Software Memory Safety” CSI published by NSA in April 2023, the report

provides guidance for software manufacturers and technology providers

to create roadmaps tailored to eliminate memory safety vulnerabilities StatementS/PreSS'ReIease'VieW/ArtiCIe/3608324/U5‘a nd-international_
from their products . .
p Pa rtners-lssue-recommendatlons-to-secure-software-products/
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https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3608324/us-and-international-partners-issue-recommendations-to-secure-software-products/

) 0‘ Codasip
— 2024-2-26: Whitehouse o

https://www.whitehouse.gov/oncd/briefing-room/2024/02/26/memory-safety-statements-of-support/
https://www.whitehouse.gov/oncd/briefing-room/2024/02/26/press-release-technical-report/
https://www.whitehouse.gov/oncd/briefing-room/2024/02/26/memory-safety-fact-sheet/

THE WHITE HOUSE

daccelnera

el

FEBRUARY 26, 2024

Statements of Support for Software
Measurability and Memory Safety

rfitm » ONCD » BRIEFING ROOM » PRESS RELEASE

Read the full report here

Read the fact sheet here

Today, the Office of the National Cyber Director released
a new Technical Report titled “Back to the Building
Blocks: A Path Toward Secure and Measurable Software.”
This report builds upon the President’s National
Cybersecurity Strategy, addressing the technical
community to tackle undiscovered vulnerabilities that

malicious actors can exploit.

Leading technology companies, academics, and civil
society organizations applauded the Biden-Harris
Administration’s efforts and underscored the importance

of software measurability and memory safety:

Industry

THE WHITE HOUSE

FEBRUARY 26, 2024

Press Release: Future Software Should Be

Memory Safe

Eﬂnj » ONCD » BRIEFING ROOM » PRESS RELEASE

Leaders in Industry Support White House Call to
Address Root Cause of Many of the Worst Cyber Attacks

Read the full report here

WASHINGTON - Today, the White House Office of the
National Cyber Director (ONCD) released a report calling
on the technical community to proactively reduce the
attack surface in cyberspace. ONCD makes the case that
technology manufacturers can prevent entire classes of
vulnerabilities from entering the digital ecosystem by
adopting memory safe programming languages. ONCD is
also encouraging the research community to address the
problem of software measurability to enable the
development of better diagnostics that measure

cybersecurity quality.

The report is titled “Back to the Building Blocks: A Path

Toward Secure and Measurable Software.”

THE WHITE HOUSE

FEBRUARY 26, 2024

Fact Sheet: ONCD Report Calls for
Adoption of Memory Safe
Programming Languages and
Addressing the Hard Research Problem
of Software Measurability

rfitm » ONCD » BRIEFING ROOM » PRESS RELEASE

ONCD Rallies Industry, Academia, and Civil Society to
Join Effort

February 26,2024
Read the full report here
Watch the video address here

Today, the Office of the National Cyber Director (ONCD)
published a technical report entitled “Back to the
Building Blocks: A Path Toward Secure and Measurable
Software.” The report builds upon the President’s
National Cybersecurity Strategy in describing the urgent
need to address undiscovered vulnerabilities that
malicious actors can exploit. The report outlines two

strategic approaches to achieve this goal:

SYSTEMS INTIATIVE


https://www.whitehouse.gov/wp-content/uploads/2024/02/Final-ONCD-Technical-Report.pdf
https://www.whitehouse.gov/oncd/briefing-room/2024/02/26/press-release-technical-report/
https://www.whitehouse.gov/oncd/briefing-room/2024/02/26/memory-safety-fact-sheet/
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https://www.gov.uk/search/all?keywords=CHERI

it GOV.UK
Home

Search

v Menu | Q

|CHERI

V' Topic

V' Content type

V' Updated

977 results N Subscribe to feed

Sort by | Relevance V|

Competition: CHERI within Defence and Security

This competition seeks to experiment the effects of the CHERI based architecture
extensions within Arm’s Morello prototype System on Chip (SoC).

Updated: 14 November 2022

CHERI within Defence and Security: Competition Document
Updated: 14 November 2022

£1.5 million available to experiment on CHERI architecture within defence
and security systems

DASA has launched a new competition to trial the cutting-edge CHERI security architecture
in a defence and security context

Updated: 27 September 2022

CHERI adoption and diffusion research

Research on the market potential for CHERI technology; a semiconductor designed to
improver cyber security.
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Blog

An open letter regarding Cyber
Resilience of the UK’s Critical

National Infrastructure
l

8 May, 2024

by Ron Black  _gglfa’ \‘

Codasip announced a commercially available RISC-V processor with CHERI for license in October of 2023
and is demonstrating technology for IP provenance.

Dear Members of the Science, Innovation and Technology Committee,
Let me start by applauding your hearing on 24 April 2024, and in particular the evidence of Professor John
N/ Goodacre, Challenge Director of Digital Security by Design at Innovate UK, and Mr Richard Grisenthwaite, » w..ﬁg?gd\
aecelera Executive Vice President and Chief Architect at Arm. During this hearing, the witnesses discussed two D e I N

SYSTEMS INTIATIVE extremely important cybersecurity issues: memory safety and IP provenance. In this letter, | would like to




