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• The Coherent Fabric is a scalable

interconnect and caching solution in

SoC architecture that efficiently

links cores, cache slices, and system

agents within a package.

• Using a ring-based topology, it

manages data movement, maintains

cache coherence, and handles

memory requests.

• Its modular design supports

advanced power management and

error reporting, providing flexibility,

scalability, and robust performance

for modern SoC platforms.
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Results Table Conclusion

This paper introduces a wrapper-based solution that integrates Multi-Key Total

Memory Encryption (MKTME) into system testing frameworks, enabling seamless

validation of encryption features across a wide range of configurations. By automating

command assignment, applying global algorithms, and supporting key aliasing, the

framework simplifies key management while reducing manual effort and potential

errors. These enhancements provide greater flexibility, scalability, and accuracy in

testing, representing a significant step forward in memory encryption validation and

offering robust tools to support secure system deployment in increasingly complex

digital environments.

• Seamless Integration: A wrapper

solution around the Front-end

Tool converts test lines into

MKTME-compatible lines,

enhancing the testing process

and ensuring comprehensive

validation of encryption

features.

• Automated Key

Management: The System

coherency Stress tool automates

the assignment of MKTME

commands, globally applying

encryption algorithms and

allocating KeyIDs, reducing

manual intervention and

potential errors.

• Advanced Testing Capabilities:

Enables key aliasing for complex

testing scenarios.
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• Existing test frameworks need memory encryption integration for full validation; 

Front-end Tool lacks direct MKTME support.

• MKTME incorporation is essential to verify encryption features.

• A wrapper adapts test lines for MKTME, enabling broader and advanced testing.

• The tool assigns unique KeyIDs and MKTME commands to memory targets; threads 

inherit these encryption attributes.

• Key aliasing lets multiple MKTME keys map to the same memory location, testing 

cache coherency and eviction.

• Streamlines MKTME integration, improves thoroughness, and supports realistic 

scenarios like key aliasing and inheritance.
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