
 
 

 

Leveraging AI/ML Models for Enhanced 

VLSI Design and Verification 
Sudha Jain (sudhaj@synopsys.com)  

Ayush Jain (ayush.jain@onsemi.com) 
 

Abstract 

This paper presents a dual-focused analysis aimed at fortifying the functionality, performance, and safety of 

digital circuits while optimizing verification processes. Firstly, leveraging machine learning algorithms, 

particularly Decision Trees, the study predicts input stimuli outcomes to address coverage gaps effectively. 

This predictive modeling not only enhances functional verification but also optimizes simulation cycles, 

thereby fostering a more efficient verification environment. Secondly, the investigation encompasses a 

comprehensive range of failure modes, including timing violations, power integrity issues, logic errors, 

memory access failures, and temperature-related challenges. Results showcase a notable reduction in 

simulation cycles required for full coverage closure compared to existing methodologies. Key takeaways 

underscore the augmented predictive capabilities, data-driven insights, and iterative refinement facilitated by 

Failure Mode Analysis using machine learning models. Future directions include validating the scalability of 

machine learning models with more complex Design Under Test (DUT) configurations and integrating multi-

modal data sources to enhance reliability and accuracy in the design process. This interdisciplinary approach 

holds promise for advancing the robustness and efficiency of digital circuit designs across diverse industries 

and applications. 
 

 

I.   INTRODUCTION 

Hardware systems play a pivotal role in our interconnected world, from consumer electronics to critical 
infrastructure. However, even the most meticulously designed systems can encounter unexpected 
failures. The challenge lies in identifying these failure modes early, allowing for timely mitigation and 
robust system development. Our research focuses on two critical objectives: 
Predictive Models for Early Failure Mode Identification: The primary goal is to create predictive models 
capable of identifying potential failure modes during the design phase. By harnessing machine learning 
algorithms, such as the Random Forest Classifier, we aim to detect subtle patterns and features 
associated with failures. These models learn from labelled datasets, enabling them to proactively predict 
failure scenarios. The application of Failure Mode Analysis (FMEA) principles enhances our 
understanding of failure dynamics across various phases of a product or system lifecycle. FMEA, a 
versatile tool, provides actionable insights, early issue detection, and continuous improvement 
opportunities. Its adaptability allows us to address failure risks comprehensively. [4] 
Functional Coverage Optimization with Reduced Simulation Cycles: Beyond failure prediction, we 
propose a novel approach to increase functional coverage while minimizing simulation cycles. Our 
Machine Learning model focuses on predicting correct input stimuli. By doing so, we optimize coverage 
metrics, ensuring that critical scenarios are thoroughly explored. We explore a range of machine 
learning techniques, including Artificial Neural Networks (ANN), Deep Neural Networks (DNN), and 



 
 

 

Support Vector Regression (SVR). These models allow us to systematically randomize input values, 
hitting planned coverage targets efficiently. [3] 
Scope and Future Directions: The field of Failure Mode Analysis is vast, and our research opens doors 
for deeper exploration. As we refine our models and expand their applicability, we anticipate 
breakthroughs in hardware reliability. By combining predictive modelling and FMEA, we pave the way 
for resilient systems that withstand real-world challenges. 

 

II.   HELPFUL HINTS 

Why Random Forest? 

• Bootstrap Aggregation (Bagging): Predicts results by combining multiple decision trees. Prevents 

overfitting. [6] 

• Variance Reduction: Averages predictions from diverse trees. Yields accurate and robust models. 

• Flexibility: Handles classification and regression tasks. 

• Noise Resilience: Less impacted by noisy data. 
 

 
 

 

Fig 1: Random Forest Classifier [5] 
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Fig 2: Failure Mode Analysis using Machine Learning Models 

 

Fig 3: Sample Dataset for Timing Violations 

 



 
 

 

 

Fig 4: ML Model Approach to Detect Failures in New Designs 

 

Obtained Results using Random Forest Classifier: 

 

Fig 5: Accuracy Plot Training vs Testing for Failure Mode Analysis 

 

 

 

Fig 6: Accuracy Scores for FMA using different ML Models 

NOTE: Number of Estimators represents No. of Decision Trees used in Random Forest 



 
 

 

Constrained Random Verification using ML: 

 

Fig 7: Constrained Random Verification using Machine Learning Models [1] 

 

Obtained Results using Random Forest Classifier: 

 

Fig 8: Accuracy Plot Training vs Testing for Constrained Random Verification 



 
 

 

 

Fig 9: Iterations showing output bin is hit and coverage value is updated 

Results showing Reduced Number of Simulations: 

 

Fig 10: Result showing No. of Iterations required to hit coverage for different width input without using ML and 

with using Random Forest Classifier 

 

III.   SUMMARY 

 

Applying Failure Mode Analysis (FMEA) to digital Very-Large-Scale Integration (VLSI) design proactively 

identifies potential issues, enhancing chip reliability. FMA serves as an essential risk management tool, allowing 

targeted optimization. Failure modes encompass timing violations, power integrity problems, logic errors, memory 

access failures, temperature-related issues, and communication failures. Leveraging machine learning (ML) models, 

including Random Forest, predicts input stimuli coverage. Benefits include enhanced predictive capabilities, data-

driven insights, improved accuracy, and iterative refinement. Future directions involve testing ML models on 

complex designs and integrating multi-modal data sources for reliability and accuracy enhancement. 
 

III.   ABBREVIATIONS AND ACRONYMS 

 

FMEA: Failure Mode Analysis 

DUT: Design Under Test 

ANN: Artificial Neural Networks (ANN) 

DNN: Deep Neural Networks 

SVR: Support Vector Regression 
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