Making 15026262 Functional Safety Verification
a Natural Extension of Functional Verification

Andrew Betts, Verification Engineer, Arm

Ann Keffer, Product Management Director,
Functional Safety, Cadence Design Systems

~ ° 2018
sl cadence arm v



Agenda

Market landscape

Introduction into functional safety

Why the FMEDA is important

Functional verification and Safety verification
Arm® processor design description

Arm Safety Package

FMEDA Methodology

Importance of safety campaigns for Arm’s STL
Validation of the FMEDA

Arm’s safety flow

Q&A

Demo

SYSTEMS INITIATIVE

NNNNNNNNNNNNNNNNNNNNNNN



SYSTEMS INITIATIVE
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m ADAS
o0 7.1% CAGR (2016 — 22) 5480

45 mm Telematics &
= $460 Connectivity
17
=2 40 m |nfotainment
5] $440 5
a o
o 35 E. s HEVIEV
@ $420 &
e 30 = mmm Powertrain
= -
2 S
3 25 $400 £ memlighting
s 5
o 20 Q
3 $380 £ e Body &
s g Caonvenience
L 15 :
£ $360 o Other Automotive,
5 < Trucks, AM
w 10
= B Chassis & Safety:
E £340 Other
S 5
E sy /]
0 $320 Semiconductor
value/car
2014 2015 2016 2017 2018 2019 2020 2021 2022
Source: IHS Markit & 2017 IHS Markit

2018

DESIGN AND VERIFICATION™

DVGCON

CONFERENCE AND EXHIBITION




Autonomous Driving

Vehicles after

 Amount of electronics is growing fast 2020
Vehicles in
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enable high-performance computing Vehicles in :
production :
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EN 50128
(railway)

IEC 60601
(medical
equipment)

IEC 61800
(power drive)

ISO 13849
(machinery)

ISO 26262 defines
* Processes to follow

EN 62061

automation)

(meta s

(household/white

Functional Safety Standards

(factory

IEC 61508
tandard)

IEC 80730

goods)

RTCA/DO178B
(aerospace)

IEC 50156
(furnaces)

IEC 608880
(nuclear station)

1SO 26262
(automotive)

» Hardware/software performance to achieve

e Safety documentation to produce
* Software tools compliance process

accellera
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Functional Safety Definition—ISO 26262

“Absence of unreasonable risk due to hazards caused by malfunctioning behavior of electrical
and/or electronic systems” (ISO 26262)

Malfunction How much harm can the What level of safety integrity (risk

malfunction cause? (risk) reduction) is needed?

Low | HIGH

ASIL examples for illustration purposes only

accellera DV
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ASIL Determination Example—ISO 26262

M oo o I st )
Hazard Analysis What unintended situations (hazards) could happen? — Loss of stability on split-u surface

* How likely is the hazard to happen? (Exposure) — oil spill, gravel, water potholes, ....
Risk Analysis * How harmful is the hazard? (Severity) — Car may spin out of control and crash
* How controllable is the system if the hazard occur? (Controllability) — dashboard, driver

ASIL What level of safety (risk reduction) does the system need?
* How likely can the malfunction be? — FIT (Failure in Time)
* How often does the system need to catch it and get to a safe situation? — DC (Diagnostic coverage)

LOW | ASIL (Automoti

A B C D 5018
a@ DVCON

WV EIT (Failure In Time), A\ Diagnostic Coverage (DC) ELURDPE

Determination

HIGH
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Design and Safety Flow
1SO 26262

Safety Goals

(ISO- Part 3)

Il

System Design
(ISO- Part 4)

4 B,

Software Design Hardware Design
(ISO - Part 6) | (ISO - Part 5)

l Concept Phase

Technical Safety s
Requirements ’

Software Technical Hardware Technical
Safety Requirements Safety Requirements
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Failures Relevant to Functional Safety

| Systematic Failures Random Failures

(e.g., software bug) (e.g., component malfunction, noise injection) |

* Addressed by processes (planning, ‘ * Considers permanent failure and transient effects
traceability, documentation, specs) * Includes safety mechanisms design and integration to handle faults

e Strictness of processes are dependent ‘ * Demonstrated by calculations of Reliability/verification of failure rates |
on the ASIL level | | Failure rates and diagnostic coverage requirement depend on ASIL

- A\ —

Design/Analysis Verification

2018
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What is Functional Safety Analysis?

How to improve your HW metric (to achieve

. _ the target ASIL):
e Define Failure Modes (FM) « Better component

« Determine Safety Mechanisms (SM) 1 Bet’fer/AdditionaI Safety Mechanism

* Validate Single Point Failure Metric (SPFM)
and Latent Failure Metric (LFM)

accellera DV
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Defining Functional Safety
Structured Approach to Measure the ASIL HW Metrics

Safety is the freedom from unacceptable risk of physical injury or damage due to
unplanned or undesired events

Functional Safety
Analysis (e.g. FMEDA)

s | PN | e age | tatent Falure
(SPFM)
A <1000 FIT | Not relevant Not Relevant
B <100 FIT > 90% > 60% o
C <100 FIT >97% > 80% bESIGN ANDVERQFQA]T%N
- a@ D <10 FIT >99% >90% DV':DN
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Importance of Failure Mode Effects and Diagnositc
Analysis (FMEDA)

* The FMEDA is safety analysis required by 15026262
— Other analysis are FMEA, FTA, DFA,....

e FMEDA is needed to:

— Verify the number of Safety Mechanisms and their claimed diagnostic coverage
properties are enough to reach the required ASIL level calculating the
architectural safety metrics: SPFM, LFM

— Validates the Safety Architecture (collection of safety mechanisms) and calculates
the performance of the system (SPFM, LFM)

IIIIIIIIIIIIIIIIIIIIIII
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FMEDA - Capture and Analyze Safety Goals

Failure Rate Failure Mode
IP Subpart Distribution Diag. Cov.  HW Safety
Failure Mode S : -
afe Fraction
SoC Part / / \ Mechanism
/  Settings / SPLMp 59.97% SPFMt 52.76% \
P FIT/Gaftes|1,20E-05 /NAND2 1 LFM not calculated
T FIT/Gtes|1,64E-03 /FLIP FLOP 8 \
|ID|/Par -Pa Failu%e Mode #Gates|#Flops & Sp% | Apd | Aps |Apfd %| At |[St% | Atd | Ats [Atd % Qgp SI\/‘fp DCt | SMt
1 CPU Bus_ITF ong data transaction cau 836 23 0,010 0,26 ,007447|0,002620 100,00%)0,039099| 40% (0,023459(0,015639 100,00"/(730% E2E >30% E2E
faultin the AHB interf.
DESIGN AND VER%QJT%N”
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Safety Verification Flow

Functional Verification Safety Verification

1
I i i Safety
Verification Functional & Safety Requirements Analysis
Tracking . ‘_Rsmﬁrd
Reports

Functional Mgmt | Functional
Mgmt

I Verification Environment Fault List Fault

optimization

SoC/Subsystem
Design

Coverage,

Fault Results

Runs DB DB

Functional Mgmt Fault Campaign Mgmt

Verification Verification
Tool Tool
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Arm Functional Safety Design Description

* Functional Safety is critical to many Arm products, especially those
targeting automotive segment

 Arm has many safety packages already:

— Arm Cortex®-A53, A57, A72, A75, A76, A35, A32, A34, A55, R5F, R52, M3, M4,
MO+, M7, M33, M23

 Arm’s safety analysis is for a Safety Element out of Context (SEooC)

accellera -
© Accellera Systems Initiative 15
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AIm

SoC Integrator

Manufacturer

Arm Safety Documentation Package

System Developer

Safety Manual

Development
Interface Report

FMEDA Report

Safety Package
Release Note

» Safety Manual

Development
Interface Report

» FMEDA Report

Safety Package
Release Note

» Safety Manual

Development
Interface Report

i 1»/ FMEDA Report

Safety Package
Release Note

» Safety Manual

Development
Interface Report

= FMEDA Report

Safety Package
Release Note

Other Internal
Documents

Other Internal
Documents

Other Internal
Documents

Other Internal
Documents

External Assessor, Auditor
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FMEDA Methodology

FMEDA Planning FMEDDeﬁi:i't‘?;":]rChy

Design Extraction { Part/Sub-Part Mapping on Design Failure Rate
Design Hierarchy Calculation

® FMEDA Hierarc i Design Mapping

et Iformation \ FM Mapping on Design Failure Mode Distribution
Blocks Calculation

S/DC Target & SM Allocation

Permftmm DC Targets and SM
Transient Definition

SM Cesign Mapping

DESIGN AND VERIFICATION“‘
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FMEDA Analytics
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FMEDA Methodology

. - Mozilla Firefox

File Edit View History Bookmarks
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x|+
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# |FME

DEMO / Configuration

Project Setup

Architectural FMEDA
®  noloreatea e Project Name FMEDA_DENO

Step: -

Safety Requirements

Detailed FMEDA ASIL Requirement c 0 Target Metrics
@®  Notcreated X O

_— Transient Enable = SPFM P: 80% - SPFM T: 90% - LFM: 60% - PMHF: 100
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Desigh Mapping

- Mozilla Firefox <@euvclod0>

File Edit Wiew History Bookmarks Tools Help

Ll wManager Configuration % | x|+
[ €) @R | https:/euvcloa0:8889/web/vmar/fmedafindex.html#/projectFMEDA_DEN | € HQ Search ‘ B ¥ A& =

@ / & FMEDA_DEMO / Detailed FMEDA ~ Q teiini ~

FMEDA Hierarchy / Design

Mapping In CDNS-Design-Mapping-Template-v1.0-OpenRISC-
0107201 8.xlsx

Design Extraction

® FMEDA Hierarchy/ Design Mapping

Name Subpart Descri... Technology... Mapping FM #
Design Information - FETCH
S/DC Target & SM Allocation > DECODER
» EXCEFT
Permanent
» CORE REGS
Transient

= WR-BACK LOGIC
FPU

FPU Arita ® Floaitng point std... Diglib 10/11  »
SM Design Mapping §

FPU Fcrmp Flaoting point co...  Diglib 1/1 p
FMEDA Plan FPU Int Flot Integer and foati...  Diglib 1/1 p

< » ALUMAC

Permanent » LOAD-STORE

Fault Injection Campaign
Configuration

» FREEZE orl200 freeze...

Planning
Execution Cenfiguration

Execution

Transient

FMEDA

cadence E 7 51 Failure Modes SPFMp:-  SPFME- LFM:- PMHFp: - PMHFt - PMHFlfm: - Fault Campaigns: 0/0 > / 20] 8
DESIGN AND VERIFICATION™
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S/CD Target and SM Allocation

M Saf

< C 1Y A Notsecure | https//sjfqos005:E

ence | Research W Costumer @ =B L Cos [ AcMm [ CDN_MAPS Bookmarks Jabber [ Q3Meeting17 JabRef B ncs

# [ & FMEDA_DEMO / Detailed FMEDA ~

S/DC Target & SM Allocation - Permanent (" sm Atocation @ A Values @D [ su Deiitons
Design Extraction —
FMID Part Subpart Failure Mode Ap Sp% Target Sp% Annotated DCp% Target ~ DCp% Annotated SM Permanent Apr -
Fia_1 FETCH Instruction Fetch Incorrect Instruction Flow caused by a fault the bran 13483 4 ok 133% 100% (+1%) | SM_3 -
FMEDA Hierarchy/ Design Mapping
FETCH GenPC Incorrect Instruction Flow caused by a fault in the fe. 11383 0% 113e3 112% 0% - 113e
Design Informstion FETCH GenPC Incorrect felch address generalion caused by a fault 12384 0% 12324 0.12% 0% - 123
S/DC Target & SM Allocation DECODER DecodCtrl Incorrect Instruction Flow caused by a fault in the d 257e3 0% 257e3 255% 0% - 257e
®  Permanent DECODER DecodCirl Incorrect Instruction sequence caused by a fault in t 3.10e-4 0% 310e-4 031% 0% - 3.10¢
EXCEPT Except Un-intended execution/nof execuled interrupt request 4.37e-3 0% 437e-3 435% 0% v 437e
CORE REGS Special Regs Processor deadlock caused by sysiem register cor... 1.60e-3 0% 1.60e-3 1.6% 0% v 1.60¢;
COREREGS  Special Regs Processor memaory protection error caused by fault i 49265 0% 49285 0.05% 0% - 492
SM Design Mapping COREREGS  Register File Corrupt data or value caused by a fault in the regist 3.588-2 9.25% (: )R 003 35.67% SM_2 - o
EMEDA Plan
Parmanent FM_12 FPU FPU top logic Incorrect result caused by fault in the FPU state ma.. 8.52e-4 0% 0.85% 70% - 2.56e
FaullInecion Campaen Fa_13 FPU FPU Arithmetic Incorrect result caused by faull in the FPU-Arith stal 2193 0% 218% 0% - 657e
Configuration FIa_14 FPU FPU Arithmetic FPU Adder produces incomect data due o faull into 1.30e-3 0% 129% 0% - 3.9
Planning FM_15 FPU FPU Arithmetic FPU Incorrect division data due to fault into the FPU. 2633 0% 262% -
Execution Configuration < Fi_16 FPU FPU Arithmetic FPU Incorrect multiplication data due to fault into th 32263 0% 32% v >
Execulion FM_17 FPU FPU Arithmetic FPU Incorrect post-division data due to fault into the 42363 0% 421% v
. FM_13 FPU FPU Arithmetic FPU Incorrect pesi-normalization mulfiplication data. 5.97e-3 0% 5.94% v
Transient FM_19 FPU FPU Arithmetic FPUpost-normalized AdderSubtracter produces inc... 2.18e-3 0% 2147% 0% v
FM_20 FPU FPU Arithmetic FPU Incorrect pre-division data due to fault into the ... 1.47e-3 0% 1.47e-3 147% -
FIa_21 FPU FPU Arithmetic FPU Incorrect mulliplication dala due fo fault into th 2.5%e4 0% 25%e4 0.25% -
FPU FPU Arithmetic FPU Adder produces incomect data due o faull into 1593 0% 1593 138% 0% -
FM_23 FPU FPU Fcmp FPU Incorrect comparing result due to fault into the 373e4 0% 373e4 037% 50% SM_1 -
FM_24 FPU FPU Int Float FPU Incorrect floating integer data result due to faul 6.23e3 0% 62383 62% 40% SM_1 v
FM_25 ALUMAC Arith. Logic Incorrect result caused by fault in the ALU state ma 143e-3 0% 14383 142% 0% v
FMEDA FM_26 ALUMAC Arith. Logic Incorrect Instruction Result caused by a faull in the 3.42e4 0% 3.42e-4 0.34% 0% v
Safety Mechanisms FM_27 ALUMAC Arith. Logic Incorrect Instruction Result caused by a faull in the 1.32e-4 0% 1.32e-4 0.13% 0% -
FIa_28 ALUMAC Arith. Logic Incorret Instruction Result caused by a fault in the 1.06e-3 0% 1.06e3 1.06% 0% -
Fla_29 ALUMAC Multiplier Accumulator Incorret result caused by faull in the MAC stale ma 45263 0% 452e3 45% 0% - 452
F_30 ALUMAC Multiplier Accumulator Incorrect Instruction Result caused by a faull in the 2.40e-3 0% 240e3 238% 0% - 2.40e
FM_31 ALUMAC Multiplier Accumulator Incorrect Instruction Result caused by a fault in the .. 9.60e-3 0% 9.60e-3 9.55% 0% - 9.60e
FM_32 LOAD-STORE  Load Store Wrong address addressing load/store data caused 51e4 0% 5.11e-4 051% 0% - 511e
FM_33 LOAD-STORE  Load Store Data corruption during memory to regisier transfer d... 2.69%-4 0% 2694 027 0% v 268% .

' ’ 2018
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STL and Safety Mechanisms

e Software Test Library (STL)

* Itisintended to be run on a safety critical
processor, and attempt to detect any errors

— This can allow the system to fail safely

* The design of the processor is created with the
STL in mind

— Optimisations enable software to test
certain parts and be deterministic

accellera -
© Accellera Systems Initiative 22
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STL and Safety Mechanisms

 STLis very low level
— Written in C and assembly
— Contains a number of functions for

testing the “health” of the ., [os

Priority

processor

* Requirements are strict on size

CIs

CONTEXT 1

s l SBIST (P) l R

Cis

IDLE

CONTEXT 1

CIS

s ISBIST(P)I R |

IDLE

I | >
and execution time T —
} major cycle } repeats...
— They can be “online” as well as ! ! } }
lloffline” Timer Timer Timer Timer
* Fault injection used to measure
the effectiveness of STL
DESIGN AND VER2|=QA-|T§Nm
DVCON

accellera -
© Accellera Systems Initiative
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Example: FMEDA

FMEDA reports are done for the processor with the STL, and also for the SBIST

controller.
Permanent faults
— 3 —
E & £ E =
'S < %’ 3 Q E ?SD § 8‘ Q
5 I _ S W o © S =&
2 i Fault detection and control > £ = + o= =
5 v © } (@) n 9 c O S =9
k7 E W mechanism o ~ 5 'S o & g 3
C 4+
= - S 3 = eg 5
- 5 g s ®Ef
o & g = &
0.000% 3.57E-04 0.000% STL 89.240% 3.84E-05 3.19E-04 100.00% 0.00E+00

2018
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1SO26262 Compliant DC/S Calculation

accellera
_

SYSTEMS INITIATIVE

How to Validate an FMEDA

Agenda:
S: safe faults

DD: dangerous detected
l DU: dangerous undetected

JG Safety Safe Faults (S)
(Formal)

DC.: Diagnostic Coverage

Remaining faults

celium elium
Safety Dangerous Safety amda DD,DU
(Fault Sim.) (Fault Sim.)

WL

patterns.
work Load | 4 ISSSSUEICAREIS » ? » DDA DCY%, 5% > SPFM
improvement (not classified)
EXPERT JUDGMENT Stot=S + S’
: DDtot = DD + DD’
(EVIdenceS needed) DUtOt - DU +DQUN ANDVER%QAL%N“‘
© Accellera Systems Initiative 25 T




Capture &
Analyze
FMEDA

Fault
Campaign
Preparation

SYSTEMS INITIATIVE

Functional Safety Flow

Map
Results to

Run & Rank Compile +
Functional Elab for

Tests Fault Sim

Formal Good
Fault Machine
Reduction Simulation

Capture
dump for
repla

Save
checkpoint
for restore

FMEDA

Fault Generate
report

Simulation

Fault DB

2018
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Capture &
Analyze
FMEDA

Fault
Campaign
Preparation

lazelir>

SYSTEMS INITIATIVE

Cadence Functional Safety Flow

Cadence Verification Suite

Run & Rank Compile + Formal Good
Functional Elab for Fault Machine
Tests Fault Sim Reduction Simulation

Fault
Simulation

Capture

dump for
replay

Save

checkpoint
for restore

Fault DB §

Map
Results to
FMEDA

Generate
report

2018
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Questions?

2018
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Demo

2018
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FMEDA Demo

accellera
.
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How to Validate an FMEDA — Fault Classification Flow

» Fault classification can’t be ideal in practice, not classified faults (NC) can be exposed to
user expert judgment to be further classified

Agenda:
— S: safe faults
DD: dangerous detected
DU: dangerous undetected
L DC: Diagnostic Coverage

JasperGold

Safety - 5
(Formal)

Remaining faults

Work Load Safety — Dangerous

OBS

Safe Faults (S)

OISOZ6262 Compliant DC/S Calculation

ns. ‘
Work Load ‘ Rema'”'”g  Remaining faults » ? » BADIVASERN-——> | DC%, 5% > SPFM
improvement (not classified)
EXPERT JUDGMENT gtgtt t S [’)’ DS+ o EvNE,%QA%
0 =
accellera (EVIdeﬂCGS needed) DUtOt = DU + DU’ CONFEREN CE AND EXHIBITI ON
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FMEDA Solution — Top Level View

. MS Excel on
COCkp|t _ CDNS Template

31 Party
FMEDA
: FMEDA
Design _ |
Extraction Design o FMEDA
) . FMEDA Plan - Report
Tech. Library Mapping

MS Excel

Areal/Flops info
per FM

EMEDA Plan Safeness and DC
Reports per failure mode

FM Mapping

FM Management, Planning, Traceability .
Characteriz. —p S/DC

Faults Campaigns —_—
Classfic. Scheduling

Fault List Faults Design Hierarchy Extraction (XML
generation Measures Generation)

Area & Flop Mapping to FM (Calculate)
Simulation Formal
(fault injection) (untestability)

Hybrid Engines 2018

DESIGN AND VERIFICATION™
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Fault Injection Campaign Execution

FM design info annotation path

FM verification path




Flow support

4 _ "\ Architectural FMEDA Flow:
Project Setup o :
* Rough estimation of the overall metrics
e Course grained FMEDA
* Metrics evaluation before RTL/design information availability

\_ J Analysis is to address feasibility study

* Analysis aimed to figure out primary SM requirements.
\/ Detailed FMEDA Flow:

* Accurate estimation of the overall metrics

2 * Fine grained FMEDA

e Metrics evaluation using actual design & assumed DC targets
Architectural

Flow

* Evidence to prove the achieved safety goals

e Data for ASIL certification
* Validation of metrics — Fault Injection, Formal Analysis

2018

J
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FMEDA Solution

Architectural FMEDA: based on Design Estimation (before RTL availability)

SCOPE.: FMEDA Hierarchy
Course grained FMEDA analysis Definition

Prel!m!nary Safety Archlt.ecture » User Parts/Subparts definition based on block diagram abstraction level
Preliminary Safety Requirements l « User FM definition (currently one per subpart due to the scope of this FMEDA)

S, DC associated with mapped Safety
User Design Estimation

Mechanism
+ Based on design specs or similar existing implementation

Estimated SPFM,LFM, PMHF
For Permanent and Transient

FMEDA Tuning

DC Targets and SM
Allocation

Safety Architecture
Tuning

NOK Metrics
evaluation

* Preliminary Safety Architecture
« Estimated SPFM,LFM,PMHF 2018
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FMEDA Solution

Detailed FMEDA: based an actual design information (after RTL, Netlist availability)

FMEDA Hierarchy « User Parts/Subparts definition based on block diagram .SC%PE'.I d FMEDA Vsi
” Definition + User FM definition etailed FMEDA analysis
* Accurate Failure Mode Distribution

Part/SPart Mapping on Design Failure Rate * Estimated SPFM/LFM based on DC targets
Design Hierarchy o Sz Fa +  SPFM/LFM based on S/DC measures and
i expert judgment
« Safety Architecture finalization

) FM Mapping on Design Failure Mode Distribution B « Safety Requirements
blocks Calculation
v
), DC Targets and SM )
Definition b

v
- NOK @

. OK
FMEDA Verification Plan
Preparation

Fault Campaign

FMD Annotation

Safety Architecture
tuning

+ Safety Architecture
+ ASIL compliancy

» Detection Points
» Observation Point,
* Tests names

NOK
v -
S/DC Measures per Annotated EMEDA
FM OK

Fault List automatically extracted

S/DC Annotation

Automation driven by
FMEDA
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RX MEM

MAC

1Bl

Registers

N RX
MAC MAC
|

1
tT

ime Stamp Unit (TSU)

GMII

GMII

@ [ & Ethernet_IP_Demo_1 / Detailed FMEDA ~

Design Extraction

@® FMEDA Hierarchy/ Design Mapping

Design Information

S/DC Target & SM Allocation
Permanent

Transient
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FMEDA Hierarchy / Design Mapping

FM_1
FM_2
FM_3
FM_4

Failure Mode

The timer value may not be captured or captured incomectly
The TSU seconds interrupt is incorrect
TSU compare interrupt is incorrect

THIRX timestamp iz corrupted, cutput TSU timer value to local 5.

1 Upload Mapping

Safety Relevant Type Memory Bits

i Mission v
] Mission
i Mission
Ld Mission v

Mapping
gem_gxli_gem_ss.i_gem_top.gen_tsu_i_gem_tsu...
gem_gxli_gem_ss.i_gem_top.gen_tsu_i_gem_tsu

gemn_gxLi_gem_ss.i_gem_top.gen_tsu i gem_tsu

gemn_gxli_gem_s=.i_gem_top.gen_tsu i gem_tsu
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GEM Block Diagram - Safety mechanism view

Protection

DMA Descriptor
Address, Data

accellera
.
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ECC Protection

Data path parity
Protection

RX MEM

EDMA

Protection

Data Path Lockup

MAC

CS

Filter

RX
DMA DMA

Registers

MAC
|

Time StampAJnit (TSU)

Redundancy
0 Protection

IP/TCP Checksum
Illegal Packet Filter

Ethernet Frame FCS

Loopback

Access Protection

2018
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FMEDA Template — Instance Mapping Formats

DESIGN MAPPING INFORMATION

Part Part Instances
(Block) mapping

Subpart
(Sub-block)

Description

Subpart Instances mapping

Failure Mode

Failure Mode Instances mapping

i_gem_to
p em_gxl.i_gem_ss.i_
Eem_top

gen_tsu_i_gem_tsu

Time Stamp Unit

gem_gxl.i_gem_ss.i_gem_top.gen_tsu_i
_gem_tsu

The timer value may not be
captured or captured incorrectly

gem_gxl.i_gem_ss.i_gem_top.gen_tsu_i_gem_tsu...

[The TSU seconds interrupt is
incorrect

gem_gxl.i_gem_ss.i_gem_top.gen_tsu_i_gem_tsu

ITSU compare interrupt is
incorrect

gem_gxl.i_gem_ss.i_gem_top.gen_tsu_i_gem_tsu

ITX/RX timestamp is corrupted,
output TSU timer value to local
system will be invalid, Timer
value read back in registers is
also invalid. May also cause TX
lockup for time based
scheduling.

gem_gxl.i_gem_ss.i_gem_top.gen_tsu_i_gem_tsu

i_gem_reg top.i_g
em_registers

Etherent IP
Registers

gem_gxl.i_gem_ss.i_gem_top.i_gem_reg
_top.i_gem_registers...

gem_gxl.i_gem_ss.i_gem_top.i_gem_reg_top.i_gem_registers.gen_axi_i_gem_parity_gen_dma_config_burst
_len; gem_gxl.i_gem_ss.i_gem_top.i_gem_reg_top.i_gem_registers.i_gem_parity_gen_dma_config_byte 1;
gem_gxl.i_gem_ss.i_gem_top.i_gem_reg_top.i_gem_registers.i_gem_parity_gen_default;

Fault in Paritv Generators of

— a.b.c.d... -> Include all the submodules instances inside the module ‘d’
a.b.c.d -> Include only Submodule ‘d’
la.b.c.d.e... -> Exclude all the submodules instances inside the module ‘@’  m_gui_gem._ss.i_gem. top.i_gem._reg.top.i_gem_registers._gem_parity_gen. default;
. la.b.c.d.e -> Exclude only Submodule ‘e’

Fault In dynamic control outputs
from the registers

gem_gxl.i_gem_ss.i_gem_top.i_gem_reg_top.i_gem_registers.i_gem_parity_gen_int_mask_disable

em_ss.i_gem_top.i_gem_reg_top.i_gem_registers...;!gem_gxl.i_gem_ss.i_gem_top.i_gem_reg_t
op.i_gem_registers.gen_axi_i_gem_parity_gen_dma_config_burst_len;
i_gem_ss.i_gem_top.i_gem_reg_top.i_gem_registers.i_gem_parity_gen_dma_config_byte_1;

<.i_gem_ss.i_gem_top.i_gem_reg_top.i_gem_registers.i_gem_parity_gen_int_mask_disable

gem_gxl.i_gem_ss.i_gem_top.i_gem_reg_top.i_gem_registers;

dccernera
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Architectural Flow

Controls visibility

@ | & Ethernet_IP_DEMO / Architectural FMEDA ~

FMEDA Hierarchy

Design Estimation

S/DC Target & SM Allocation

Permanent

Transient

® FMEDA

Safety Mechanisms

cadence

FMEDA Result
ID Part
FM_ARCH_16 gem_gx|
FM_ARCH_15 gem_gxl
FM_ARCH_14 gem_gxl
FM_ARCH_13 gem_gxl
FM_ARCH_12 gem_gx|
FM_ARCH_11 gem_gxl
FM_ARCH_10 gem_gxl
FM_ARCH_9 gem_gxl
FM_ARCH_8& gem_gxl
FM_ARCH_7 gem_gxl
FM_ARCH_6& gem_gxl
FM_ARCH_& gem_gxl
FM_ARCH_4 gem_gxl
FM_ARCH_3 gem_gxl
FM_ARCH_2 gem_gx|
FIM_ARCH_1 gem_gxl

Subpart
TX _Data_Memaory
RX_Data_NMemory
TSU_Comparator

Register_Parity_Logic

PHY Interface
MISC
ECC_protection
CSR_Space
TSU

TX_MAC
RX_MAC
AXI_RD_WR
DMA_RX_RD
DMA_RX_WR
DMA_TX_RD
DMA_TX_WR

Technology
MEM_LIB
MEM_LIB
Generic_SS_LIB
Generic_SS5_LIB
Generic_SS_LIB
Generic_SS_LIB
Generic_SS5_LIB
Generic_SS_LIB
Generic_SS_LIB
Generic_SS5_LIB
Generic_SS_LIB
Generic_SS_LIB
Generic_SS5_LIB
Generic_SS_LIB
Generic_SS_LIB
Generic_SS_LIB

Area
4505.6
9011.2

513
1026
5130
3078

28728
51300
12312
41040
34884
61560
30780
5130
14364
22572

#G...

500
1000
5000
3000
2500
50000
12000
40000
34000
60000
30000

5000
14000
22000

64

100
200
50
4500
300
1500
22
4600
1400
250
1200
1350

#bit
4096
8192

Ap
492e-2
0.83e-2
2.91e-3
5.82e-3
2.91e-2
1.75e-2
1.63e-2
2.91e-1
6.99e-2
2.33e-1
1.98e-1
3.49e-1
1.75e-1
2.91e-2
8.15e-2
1.28e-1

Sp...

2%
2%
2%
2%
2%
2%
2%
2%
2%
2%
2%
2%
2%
2%
2%
2%

[ Design Information @) FM Type @) ] Bi Generate Report

Apd
0.05
0.1

0.03
0.02
0.02
0.29
0.07
0.23
0.19
0.34
047
0.03
0.08
0.13

Ap %
2.77%
5.54%
0.16%
0.33%
1.64%
0.98%
0.92%

16.41%
3.94%
13.13%
11.16%
19.7%
9.85%
1.64%
4.6%
7.22%

DCp %
99%
99%

90%
90%
95%
95%
98%
9%
97%
95%
95%
95%
92%
96%

Apr

4.82e-4
9.63e-4

2.85e-3
1.71e-3
7.99e-4

0.01
1.37e-3
6.85e-3
5.82e-3

0.02
§.56e-3
1.43e-3
6.39e-3
5.02e-3

SM ID Perma
v_11
v_11
M_13
v_12
M_11
M_5;5M_6

M_10
M_7 ; SM_9; SM_12; ¢
M_8;SM_12:5M_13
M_3;SM_4;SM_7 ; S|
M_2 ; SM_4

M_4

M_3

M_1; SM_3

1 Parts [ 16 Sub-Parts / 16 Failure Modes

SPFMp: 95.85% SPFEMt 95.14% LFM: 99.95%

PMHFp: 0.07 PMHFt: 6.9 PMHFIfm: 8.56e-4
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Detailed Flow

# | & Ethernet_IP_DEMO / Detailed FMEDA ~

—
FMEDA Result F i |te r O ti O n S I Design Information FM Type B Generate Report
Design Extraction p ) |
ID Part Subpart Failure Mode Safety Relevant Ap Sp % Apd Ap %
) ) ) FM_1 i_gem_fop gen_tsu_i_gem_tsu The timer value may not be captured or captured incorrectly true 8.49e-3 6.49% 7.94e-3 2.16% 1007 o
FMEDA Hierarchy/ Design Mapping
: FM_2 i_gem_fop gen_tsu_i_gem_tsu The TSU seconds interrupt is incorrect true 3.44e-3 6.38% 7.90e-3 2.15% 00 769 1.92e-5
Design Information FM_3 i_gem_fop gen_tsu_i_gem_tsu TSU compare interrupt is incorrect true 3.44e-3 2% 8.27e-3 2.15% 049 1.65e-4
. FM_4 i f tsu_i 1 TX/RX ti tamp i ted, output TSU ti lue to local tem will be... i 8.44e-3 2% 8.27e-3 2.15% 959 1.65e-4/
SIDC Target & SM Allocation | i_gem_top gen_tsu_i_gem_tsu imestamp is corrupted, outpu imer value to local system will be e & & &
b FM_5 i_gem_top i_gem_reg_top.i_gem_registers Fault in Parity Generators of Registers true 4 72e-4 2% 462e-4 0.12% 958 2.31e-5
'ermanent
FM_6 i_gem_fop i_gem_reg_top.i_gem_registers Fault in static configuration outputs from the registers true 1.84e1 2% 018 46G.83% 958 9.00e-3
Transient FM_7 i_gem_top i_gem_reg_top.i_gem_registers Fault in dynamic control outputs from the registers true 1.74e-1 2% 017 44 43% 959 8.54e-3

SM Design Mapping

EMEDA Plan

Generate Report
comeaon | K In Excel Format

Flanning

Execution Configuration

Execution

Transient

® FMEDA

Safety Mechanisms

C é denc e' 1 Parts / 2 Sub-Parts / 7 Failure Modes SPFMp: 95.43% SPFMLE 96.61% LFM: 100% PMHFp: 0.02 PMHFt: 1.8 PMHFifm: 0 Fault Campaigns: 2/0/7 m =]
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Detailed Flow

# | & Ethernet_IP_DEMO / Detailed FMEDA ~

—
FMEDA Result F i |te r O ti O n S I Design Information FM Type B Generate Report
Design Extraction p ) |
ID Part Subpart Failure Mode Safety Relevant Ap Sp % Apd Ap %
) ) ) FM_1 i_gem_fop gen_tsu_i_gem_tsu The timer value may not be captured or captured incorrectly true 8.49e-3 6.49% 7.94e-3 2.16% 1007 o
FMEDA Hierarchy/ Design Mapping
: FM_2 i_gem_fop gen_tsu_i_gem_tsu The TSU seconds interrupt is incorrect true 3.44e-3 6.38% 7.90e-3 2.15% 00 769 1.92e-5
Design Information FM_3 i_gem_fop gen_tsu_i_gem_tsu TSU compare interrupt is incorrect true 3.44e-3 2% 8.27e-3 2.15% 049 1.65e-4
. FM_4 i f tsu_i 1 TX/RX ti tamp i ted, output TSU ti lue to local tem will be... i 8.44e-3 2% 8.27e-3 2.15% 959 1.65e-4/
SIDC Target & SM Allocation | i_gem_top gen_tsu_i_gem_tsu imestamp is corrupted, outpu imer value to local system will be e & & &
b FM_5 i_gem_top i_gem_reg_top.i_gem_registers Fault in Parity Generators of Registers true 4 72e-4 2% 462e-4 0.12% 958 2.31e-5
'ermanent
FM_6 i_gem_fop i_gem_reg_top.i_gem_registers Fault in static configuration outputs from the registers true 1.84e1 2% 018 46G.83% 958 9.00e-3
Transient FM_7 i_gem_top i_gem_reg_top.i_gem_registers Fault in dynamic control outputs from the registers true 1.74e-1 2% 017 44 43% 959 8.54e-3

SM Design Mapping

EMEDA Plan

Generate Report
comeaon | K In Excel Format

Flanning

Execution Configuration

Execution

Transient

® FMEDA

Safety Mechanisms

C é denc e' 1 Parts / 2 Sub-Parts / 7 Failure Modes SPFMp: 95.43% SPFMLE 96.61% LFM: 100% PMHFp: 0.02 PMHFt: 1.8 PMHFifm: 0 Fault Campaigns: 2/0/7 m =]

' ' ' I \/ AN
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Summary

* Integrated functional + safety verification flow and engines
— Reduce effort of developing & maintaining different environments
— Highest performance native fault simulation

* vPlan-based requirements traceability, with FMEDA plan based metrics analysis
— Use FMEDA user strategy to reduce amount of required fault simulation
— Integrate design data for accurate analysis

* Automate the functional safety verification tool flow
— Reduce the human effort whenever possible, automate all possible steps
— Minimize the Fault Injection Campaign Set-up time
— Reuse of Functional Verification Environment

* Execution core
— Optimized flow to improve the TAT and optimized usage of each involved feature
— Use coverage data to reduce the number of test to be executed
— Utilization of formal techniques to reduce the fault space
— Intelligent algorithms to minimize the number of fault to be injected and executed

Cadence provides the most comprehensive solution for Functional Safety 2018
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