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Introduction

* Design Complexity
 Verification is a critical bottleneck in modern IC development, consuming up
to 70% of design time.
* Challenges in modern verification
* Hard-to-detect bugs in large-scale designs
* High verification cost and computational demand

* Time-to-market pressure for competitive product releases
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Introduction

e Verification Method

e Simulation Verification
» Advantages : Excellent scalability / Constrained Random Verification
» Disadvantages : Biased test scenarios / Missing corner cases
* Formal Verification
» Advantages : Precisely verifies correctness / Exhaustive state exploration

» Disadvantages : Highly susceptible to state explosion / False alarms may lead to

unnecessary debugging efforts
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Introduction

* Our Proposal

* We aim to develop a verification framework that maximizes simulation coverage.

* Formal-Guided Verification:
* Integrating simulation’s scalability with formal’s precision and guidance
e Mitigating formal false alarms to ensure consistent execution results

* Mitigating coverage holes related to black-box module by formal tools (due to

excessive storage and computational complexity)
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Introduction — Contribution

* Framework (Formal-Guided Simulation)

* Propose Formal-Guided Test Sequence Optimization (FGTSO)

* Refining formal assumptions to align formal verification with simulation,

minimizing false alarms.

* Mitigating the limitations of formal verification in handling black-box modules

caused by high storage and computational complexity.




Introduction — Contribution

e Achievements on RISC-V processor CVA6

* Within ten days, we achieved 100% coverage across all metrics — including line,

toggle, COnditlon, and branCh. Branch Coverage in CVA®b
105

99.38 % 99.91 %
100

B HyPFuzz
B FGTSO(ours)

94.78 % 95.5 %

o
90
3 days 8 days
+4.6% +4.41 %
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Related Work

Related Work RISC-V Torture [1] RISC-V DV [2] TheHuzz [3] HyPFuzz [4]

Fuzzing-based +

Basic functionality = Constrained random Fuzzing-based +

Advantages e L. Golden reference L.
& check verification Formal verification
model
No systematic Prone to false alarms

Rely on randomness,

. guidance, / Lack handle black-
missing corner cases

incomplete coverage box issues

Disadvantages Limited test scope

[1]https://github.com/ucb-bar/riscv-torture
[2]https://github.com/google/riscv-dv

[3] Rahul Kande, Addison Crump, Garrett Persyn, Patrick Jauernig, Ahmad-Reza Sadeghi, Aakash Tyagi, and Jeyavijayan Rajendran. {TheHuzz}:Instruction fuzzing of processors using {Golden-
Reference} models forfinding {Software-Exploitable} vulnerabilities

[4] Chen Chen, Rahul Kande, Nathan Nguyen, Flemming Andersen,Aakash Tyagi, Ahmad-Reza Sadeghi, and Jeyavijayan Rajendran.{HyPFuzz}.{Formal-Assisted} processor fuzzing
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Related Work

HyPFuzz [4] FGTSO (Ours)

Fuzzing-based mutation engine +

e L. Formal-guided test case generation
Formal verification 5 5

Test Generation

False Alarms No discussion 4 Align formal and simulation
Black-box Handling No discussion </ Construct abstraction model
Simulation Coverage :
.. Good, but random-based Q7 Better, more effective test cases
Efficiency
Automation Q7 Easy to automation Need few manual intervention

[4] Chen Chen, Rahul Kande, Nathan Nguyen, Flemming Andersen,Aakash Tyagi, Ahmad-Reza Sadeghi, and Jeyavijayan Rajendran.{HyPFuzz}:{Formal-Assisted} processor fuzzing
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Case Study — SVA Types

e Assume

* Constraints on inputs : Define the operational environment

e Cover

e Observability check : Identify reachable states

* Assert

* Correctness check : Guarantee a property must always hold




Case Study — Proposed Framework

Test Cases

RISCV
DV
Test

a

Target
Instruction
Sequences

a

Instruction Set Simulator

Tbh_top

UVM Test Environment

Generate
Instruction
Sequences

axi axi |
sequencer | | driver | |
\ 4
clkrst clkrst . . .
— > . «—> interface | _ | puyv Functionality
sequencer driver «—> > Check
default default
inputs > inputs >
sequencer driver
FGTSO (Formal)
Coverage Analysis & Specific Instruction Sequence Extraction Coverage Simulation
| . < Databaie < Generates
Forr.na Co-enwron.ment Cover?ge Coverage Data
Engine Analysis Selection
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/ Target | l

Select —— >/ Coverage |

Case Study — FGTSO Workflow ettt ek
Y f--IITIIIE -
Step 2. | Formal
el e
1. Simulation Coverage Hole Selection | !
|
L e |
* Prioritize coverage holes for targeted verification : v |
/ Assume Propertylfor / > Generate Property for |
| Formal Env. Setting Target Coverage Hole
2. Environment Consistency Check Step3/&4. N\ m o e e e = = -L E—
: L : Pl el = =1
*  Align formal with simulation to reduce false alarm | Rt Run Formarto ooy |
e Mitigate bbox issues in formal : [ } :
. I Yes I
3. Formal Cover Property Generation ! |
: : : : | @ - e |
 Define uncovered design behaviors to guide I : | I
verification : “{ il Bl !
. . I over lrace I
4. Targeted Instruction Sequences Extraction N :
. : . ! |
Extract specific test sequences to address identified | | |
holes | R | (oo
| Squence ‘ RTL Simulation /| |
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Case Stu dy - Ste p 1 ) |—>\F‘GTSOStan —E_ _Se;°t_ _ . _C;er:e_ _:

e Select an impactful simulation coverage hole

 MaxUncovd Strategy [2]

SCORE BRANCH NAME

86.05 86.05 wt_dcache_ctrl

87.50 87.50 fpnew_opgroup_fmt_slice
88.19 88.19 control_mvp

88.24 88.24 controller

90.00 90.00 scoreboard

90.00 90.00 bht

91.67 91.67 fifo_v3

\ 4

[2] Chen Chen, Rahul Kande, Nathan Nguyen, Flemming Andersen,Aakash Tyagi, Ahmad-Reza Sadeghi, and Jeyavijayan Rajendran.{HyPFuzz}:{Formal-Assisted} processor fuzzing.
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Case Study — Step 1.

e Select an impactful simulation coverage hole

 MaxUncovd Strategy [2]

I
I I
FGTSO Start —> .
I | Coverage Metric I
e e e e e - - = -J

N P

Select

Coverage
Hole

MISS REQ: begin
miss req o = 1'bl;

if (req port i.kill req) begin
req port o.data rvalid = 1'bl;
if (miss_ack 1) begin
state d = KILL MISS;
end else begin
state d = KILL MISS ACK;
=nd

SCORE BRANCH NAME T
180
86.05 86.05 wt_dcache_ctrl 181
182
87.50 87.50 fpnew_opgroup_fmt_slice 1:2
185
88.19 88.19 control_mvp Lse
88.24 88.24  controller 1o
189
90.00 90.00 scoreboard 190
90.00 90.00 bht el
193
91.67 91.67 fifo_v3

end else 1if (miss replay 1) begin
8tate d = REPLAY REQ;

181 | SId =I5t IT (mIfo ack 1) Degin

state d = MISS WAIT;
end

[2] Chen Chen, Rahul Kande, Nathan Nguyen, Flemming Andersen,Aakash Tyagi, Ahmad-Reza Sadeghi, and Jeyavijayan Rajendran.{HyPFuzz}:{Formal-Assisted} processor fuzzing.
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Formal
Assumptions
Aligned with UVM
onstraints?

Case Study — Step 2. f

Fine-Tuned
Co-environment

Y

Assume Property for Generate Property for
Formal Env. Setting Target Coverage Hole

* Mitigation False Alarm in Formal

e Align Formal and Simulation Environment

1. Primary inputs treated as free nets
* Allow signals to take arbitrary values
2. Large storage or complex computation units treated as black boxes

 OQOutputs unconstrained by internal logic are regarded as arbitrary values
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Case Study — Step 2.

1. Primary inputs treated as free nets

Allow signals to take arbitrary values

e Case (Automatic / Manual)

r_valid: assume property (

}J

Fine-Tuned
Co-environment

Y

Formal
Assumptions
Aligned with UVM
onstraints?

Assume Property for
Formal Env. Setting

(req.ar_valid &% reqg.ar_ready) |=»> ##[6:%] (resp.r_valid)

Generate Property for
Target Coverage Hole

Insufficiently generated instruction pattern for memory operation coverage holes

Enforce AXI formal assumption to address memory operation coverage holes
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Case Study — Step 2.

2. Large storage or complex computation units
treated as black boxes

Fine-Tuned
Co-environment

Y

Formal
Assumptions
Aligned with UVM
onstraints?

Assume Property for
Formal Env. Setting

Generate Property for
Target Coverage Hole

(2025

DESIGN AND VERIEICATION ™

DVCCON

CONFERENCE AND EXHIBITION



Case Study — Step 2.

2. Complex computation units treated as black boxes

e Outputs unconstrained by internal logic are
regarded as arbitrary values

 |Implementation (Manual)

1. Capture the original multiplier input

Formal
Assumptions
Aligned with UVM
onstraints?

Fine-Tuned
Co-environment

Y

Assume Property for Generate Property for
Formal Env. Setting Target Coverage Hole

2. Compute the correct result using SVA

____________ | = =)
BBOX
Multiplier
Retrieve bbox Send correct results to
module input s 2 corresponding module
mmd Abstraction .
1 Model 3 SystemVerilog
’ Assertion Platform

3. Output the result with control signals

2.
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Case Study — Step 2.

Mitigation False Alarm in Formal

e Align Formal and Simulation Environment

Misalign Detection

1. Generate target instruction sequences using formal tool

Fine-Tuned
Co-environment

Y

Formal
Assumptions
Aligned with UVM
onstraints?

Assume Property for
Formal Env. Setting

Generate Property for
Target Coverage Hole

2. Execute the target instruction sequences simultaneously in both environments

3. |If results mismatch, misalignment is detected
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Methodology — Step 3. & 4.

Step 3, & 4.
. . =i fi e .—_________l—___l
* Generate instruction sequences for target : . Run FormalTool Lo |
Mannual Review for Cover Trace | /
coverage hole | 1 |
| Yes [ !
_ : ! b " '
° FormaI_GUIded Waveform EXtraCtlon l Run outof‘ ~_ No ~”"Forfnal Verificétion‘ __Yes \Waive Coverage |
| ' - Resources ?_~ DR shows unreachable ? - Hole in DataBase I
1. Automatically integrate coverage hole o | |
. . I No — o | ———
expressions into formal cover templates | ]
] I over |race I
2. Acquire cover traces from formal cover ik :
' l
property : ! | | |
M M enerate Target Instruction / I
. l Instrucion ——— >/ Sequences for FGTSO Finish
3. Extract target instruction sequence from rmirac Y
| Squence ' RTL Simulation |

covertraces = e e e e e e e e mm = =
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Methodology — Step 3. & 4.

 Formal-Guided Waveform Extraction

1.

Automatically integrate coverage hole expressions into
formal cover templates

Acquire cover traces from formal cover property

Extract target instruction sequence from cover traces

Step ?T & 4.

Retry after
Mannual Review

Yes

" Runoutof .
~_Resources ?

" Cover Trace

Y

Run FormalTool :’ A —
for Cover Trace ] P y
v
No Formal Verification ,‘Yes ‘Waive Coverage
~shows unreachable ? }Hole in DataBase
|
|
|
|
|
r Y
/Target Instruction |

Instrucon ———>/ Sequences for —|—> FGTSO Finish

’ Generate

Squence

' RTL Simulation
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Step ?T & 4.

Case Study — Step 3. & 4 S S e v
[} [} Retry after Run FormalTool / /
I Mannual Review for Cover Trace over Property I
I |
179 1. miss REQ: begin l I
180 miss reg o = 1'bl; | es L |
181 I P g I
Ll 2, if (req port 1.kill req) beg:ll_n | .~ Runout of > _ No __— Formal Verification ‘EJ Waive Coverage |
183 req_port_o.data_rvalid = 1'bl; ~_Resources ?_— ~shows unreachable 2 — Hole in DataBase
184 if (miss ack i) begin | 4 . g \ |
185 state d = KILL MIS5; I |
186 end else begin No — | — — —
187 state d = KILL MISS ACK; l |
188 end | / / |
189 end else if (miss replay i) begin I Cover Trace I
190 state d = REPLAY REQ; O :
= = |
MISS_WAIT; | I
193 I A\ 4 B : \ 4
Generate /Target Instruction |
| Instruction ——— > Sequences for —|—> FGTSO Finish
| Squence ' RTL Simulation
T |
testl: cover property
gen_cache wt.i cache subsystem.i wt dcache.gen _rd ports[1l].genblkl.i wt dcache ctrl.state g == *h2 1.
&&
~gen_cache wt.i cache subsystem.i wt dcache.gen_rd ports[1l].genblkl.i wt dcache ctrl.req port _i.kill reg 2.
&&
gen_cache wt.i cache subsystem.i wt dcache.gen_rd _ports[1l].genblkl.i wt dcache ctrl.miss replay_ 1 3.

);
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1

c— [ e —\ _______ Y |
Ca S e St u d y Ste p 3 [ & 4 (] Retry after Run FormalTool c
I MannuZI Review for Cover Trace | over Property :
! ainnd !
| I
* Formal-Guided Waveform Extraction | Yes[ l |
1. Automatically integrate coverage hole expressionsinto ! e oy haenbaoe |
formal cover templates , . I
. | B
2. Acquire cover traces from formal cover property S :
Cover Trace
3. Extract target instruction sequence from cover traces : E— :
: L : v
‘ ' arget Instruction I
_ Sl | —»“ngqufénc;sf;r ———> FGTSO Finish
Ao ind lab a. LS 2oy S 29 BSE oy BY 3 - _7R:-31“U|i°“_ -

ck i UL e

isa_props.testl

wt_dcache_ctrl,state_q IDLE |*o JioLE I'o |*E J*o J*o |1 J*s JroLe I*o |* rEqQ
wt_dcache ctrl.req_port_i.kill req 1 1
isa_props.reset

wt_dcache ctrl.miss replay i |

isa_props.target_instr +00]*1 peo1 ea13 |7 |3 |3 | 2se3 3 |7 |3 fe3 | ea13 3 |reen ea13 |r epoz|t3 |7 |7 |rfe 2023 |3 |t |ree7 Bee3
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Case Study — Step 3. & 4.

Step 3, & 4.
1T ______;_______,J—___,_l
. . I Retry after Run FormalTool | T |
* @Generate instruction sequences for target : Mannual Review CuC el Py I
coverage hole | |
Yes
| ~ |
. . . H o H I un outof o 6rfna eri ice; I | aive Coverage I
e Limitation of Formal Verification Tool || G -
I 9 ‘ I
* Unreachable Lo e
\ , I
I " Cover Trace I
* Run out of resource e :
: |
' |
I Gen‘e;rate ffarget Instruction / l N
! Instruction ~ ——— > Sequences for ———f—> FGTSO Finish
I Squence / RTL Simulation /
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Case Study — Step 3. & 4.

Step 3, & 4.
_ , e -—_________l—__,_l
* Generate instruction sequences for target | [lemetrs RunFormalTool . _¢over Property :
| . /
coverage hole : W !
| Yes |
| . ~ :
l un ouk‘ok e o orfna eri icé ion . Yes V aive Coverage I
* Formal tOOI ShOWS unreaChabIe | ' -stourctesf? § —r ‘SEQWSLIJI’YreafChatUe?« - I-\fc/ﬂe in%ataBagse] !
I i 11
1. Check whether moderate constraints : No S N —
L : - A— |
exist in both environment. Y l
: I
i ) I I
2. |If constraints are moderate, waive them 1 :
. . | Y | v
to ensure progress, pending designer l T _:_> FGTSO Finish
. . . . I Squence ' RTL Simulation /
review for validation and refinements. @ - - - _ - _—_—_-__ '
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Case Study — Step 3. & 4.

Step 3, & 4.
. . | T T e e |
* Generate instruction sequences for target 1| | Rewvarer R FomaTooll, G propery |
. |
coverage hole | :
| Yes |
! e | ,, !
* Formal tool shows run out of resource | R Lt FomalVercaon Y5, Wake Covrsge
- Resources ? shows unreachable ? - Hole in DataBase|
* d ‘ ' \ |
| » |
1. Dividing complex property into sub- ! No I P
. | v , I
propertles : Cover Trace l
|
. |
2. Collect respective results from sub- | |
properties, and integrate them into N . HEN - B e—
target instruction sequences e SN —
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Case Study —Step 3. & 4 ¥ S
’ ’ : Ml Reviow ox CoverrTics ey
|
o F: . . I Yes
ormal-Guided Waveform Extraction | v
1. Automatically integrate coverage hole expressionsinto | Sk e e o ik
formal cover templates l Nl
. ! I
2. Acquire cover traces from formal cover property S :
Cover Trace
3. Extract target instruction sequence from cover traces : B :
main: | T - | v
addiw x10, x18, -27 l IGinm?m ;ngetMSUu?an__ | S
1d x22, 0(x2) .l - | RIL Simutation | | |
s11i x8, %8B, & | A l

addi =8, %2, @
csrrw x16, eéxycl, x2
Ih x15, 4(x2)
Iw x9, B(x8)
lhu %3, 1122(x24)
csrrsi xB8, éxvcl, 3
1b x28, 1536(x9)
beq x1, %2, nextl3632
nextl3632:
s11i %8, %8, 8
lbu x@, -2847(x15)

(2025

DESIGN AND VERIEICATION ™

DVCCON

CONFERENCE AND EXHIBITION




Case Study — Step 3. & 4. e EEe b

|
I Mannual Review for Cover Trace T—Cover Property I
| — - |
| |
* Formal-Guided Waveform Extraction | Yes[ t |
1. Automatically integrate coverage hole expressions into |« fnouel Mo Fomaverfaton 55, Waive Coversoe |
formal cover templates : N l :
. I e e
2. Acquire cover traces from formal cover property | A :
Cover Trace
3. Extract target instruction sequence from cover traces : L :
' |
179 MISS REQ: begin v ) v
180 miss reg o = 1'bl; : IGenerate Tgrget lnstrucftion | e
nstruction —— > equences for r—r—> inis
i:; if (reqg port i.kill req) begin I | Squence ) RTLS|muIat|on‘ I
183 req port o.data rvalid = 1'bl; T EmEEEEEEEEs|EsEss
184 if (mias ack i) begin
185 state d = KILL MISS;
186 end else begin
187 state d = KILL MISS_ACK;
168 end
189 end elae if (miss replay i) begin
140 state d = REPLAY REQ;
191 end elae if (mias ack i) begin
192 state d = MISS WAIT;
183 end
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Outline

* Experiment Results




[2] Chen Chen, Rahul Kande, Nathan Nguyen, Flemming Andersen,Aakash Tyagi, Ahmad-
Reza Sadeghi, and Jeyavijayan Rajendran.{HyPFuzz}:{Formal-Assisted} processor fuzzing.

Experiment Setup

Design Under Verification
* CVAG RISC-V core
Tools Used

e Cadence Jasper for formal verification, Synopsys VCS for simulation

Execution Time

* Experiments conducted over 3-day and 8-day periods

Comparison
* RISC-V Torture ~ RISCV-DV : re-run by their open source
* TheHuzz ~ HyPFuzz : gather from Chen et al.[2]
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Experiment Results

TheHuzz —i— HyPFuzz —— RISCV-torture ——4— RISCVDV == FGTSO (Ours)
(o)
100 99.38 % R— " =
S 94.78 %
e 95 —d- —
3, " ——e————
S o
5 o 94.19 %
>
O
s 88.68 %
=
<
St
A0 79.47% | u = 2 — = -
<
b
Q 75
| 2 3 4 5 6 7 8

Execution Time (days)
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Experiment Results

TheHuzz —i— HyPFuzz —— RISCV-torture ——4— RISCVDV == FGTSO (Ours)

100 P . = - - - - *199.91 %
S = e : 95.50 %
) — ' I 94.20 %
g % 90 %
@)

@

g 85

g

@ 80 ././. = n- —n n- ®| 79.64 %
<

5 75

l 2 3 4 5 6 7 8

Execution Time (days)
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Experiment Results

* Within ten days, our FGTSO-based framework reaches 100% across all
metrics including line, toggle, condition, and branch coverage

Name V¥ Score Line Toggle Condition Branch
2 Euvmt_c va6_tb 1 100.00% ] 100.00% [ 100.00% [ 100.00% 2 100.00%
1—8'_1 cvab_dut_wrap [ 100.00% ] 100.00% ] 100.00% 0 100.00% 1 100.00%
- @ cvab_tb wrapper i [[]100.00% [ 100.00% [ 100.00% [ 100.00% [ 100.00%
=l @i cvab I 100.00% [ 100.00% I 100.00% I 100.00% [ 100.00%

""" @ commit_sta... [ 100.00% [ 100.00% I 100.00% IS 100.00% I 100.00%
I ‘) controller | [ 100.00% [ 100.00% [N 100.00% HEE 100.00% HEN 100.00%
----- ) csr_regfile i [N 100.00% [ 100.00% [N 100.00% HENNNN 100.00% [N 100.00%
+-fex stage i [ 100.00% [N 100.00% IS 100.00% [N 100.00% NN 100.00%
+ @ gen_cache_... I 100.00% [N 100.00% I 100.00% I 100.00% I 100.00%
4871 frontend [ 100.00% [ 100.00% [N 100.00% NS 100.00% NN 100.00%
l fid stage | [N 100.00% [N 100.00% [N 100.00% [N 100.00% [ 100.00%

+- @nssue stage i
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Outline

* Conclusions




[2] Chen Chen, Rahul Kande, Nathan Nguyen, Flemming Andersen,Aakash Tyagi, Ahmad-
Reza Sadeghi, and Jeyavijayan Rajendran.{HyPFuzz}:{Formal-Assisted} processor fuzzing.

Conclusions

* Formal-Guided Simulation Framework
* Successfully combines formal precision with simulation scalability

e FGTSO deals with false alarm and bbox issues in formal for simulation

e Superior Performance in Branch Coverage
e Outperforms related work in simulation coverage and efficiency

* 4.41 % improvement compared to HyPFuzz [2]

* Comprehensive Verification

* Achieves 100% simulation coverage across all metrics within ten days
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