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RISC-V Core and SoC Verification
Challenges




A Look At RISC-V &

BREKER"

e Open Instruction Set Architecture (ISA) creating a discontinuity in the market
e Appears to be gaining significant traction in multiple applications

e Significant verification challenges

o Arm spends $S150M per year on 10%° verification cycles per core
o Hard for RISC-V development group to achieve this same quality
o Lots of applications expands verification requirements

o Requires automation, reuse and other new thinking

vi4 RISC-V°

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 4



RISC-V Verification Challenges $

BREKER"

e Processors are hard to Verify Suggested RISC-V verification “stack”
o Consider Arm and Intel verification investments

Performance/power profiling

»

HW/Firmware Compatibility

e Automation is the answer
o Number of diversified test generators, etc.

IP End-to-End Use Cases

System integration integrity

Core operation integrity

e RISC-V special requirements
o Custom instruction verification

o Compliance assurance
o Broad range of architectures

e Different processors have different needs

o Embedded cores
o Processor clusters
o Application processors

Complexity

Micro-architecture functionality

ISA compliance

First Instruction Completion

© Breker Verification Systems, Inc. All rights reserved.



RISC-V Core vs SoC Verification Challenges

RISC-V Core Verification Challenges

BREKER"

Tile Chipset

Tile

RISC-V SoC Verification Challenges

&

Random Instructions

Do instructions yield correct results

System Coherency

Cover all cache transitions, evictions, snoops

Register/Register Hazards

Pipeline perturbations dues to register conflicts

System Paging/IOMMU

System memory virtualization

Load/Store Integrity

Memory conflict patterns

System Security

Register and Memory protection across system

Conditionals and Branches

Pipeline perturbations from synchronous PC change

Power Management

System wide sleep/wakeup and voltage/freq scaling

Exceptions

Jumping to and returning from ISR

Packet Generation

Generating networking packets for I/0O testing

Asynchronous Interrupts

Pipeline perturbations from asynchronous PC change

Interface Testing

Analyzing coherent interfaces including CXL & UCle

Privilege Level Switching

Context switching

Random Memory Tests

Test Cores/Fabrics/Memory controllers across DDR,
OCRAM, FLASH etc

Core Security

Register and Memory protection by privilege level

Random Register Tests

Read/write test to all uncore registers

Core Paging/MMU

Memory virtualization and TLB operation

System Interrupts

Randomized interrupts through CLINT

Sleep/Wakeup

State retention across WFI

Multi-core Execution

Concurrent operations on fabric and memory

Voltage/Freq Scaling

Operation at different clock ratios

Memory Ordering

For weakly order memory protocols

Core Coherency

Caches, evictions and snoops

Atomic Operation

Across all memory types

© Breker Verification Systems, Inc. All rights reserved.
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Test Content Is The Number 1 Issue 6

BREKER"

Largest Functional Verification Challenge

Creating Sufficient Tests to Verify the Design
Knowing my Verification Coverage
Managing the Verification Process
Time to Isolate and Resolve a Bug

Time to Discover the Next Bug

Defining Appropriate Coverage Metrics

Other

0% 5% 10% 15% 20% 25% 30% 35% 40%
Design Projects

Source: Wilson Research 2022

How can we improve this? Encapsulated, reusable, portable test libraries?

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 7



System Verification Tasks CREKER

SoC Integrity

Power/Performance Profiling
Security
Core Integrity é— Power Management
Interrupts/Paging/Memory Order S
Interrupts/Paging/Memory Order
3 Micro-architecture functionality U Cores
g. - . . Cache Coherency
3 ISA compliance
First Instruction Completion
o Firmware Integrity
3 Firmware End-to-End Use Cases
<@
€ - Concurrency Testing g'
(@]
Uncore IPs HW/Firmware Compatibility
IP Integrity v ’
End-to-End Use Cases m

VIP

Concurrency Testing

Testbench

Comple

IP Configuration

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential



Breker SystemVIP Portfolio

SVIPs for Core Integrity

Register Hazards
Load/Store

Core Cache Coherency
Core Interrupts

CPU Cores

SVIPs for IP Integrity

* Mem2Mem (dma)
* |0 Offload (PCIE/Eth)
* WQ Servicing

© Breker Verification Systems, Inc. All rights reserved.

Uncore IPs

SVIPs for SoC Integrity

* SoC Cache Coherency
* Memory Ordering

* Power Management
* System Interrupts

Tile

B OpenEian

Tile

VIP

2

VIP

Testbench

Tile

Ariane | | P-Mesh

Breker Systems Confidential
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SVIPs for Firmware Integrity

Firmware

Mem2Mem (dma)
|0 Offload (PCIE/Eth)

- * WQ Servicing




Enabling Modern Methodologies $

SVIPs for Core Integrit e for o enr BREKER"
s for Core Integr teerit .
SVIPs for IP Integrity gty s for SoC Integrity SVIPs for FW Integrity
i o * Mem2M
+ Mem2Mem (dma) Register Hazards SoC Cache Coh(.erency em2Mem (dma)
Load/Store * Memory Ordering * 10 Offload (PCIE/Eth)
* 10 Offload (PCIE/Eth) "
- Core Cache Coherency * Power Management * WQ Servicing

* WAQ Servicing

. Core Interrupts * System Interrupts C
[ Test Suite Synthesis |

Virtual Platform i Simulation Hybrid Emulation Silicon /
Environment UVM Block Acceleration Environment Prototyping
. Environment
\ Environment |

High Level Debug

Coverage Analysis
© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 10



Do | Haaafta... ? What is the Business Risk ? 45

BREKER"

Logical/functional flaws contributing to ASIC respins by design size

I've verified every block to exhaustion...

62%

Logical/Functional flaws
caused respins in design
greater than 1B gates

Root cause of ASIC functional flaws

Logical/Functional Flaws Causing Respins

1M-10M 10M-1B

Gates of Logic and Datapath Excluding Memories

Source: Wilson R

Page43  Unrestricted | © g unctional Verification Study SIEMENS

Root cause of functional flaws

... how could the system
L]
O S S I b | b re a k ? DESIGN ERROR CHANGES IN SPECIFICATION INCORRECT or INCOMPLETE FLAW IN INTERNAL IP FLAW IN EXTERNAL IP
H SPECIFICATION

Root Cause of ASIC Functional Flaws
2016 m2018 m2020 m=2022

* Multiple replies possible

Source: Wilson Research Group and Siemens EDA, 2022 Functional Verification Study
Page 44 Unrestricted | © Siemens 2022 | Siemens Digital Industries Software | 2022 Functional Verification Study SI E M E N S

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 11



Why Breker ? $

BREKER"

=
100000

ArmV8 SoC X86 SoC RISC-V SoC RISC-V Core
2015 2019 2022
Breker Coherency TrekApp Breker SoC TrekApps Breker RISC-V FastApps

500

t
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Al Planning Algorithm Techniques
for RISC-V Test Synthesis




Test Suite Synthesis... Analogous to Logic Synthesis $

_ . _ _ BREKER"
Design Synthesis Test Suite Synthesis
Specificati
Describe intent NT:;L:';%E Breker
e & Core Technology
- | — | Al Planning
— i e

Coverage
-| Constraints

3D Coverage
Closure

Generate !

. . DUT 9]

implementation : 5

. [ Coverage/Debug |
— | — Synthesizable
w VerificationOS

uvm SoC Silicon

Map to e
platform o

@ Timing/Area oo |
:DO_ Constraints pecity goals

Al Planning Algorithms

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 14



&

Constrained Random vs Al Planning Algorithm Synthesis CREKER

Al Planning Algorithm
Breker Test Suite Synthesis

Constrained Random Generation
UVM SV & other PSS tools

states
states_

O
OLO®

W&

. target state
Black White O
Box
I

Box

' ' ' ' ' ! F time / cycles

| | | | | | | | | > time / cycles I |

I I I I | | | I I
Starts with key state and intelligently works backward through space

Design black box, shotgun tests to search for key state
Low probability of finding complex bug Deep sequential, optimized test discovers complex corner-cases

I EES———  — 7

White Paper Discussing Al Planning Algorithm Test Generation on Breker Website

15
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Digital Camera Application: Single Test Example $

BREKER"

Breker path constraint: PP.quality == SD.quality

Testbench

.I.

[ [Fabct———— [ System

and

& Fabric | | | Power

Control

SD
Card

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 16



Digital Camera Application: Multiple tests

BREKER"

Testbench

System
and
Power
Control

Display

Perform pre-synthesis analysis before test
Controller

generation and understand coverage

L vip | v | L vip |
Photo
Processor
SDICaIe m

Displa .
CSD Controller piay Display
ard ot Controller

SD Card .
ccp Camera Controller card

Write
Photo

Processor Set coverage goals as appropriate to match verification

k Encode requirement /

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 17



Tasks and Resource Scheduling $

BREKER"
e Breker patented scheduling synthesis

interleaves tests across resources testc | fest_cpulc test cpulc testcpud.c  Memony  Memory

Region 1 Region 2

e Multi-memory scheduling and allocation
uncovers complex SoC bugs

Camera

Raw Image #2

e Provides comprehensive SoC and UVM
verification coverage, bug hunting

Processor SD Card Processor
Decode Controller! Decodz
Read W —

Photo R y Memory
Processor - .
Decode Region 3
o SD Card Display
Displ
Card Calnarelisy Controller ey

Read

| JPEG-Encoded
| Image #2

Processor
Encode

SD Card
ccD Camera Controller
Write

SD
Card

Photo
Processor
Encode

v

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 18



Target Platform Aware Test Suite Synthesis $

BREKER"

IP TrekA ] System Model
Reuse Pl Reuse s

BT | qmmm— |
Compose = = Compose °C§3<E =L Shift Left

_____

Virtual Platform UVM Block Simulation Hybrid Emulation Silicon / Prototyping
Environment Environment Acceleration Environment Environment

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 19



Software Driven Verification Flow 6

BREKER"
e Comprehensive tests synthesized from easy to Scenario
understand spec to find corner-cases ":';"'z':qgs
e System services & apps save time, complexity: Gl ’~
Memory mngt, hw/sw interface |
—  » test.c
e Verification, debug, profiling transparent across 4> |
. . . . . . _ Compiler
simulation & emulation (including Hybrid) SRl
CPU ||CPU || CPU || CPU CPU ||CPU || CPU || CPU
test.tbx (L1 e f s Jee e i it Jin]

= . s . \ L2 | L2 |

! I

Cache-Coherent Switching Fabric

‘ L3 Cache / Snoop Filter ‘

Memory Memory PCIE Ethernet Offload
Controller  Controller
PCIE Ethernet
VIP VIP
A y

A p

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 20



Synthesizing High-level Test Debug Info

BREKER"

File Tests View Preferences Select Window 4 processorS, 1 thread per processor

B-E @0 L L8 B AAA 12187/-9—FH
o Memory Map

cpu_0_0_0 cpu_0.0_1 cpu_0_0_2 cpu_0_0_3

Memory Values

cache.29 - DDRO

T0
- Pre-op

st 0%0001d9£0: dd2194ae 02a6255b
| | - Post-op

Green nodes have finished

0x0001d9£f0: dd2194ae 02a

Barsgies Data used/changed by a task
00031 - Pre-op

0x00024c00: 5Sb1e5534
- Post-op
0x00024c00: 00000000

on

AT

Failing Node

Yellow nodes are

running €l Napmia | )
- ClestSource &)
; (2]
H // [event:25 cpu:cpu_0_0_0 thread:T0 ins scache 20] [
i * tbx: trek message ("Begin cache.29"); */ .
H /* WRITE INIT on trek_mem_DDRO+0x0001d9£0( DEVICE nGRE ) *#/ S f S
; : e N i oftware Driven Test Source
[« [«I»] /+ Rliases::pre( cpu_0_0_0 DEVICE nGRE trek_mem RT+0x0002bc40, cpu 0_0_0 ST
- - - trek_mem DDR0+0x0001d9f0 8 ) */
[X]| 1441758 trek: info: Begin [event:688 cpu:cpu 0 _0 3 thread:T0 instance:snoop.11] B d;( =
1218748 trek: info: Begin [event:25 cpu:cpu 0 0_0 thread:T0 instance:cache.29] asm volatile ( "ldxr x21, [81];"
1716546 trek: info: End [event:247 cpu:cpu 0_0_1 thread:T0 instance:snoop.17] vstlxr iw[; x21' [e1];"
T E . L 1327859 trek: info: End [event:474 cpu:cpu_ 0 0 2 thread:T0 instance:cache.30] A “=&r"(*(l’132*)2trek 1;|em RT+0x00024¢00))
eSt XeCUtlon Og 1442627 trek: info: End [event:689 cpu: cpu_0_0_3 thread:T0 instance:snoop.ll] "r" (trek mem DDRO:0x0601d9f0)
1717067 trek: info: Begin [event:248 cpu:cpu 0_0_1 thread:T0 instance:snoop.19] “gx21"
1328445 trek: info: Begin [event:475 cpu:cpu 0_0_2 thread:T0 instance:snoop.2] )i
\ 1443273 trek: info: Begin [event:690 cpu: cpu_o_o_3 thread:T0 instance:snoop.12] } while (mn(trei mem RT+0x00024c00));
20483 trek: info: trek check memory block frontdoor ( trek mem DDR0+0x0001d9f0, <8 bytes: e .
_dd2194ae 02a6255b> ); [event:26 cpu:cpu 0 0 0 thread:To insEance:cache. 29] /1 trek_check memory block _frontdoor ( trek mem DDRO+0x0001d9£0, trek mem RT+0x000336e0, 8 ) begin
1220483 trek: info: checksum compare PASSED: 0xd1993a5d [event:26 cpu:cpu 0_0_0 thread:T0 WHEMBZ(trek mem | RT+0x00023c34, 0);
7 i
i:::?g:e;:ﬁle;::l. End [event:250 c u_0_0_1 thread:T0 instance:snoop.19] E WHEH64{trck mem R’l‘+0x000336e0, ALEELO000SELIULL); =
2 $ e T e ooR ) WMEM32_SHARED(trek_cpu 0_0_0_test T0_state, 0x10);

1442899 +vals infas Dad fawant a0l o

Memory locations of cache.29

[Running test / projects_sup/armv8/run/qQ Tight integration to Verdi

File Signal View Waveform Analog Tools Window
TN X BB 2,215,750,000

Go to: ‘61

£ v 2215750000 x1ps E]E] q

LJ\ By

O T b w\mumu@mmwmuw T e e
At AL, A AL A A AR LML R A A A A, A" BAAAAbALAANAAIC B AR A A A SA A AU AL A A U A S A MR R AR Il A
' [4, 009, poq, 0po,

500, P00, GO0,

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 21



Synthesizing 3D Coverage Analysis

BREKER"

Sequential Sequential
A

Sequential

Combinatorial Combinatorial

Time

é{—)

{&Q/

Sequence of sets over time

»

» Concurrent

»  Concurrent Concurrent

Parallel sequence threads
Combinatorial Sequential Concurrent
Function been tested? Sequence of functions been tested? Has this timing combination been tested?

Photo
Processor
Decode

_,‘I’f\re\éiig:\ Thread2  Thread 3
/7 OR T OR OR

Port/Reg 1 Po\r{/ Reg2 Port/Reg3
| " ~

SD Card
Controller
Read

DINEW
Controller

e et Yem Deferences ioclon
B D BRPEEE AKA

N
\

i
,

Photo Debug & Profiling

Also needs to be in 3D

SD Card
Camera Controller
Write

Processor

Decode ontrolle Decode
B =
Photo : Display Proce Displa
Processor  — . = Controller od gotralle

T g S— : Camera
Encode == I

I A
Photo MR

Processor
Encode

-=- Path Constraint/Coverage
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Synthesized Benchmarks & Performance Profiling $

BREKER"

e Pre-simulation scheduling D e AT A AA
updated with post simulation | 7 e g
temporal detail ’ ] 5

Post-simulation time annotation:
size reflects task durations

il | S
-a @@.@%? AAA

T0 T1

e Test timing combined with
scheduling synthesis tests for
critical paths and bottlenecks

B-BQ O

T0 T1

e Tracks unexpected timing at

SoC level otherwise hard to
find

Concurrency Coverage
Analysis

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 23



RISC-V Ariane/CVA6 Core &
OpenPiton SoC




Ariane/CVA6 Core and OpenPiton SoC

BREKER"

Tile Tile Chipset
Ariane . & P-Mesh n E | Q S
"; i O pe Bootrom
L11s > Traffic Shaper Atiane Debiig
FE |« > 256bitlines [ Module
4 way, 8kB
L2
] i a In-order L15 512bit lines CLINT
‘ Speculative Regime In-order Issue. 0oOWE \:('m:ﬁh"ﬂ P E L 15 4 s Gy 64kB
‘ 2| i AMOl  11Ds Adapter 4way, 8kB
‘ Y 128bit lines PLIC
| z=§ LD: 4way, 8kB e NoCIT Noczl NoC3T
1 (write le—>! >
‘ U R TM{ through)
3 3 = NoC2 NoC | P-Mesh| | | UART
| ALU 2 ST <
‘ O | > i Routers
uffer (o]
‘ v d
1 umls.m e Core Cache Subsystem 7y Ethernet
o: F
‘ 2 i I sD
| H Tile .
| > , :
Select
- 2 Ariane P-Mesh —— oo DRAM Ctrl
Frontend Backend

Ariane/CVAG6 Core OpenPiton SoC
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RISC-V Core Integrity Test Synthesis




RISC-V Ariane/CVA6 Core Verification Objectives

BREKER"

Random
. Frontend D Issue EX Commit
InStrUCtlonS . 1 " In-order Issue " ooows 'In-order § !
| | [Adtedel ¥ &
Instruction Queue Commit o
| |
_ Load Store
PMP Security | | Intearit
Test Gen 5 | — I ntegrity
Re- | i‘el PTW |
aligner Scoreboard — -
| | LSy Custom Instr.
Register-Register { - | « | - I with rest of
R C =
Hazards | B oder | g ALY 2 | processor tests
e | |
) o o
Privilege Level Decoder _J Multiler_} | Conditionals
Switching | Branches

Load Store
Stress Test

Exceptions
Async. Interrupt

from Decoder

Core Paging
MMU

-"f)—lspc CAUSE [V] —— — — —
&

Sleep—Wakeup
Voltage/Freq Scaling

Frontend Backend
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RISC-V Ariane/CVA6 Core “Verification Plan”

Random Instructions

Do instructions yield correct results

Register/Register Hazards

Pipeline perturbations dues to register conflicts

Load/Store Integrity

Memory conflict patterns

Conditionals and Branches

Pipeline perturbations from synchronous PC change

Exceptions

Jumping to and returning from ISR

Asynchronous Interrupts

Pipeline perturbations from asynchronous PC change

Privilege Level Switching

Context switching

Core Security

Register and Memory protection by privilege level

Core Paging/MMU

Memory virtualization and TLB operation

Sleep/Wakeup

State retention across WFI

Voltage/Freq Scaling

Operation at different clock ratios

Core Coherency

Caches, evictions and snoops

© Breker Verification Systems, Inc. All rights reserved.
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RISC-V Compatibility Tests Model + Synthesized Test

& TrekGraph 1.2.26: all@centoss - o X
Flle Constraints Graph View Preferences Window

B-Ba 9 S P LL Ak

Project Explorer L]

BREKER"

AKA

Find: in | Source ~ «|[» | Match case

95 LU YU L3 Gt VU _B1 SI__ VSt

M/

\‘\‘\‘ ‘H pss_top.v4ul p_lui.entry.

i
[

|
““ / / Pss_top.IV4uL_p_or.entry...
I

i/ /
/ pss_top.Iv64ul_p_ori.entry...
pss_top.veauLp_sllentry.

pss_top.rve4ul_p_sll.entry...

Ppss_top. rv64ui_p_situ. rvé4ui_p_situ Pss_top.rv64ul_p_sraiw.rv64ui_p_sraiw_test_4

P
pss_top.
pss_top.rv64ui_p_sltu.rvédu
pss_top.rv64ui_p_sltu.rv64ui
pss_top.rv64ui_p_sltu.rv6dui
pss_top.rvea:

Pss_top.[VAUI_p_sraiw.rv64ul_p_sraiw_test 5

PSs_top.[V64LI_p_sraiw.v64ul_p_sraiw_test 6

P
pss_top.rve4ul_p_sltu.rv4ui_p_situ_|
pss_top.rve4ul_p_shtu.rvé4ui_p_situ_{ I/
pss_top.rve4ul_p_sra.entry

PSs_top.rv64ul_p_sra.entry. <select>2

~

Pss_top.IV4UI_p_sraiw.rv64ul_p_sraiw_test 7

Pss_top.IV64LI_p_sraiw.rv64ul_p_sraiw_test 8

pss_top.rvedui_p_slliw.entry...

- oo oo e

PSS_top.v64ui_p_sraiw.rv64ui_p_sraiw_test 9

pss_top.veaul p_sliw.entry...

~ Pss_top.rv64ui_p_sraiw.rvé4ui_p_sraiw_test 10 ] & TrekDebug 1.2.26: all@centosé - o X
([pssitopeentry |4 {__pss.topneauip sttentry.. | ) File Tests View Preferences Select Window
- Ppss_top.rv64ui_p_sraiw.rv64ul_p_sraiw_test 11
B-BE. S0 222 EB AAA | = & Findiinallc - 1 [v | Mateh case
AT A )
<] Memory Map @® Memory Values o5
N Pss_top.IV64UI_p_sraiw.rv64ul_p_sraiw_test 13 ) £
: hart_0 -
N\ N\ Ppss_top.rv64ui_p_sraiw.rv64ui_p_sraiw_test 14 l -
\ To0
A\ pss_top.IVAUI_p_sraiw.rve4u_p_sraiw_test 15 )
\ D 0
TN Pss_top.Iv64ul_p_sraiw.ve4ul _test 16 )
I\ IVOdULp.st_test 171
‘U‘\‘\ 3 Ppss_top.v64ui_p_sraiw.rv64ui_p_sraiw_test_44 ] rv64ul p_add_test 20.1
| s ) ed_tos
] aes - rvB4ui_p_sriiw_test_46.1
® ; i i s
volatile rng'.ster uJ‘.nt64_t X1; rv64ui_p_addiw_test_17.1
volatile register uint64_t X7;
volatile register uint64_t X14; rv64ui_p sli_test 50.1
rv64ui_p_xori_test 9.1
asm(
rv64ui_p_auipc_test 2.1
Peatop meduy-aral i, $[X1], ((OXEfffffff81818181) & ((1 << (64 - 1) << 1) — 1)) \n\t" L p_aulpc_test .
3 "sraiw $[X14], $[X1], ((7) | (=(((7) >> 11) & 1) << 11)) \n\t" rv64ui p_sli_test 9.1
<o rveAui_p_srai.eAuL p-srei :
pea-top b aral b are_ s $[X7], ((OXEEffEfffff030303) & ((1 << (64 - 1) << 1) - 1)) tntt“ V64U p,_sliw_test 6.1
E n\t*
k "sub  %[X7], $[X14], %[X7] \n\t" vE4uip lui_test 3.1
P top.VE4uIp_Sral E4U_p_srai_|
P top e p ara e ara "snez $[X7], %$[X7] \n\t" rv64ui_p_xori_test_8.1 -
= @ [ XL]™=ps o Xl), V64Ul p_sliw_test 4.1 ‘ ;
e ton ettty [ X7] ( X7)q Test Source EE
Per o e araLveauera ] [X14] (X14) ingaAlLe) e et SIL1 rvéaui_p addiv_ test 17.1

PSS top.rvB4ui p_sral.rvedui p sr:
‘

Fiter:

Source

// no inputs
// no clobbers

rv64ui_p_addi_test 22.1

rvé4ui p_or_test 22.1

// rvé4ui_p_addiw__test_17.1

trek_c2t_event (0, O0xf);

// levent:0xf agent:hart 0 thread:T

S o /* tbx: trek message("Begin rvé4ui_p addiw__ test_17.1"); */
LD, eli_fiesi 211 volatile register uinté4_t X1;
latil: ists int64_t X7;
rvBALi_p_slw_test 6.1 ::m? ile register uint64_f
rvb4ui_p_sll_test_50.1 "li $[X1], ((13) & ((1 << (64 - 1) << 1) - 1)) \n\t"

© Breker Verification Systems, Inc. All rights reserved.

"addiw $[X1], £[X1], ((11) | (-(((11) >> 11) & 1) << 11)) \n\t"

rvedui_p_srai_test_22.1 "li o %[X7], ((24) & ((1 << (64 - 1) << 1) - 1)) \n\t"
" \n\t"

REAVILR EL_HesE 2.1 "sub  $[X7], ®[X1], %[X7] \n\t"

rv64ui_p_subw_ test_25.1 “snez $[X7], %[X7] \n\t"

rv64ui_p_addi_test 17.1

rvB4ul_p_xor_test 26.1

rvB4ul_p_add_test 23.1

s [ X1] "=r" ( X1),
[ X7] "=r" ( X7)

: // no inputs

: // no clobbers

)i
if (1(X7 == 0)) {
trek_c2t_arg(0, 0x0);
trek c2t event(0. 0x10):

// Tevent:0x10 agent:hart 0 thre’e'

Test Idle

Breker Systems Confidential
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RISC-V Compatibility Tests Run & Timing Back-Annotation 45

BREKER"

/trek5/b
stsuite/openp

rsity on June 9th, 2015

& TrekDebug 1.2.26: all@centost = o X

File Tests View Preferences Select Window

B-BBe & L L L ME AAA [22128250 = 4 Find: in |all.c - <[> Match Case
X ~| Memory Map ®® Memory Values EE
running on cento -
uname is Linux centos6 5. .1-micros and SL2 #1 SMP Fri Jan 27 02:56:13 UTC x hart_O ¢ —
TO
info rek r ification
info: ng /mn rktr
info: 0 b
of Test *#**
0000010001
t o
got ) 00 0 0000 00000000 00010001
oxfff1010
L15 TILEO: c
< 0
Test Source o)

EQTYPE IFILL rve4ui_p_xori_ test_8.1
volatile register uint64_t X6;
volatile register uint64_t X7;
volatile register uint64_t X14;
asm(
" 1i %[X4], O
1i  %[X1], ((0X0000000000£ff08ff) & ((1 << (64 — 1) << 1) -
" xori %[X14], %[X1], ((0X70f) | (-(((0X70f) >> 11) & 1) << 1
" addi %[X6], ¥[X14], 0
" addi %[X4], %[X4], 1
" 1li  %[X5], 2
" bne %[X4], %[X5], 1b
" 1i  %[X7], ((0X0000000000££0££0) & ((1 << (64 — 1) << 1) -

TILEO Pipel
St

TILE®

" sub %[X7], ¥[X6], ¥[X7]

" snez %[X7], %[X7]

( X1),

X4),

X5),

X6),

X7), -

< » < »

Test Idle
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RISC-V Compatibility Tests Path Coverage

& TekGraph 122613l Gcentoss
Eile Constraints Graph View Preferences Window
B-BQ H¢ S PRAMWMA AAKA

Project Explorer a8

¥ dd entry
ooy ety vt o pss_top.rvedui_p_add entry
Pes_top VEduLp._add EUIp_add |

pss_top.rv4ul_p_add.rvE4ui_p_add_{
e top V64U p_add. W64uL_p_add_| pss_top.rvedul_p_addi entry

s top V64U p_add. W64uL_p_add |
s top VE4ULp_add. We4uL_p_add_{

aui_p_add_{ pss_top.rv6dui

,_auipc entry

add pss_top.rv64ui_p_lui entry

pss_top.rveaui_p_or.entry
pss_top.v64ui_p_ori.entry.

4=

471

H
£
EE

p_add rve4ui p_add_t

pss_top.rvedui_p_sliwentry

pss_top.rvedui_p_slw.entry

pss_top.rveaul_p_sllentry
pss_top.nvedui_p_slt.entry

pss_top.rvedui_p_sra.entry
pss_top.v6AuLp_srai.entry
pss_top.rvedu_p_sriw.entry

i i

Prrmnrveaup ln s i ER Rty
pss top.rv4ul_p_addiw. rveaui_p_addi

Peeton NeAuLp-addim vaduIp-oddl pss_top.rv64ui_p_xor.entry
pss_top.rve4ui_p_addiw. v6aui_p_addi

i
Pss_top.rve4ui_p_addiw. rve4ui d
beamtop. reAu - addn vedup-addi~ T ——
Filter: Legend (%)
02-26 @27-51 @52-76 77

Show Hidden Nodes.

pss_top.rv6dui_p_slli entry

© Breker Verification Systems, Inc. All rights reserved.

P meduy A Ppss_top rvG4ui_p_addw.entry

& TrekGraph 1.2.26: all@centost.
File Constraints Graph View Preferences Window
B-Be 5¢ 033 LL2L54% AAA

Project Explorer 88

pss_top.entry
Pss_top.rv64ui_p_add entry
add.rvedui_p_add_{
add.rve4ui_p_add_|

t _p_add.rv64ui_p.
pss_top.rv64ui_p_add.rve4ui_p_ad
pss_top. rv64ui_p_add rvédui
pss_top.rv64ui_p_add rve
pss_top.rved

p add_|
p_ade

d.rv64ui_p_ad
pss_top.rv64ui_p_add rv64ui_p_add
pss_top.rv64ui_p_add rv64ui_p_add

pss_top.rv64ui_p_add rvdui_p_add_{
pss_top.rv64ui_p_add rv4ui_p_add_{
add rve

pss_top.rvé: p_add_t
pss_top.rve4 p_add_t
pss_top.rv

pss_top.rv6di
Pss_top.rv64ui|

ddi.rve4ui_p_addi_
_addi.rvsdui_p_addi_
{_p_addi rvé4ui_p_addi_

addi. rve4ui_p_addi_

PSS _top.v64ui_p_ P
pss_top.rve4ui_p_addiw.rve4ui_p_addi
_addiw.rvs4ui_p_addi
_addiw.rvs4ui_p_addi
pss_top.rv64ui_p_addiw.rve4ui_p_addi
pss_top.rv64ui_p_addiw.rv64ui_p_addi

pss_top.rv64ui_p_addiw.rv64ui_p_addi~
< B

Filter: Legend (%)
o @1 0226 @27-51 @5276 @>77

Show Hidden Nodes
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RISC-V Core Verification Planning Strategies $

Access
Hazards
(PMP)

Physical
Address

False Share

Register
Hazards

Address
Hazards

Cacheline

Cache Index
Hashes

Stride

Patterns

© Breker Verification Systems, Inc. All rights reserved.
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Reg
Instructions

Load/Store Branch Privilege Planning
Instructions Prediction Levels Algorithm

Exceptions/
Interrupts
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RISC-V Register Hazards Model

Fetch Decode Rename
(4 cycles) and and
Rename Dispatch

Backing
Predictor

Decode Unit and
Rename Logic
name Logic
nd Dispatch

File Constraints Graph
B-Be 9

Project Explorer

Backing

[ ]| Predictor
[ regl
<top>
pss_top. checkRegVal
pss_top.entry
pss_top.getRegVal
Writebac | pss_top.regldRand
an | Pss_top.regidRecent
pss_top.regid_p
pss_top.regVal_p
pss_top.rv64iRandAdd
pss_top.signNeg
pss_top.signPos
pss_top.sign_p
pss_top.valueLargel6
pss_top.valueLarge32
pss_top.valueLarge64
pss_top.valueLarges
pss_top.valueRand1s
pss_top.valueRand32
pss_top.valueRands4
pss_top.valueRands
pss_top.valueSmall
pss_top.value_p

Filter:

Show Hidden Nodes

& TrekGraph 1.2.26: reg1 @centos6

Issue Register Read Execute Memory Writeback

LITDIsAQ To InUFP
0S| &rF

and write from stage N+m

Mem. Issue Queue
m

Physical INT|

ALU Issue Queue RF (6R3W)

== awu r‘:{?u
._x]‘2 [E=sraw |

View Preferences Window

o ,@>,e Al KKA Fnan source~Use recently
active register

pss_top.regldRand .

o ~——®.. Pss_top.getRegVval
pss_top.valuelargel6 /
g /

~ /

pss. top.valueRandaz, ) ’

pss_top.valueRands

pss_top.valuesmall P

Hazard between read from stage N

Match Case

B I . e STV

BREKER"

Input can be result
of previous operation

‘\\ pss_top.valuelarge32

pss_top.valuelLarge64

pss_top.valuelarges I -

—f'gz %ss_top.rv64iRandAd

P —{esld pss_top.getRegVal...
class Rv64iRandAdd : public action {

public:

input <RegVal> argl;
input <RegVal> arg2;
input <RegId> regId;

Source file /mnt/dev

© Breker Verification Systems, Inc. All rights reserved.

ees/devl. xLyl-regl/test regl.cc at line 167
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RISC-V Register Hazards Failure Debug

nt/d
it/worktre
T

sims -
uild/d

iane -vlt_run -x_til
testsuite/openpiton/x
-all -rtl_tim

/trek5/build/
_FILE=all.

-model
TREK_

2015

rsity on June 9th,

& TrekDebug 1.2.26: reg1@centos

File Tests View Preferences

running on
uname 1is Linux cento
U/Linux

SL2 #1 SMP Fri Jan 27 02:56:13 UTC 20.

Starting with +TREK_TB
info
info:

ification

(155750): trek vork/git/worktr

all/all. tdb
trek:
trek:

info:

info: AokAK

Start of Test

0000010001
t 0
got S 00 0 00000 00010001

0xfff1010000, nc 1,

000 0fdé L15 TILEO:
Cl credit:

REQTYPE_IFILL

0fd6b0® L15 TILEO:
NoC1 credit 7
NoCl r
TILE® Pipelin
Stag ration:

L15_REQTYPE_IFILL
0000

<

Select Window

e e BE AANA [24788750 = e

Memory locations of checkRegVal.7

Find: in 'regl.c

= [m] X
- a[[» Match Case
Memory Map @ Memory Values P®
1 e checkRegVal.7 trek_mem_mem+0x38 (0x8 bytes)
Before
0x00000000: Of a0See3 19542960
After
0x00000000: 0000 OOOOOOOO
hvases
‘ »
Test Source @&

checkRegVal. 7

// checkRegVal.7
trek_c2t_event(0, 0x33); // [event:0x33 agent:hart 0 thread:T
/* tbx: trek_message("Begin checkRegval.7"); */
if (trek_read64(trek_mem mem+0x00000038) != 0X0000000000000000ULL) {
trek_c2t_arg(0, trek_readé64(trek_mem mem+0x00000038));
trek_c2t_event(0, 0x34); // [event:0x34 agent:hart 0 thread
/* tbx: trek_check64(0x0000000000000000ULL, trek_mem mem+0x0000003
}
trek_c2t_event(0, 0x35); // [event:0x35 agent:hart 0 thread:T
/* tbx: trek_message("End checkRegVal.7"); */
trek_write32 shared(0x14, trek_hart 0 To0_state);
break;

Test Idle

© Breker Verification Systems, Inc. All rights reserved.
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RISCV Memory Hazards: Timing Back-Annotation 45

BREKER"

sims -
uild/d

on June 9th, 2015

& TrekDebug 1.2.26: workload@centos6 - [m] X
File Tests View Preferences Select Window
= PP Le mME A A A [20086750 = 4 Find: in |workload.c  ~ > Match Case
l‘mml;ry on cento ~| Memory Map BE
uname is Linux cento . . nicros and SL2 #1 SMP Fri Jan 27 02 -
ha It_o 0, — 0x00001fff
T0 T1 ——
I ]
info rek r ification
info: ng f /mnt/ g rktr
info:
0000010001
t 0
got 00 © 0000 00000000 00010001
ir oxffflel
L15 TILEO:
S oxam
[ dechedkas | 5
I
[ < 2
REQTYPE_IFILL
- _ Test Source [E]E]
— Y T — doCheck. 7
|
[ dacheckis ] a
[doCheck 18] // doCheck.7
_ trek_c2t_event(1l, 0x54); // [event:0x54 agent:hart_0 thread:T1 instance:doCheck.7]
NoC1 credit —— /* tbx: trek message("Begin doCheck.7"); */
ITILéfrF‘ H [ doCheck17 | // pss_top.workload.doCheck with 0x2 block(s) of size 0xc3 bytes
0 Pipeline: X [dachedkczo ] k. + +
St ration: L15_REQTYPE_IFILL // trekfcheck_memory_block_frontdoor(trek_mem_mem 0x00000828, trek_mem mem+0x000009b8, 0xc3) begin
2 £10100 ["docheck 18] trek _write32(0, trek_mem mem+0x000009b4);
TILE® _ trek_write64 (0xf£f££f0000£f££ffULL, trek_mem mem+0x000009b8);
[ doCheck 21| trek_write32_shared(0xf, trek hart 0_T1_state);
[“docopy21 ] )
[docheck.24] case (0xf): {
—————
[“doCheck22 | // Memory block slice 0x400
—_— trek_compute_ checksum_ frontdoor(o, 1,
_ (trek uint8 t*)trek mem mem+0x00000828 + trek read32(trek mem mem+0x000009b
[ deCapy.2z | - _ _ - - - -
(trek_uint8_t*)trek_mem mem+0x000009b8,
B oxe3 73
// trek_check_memory block_frontdoor (trek_mem mem+0x00000828, trek mem mem+0x000009b8, 0xc3) end
_ if (trek_read32(trek_mem mem+0x000009b8) != 0x3647063d) {
 — —) trek_c2t_arg(l, trek_read32(trek_mem mem+0x000009b8));
trek_c2t_event(l, 0x55); // [event:0x55 agent:hart 0 thread:T1 instance:doCheck.7]
v /* tbx: trek check memorv block frontdoor(trek mem mem+0x00000828. <195 bvtes: 56403d36...e2d1f54d>): |~
‘ y ‘ »
« Memory locations of doCheck.7 Test Idle

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 35



RISC-V SoC Integrity Test Synthesis




RISC-V OpenPiton SoC Verification Objectives

ando

oMo o

Rando

ore B ” i
SLTE

e 0

oMo - =
Oraering

ATO
Operatio

© Breker Verification Systems, Inc. All rights reserved.

Chipset

Debug
Module

PLIC

UART

Tile Tile
Ariane f ‘@ P-Mesh O p e E s |
Traffic Shaper
L1Is
FE 256bitlines [+ § »
4way, 8kB »
L2
L15 512bit lines
~ L5 128bit lines 4way, 64kB [
| AN L1DS Adapter 4way, 8kB
128bit lines '_1_l_L
LDV 4way, 8kB o NoC1| NoC2¢ NoC3
LSU (wite  q—p]
2 .|
2 it — Nog, % | P-Mesh |
»| | Buffer Routers
— NoC3
rT —>
Core ache Subsystem i

%
|
Tile 1 !

Ariane P-Mesh . ..

Breker Systems Confidential
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RISC-V OpenPiton SoC “Verification Plan”

Random Memory Tests

Test Cores/Fabrics/Memory controllers across DDR,
OCRAM, FLASH etc

Random Register Tests

Read/write test to all uncore registers

System Interrupts

Randomized interrupts through CLINT

Multi-core execution

Concurrent operations on fabric and memory

Memory ordering

For weakly order memory protocols

Atomic operation

Across all memory types

System Coherency

Cover all cache transitions, evictions, snoops

System Paging/IOMMU

System memory virtualization

System Security

Register and Memory protection across system

Power Management

System wide sleep/wakeup and voltage/freq scaling

* End-to-End use cases
* Early Firmware Testing
* Performance-Power Profiling

© Breker Verification Systems, Inc. All rights reserved.
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RISC-V SoC Cohe

!
|
i
1

’
1
|
1

rency Verification Planning Strategies

&

BREKER"

Agents

DMA etc.
Int. I/O

False Share

Cacheline

Physical
Memory
Topology

Memory
Nolnterleave

Memory
Interleave

© Breker Verification Systems, Inc. All rights reservéd.

Pp—
,"__________________________-\\ ,,’4
4 N 4

AY 1
H—H ‘

Stride ’

“

Privilege
Levels
A

Multi-Agent

Planning

Patterns -

Load/Store

Memory

Cache Index Address B
Hashes REVEIOS

»

Schedules Algorithm
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Modular, Configurable and Extendable Building Blocks

Example
Customizations

© Intel/Breker Verification Systems, Inc. All rights reserved.

P

_— System Coherency Top Graph
[mos2a)
memSizes @
— e
e | = '
=t

Max. SpeciaTIized
Memsize Algorithm Instructions

Special Coherency
Test Algorithm

Specific Component
Characteristic

Intel/Breker Systems Confidential

Extra Processor
Instruction

&
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Coherency Oriented Test Generation $

BREKER"

e "One Address, Many Data"
e Start with end state, work backwards to find transition scenario

N Transition Scenarios

[co] VIPl
LD
o, . /
N Transition Sequences [s7]
\»
=
I
STEX
[

Schedule Memory
Interleave & Pack
Resolve Dependencies

© Breker Verification Systems, Inc. All rights reserved. 41



RISC-V SoC Coherency Test Synthesis

(

& TrekDebug 1.2.26: moesiStates@centos6

File Tests View Preferences Select Window

PRLLEB AANA

B-BEe &

Memory locations of writeBlk.9

hart_O hart_1
TO TO

checkBlk.1 multiOp.1
checkBlk.7 \ flushBlk.1
writeBlk.1 writeBlk.7
flushBlk.6 flushBlk.2
checkBlk.8 writeBlk.2
flushBlk.3 flushBIk.7
checkBlk.9 < writeBlk.3
checkBlk.2 flushBlk.8
writeBlk.10 flushBlk.4
checkBlk.3 checkBlk.10
writeBlk.4 multiOp.2
writeBlk.8 checkBlk.4
writeBlk.5 checkBlk.11
writeBlk.9 checkBIk.5
writeBlk.6 flushBlk.9
writeBlk.11 checkBlk.6
multiOp.3 flushBlk.5
multiOp.5 checkBlk.12
multiOp.6 flushBlk.10
writeBlk.12 multiOp.4
checkBlk.16 writeBlk.13
writeBlk.14 multiOp.7

= [m] X
= & Find: in | moesiStates.c v | Match Case
“ Memory Map E® Memory Values B®
[ — writeBlk.9 trek_mem mem+0x50 (0x8 bytes)
0x00000000: Sdeb7686 OeSbcesf
writeBlk.9 trek_mem mem+Oxla3ba8 (0x8 bytes)
Before
0x00000000: 10c4cad6 97876321
After
0x00000000:

Sdeb7686 OeSbcesf \

BREKER"

Memory Scoreboard

Address targets
< A capacity eviction

Test Source

writeBlk.9

// writeBlk.9
trek write32 shared(0Oxle, trek_hart 0_TO_state);

}
case (0xle): { // wait for checkBlk.11
if (trek_read32_shared(trek_hart 1 TO_state) a) break;
trek_c2t_event (0, 0x23); // t:0x23 agent:hart_ 0 thread:T0 instance:writeBlk.9]

/* tbx: trek_message("Beg] iteBlk.9"); */
// memAllocHash index: Ox8ee size: 0x8 bytes alignment:8 @trek mem mem+0x00la3bas
// pss_top.moesiStates.EXCLUSIVE_ to MODIFIED 8_i / pss_top.opSet20pBlks.singleOp / pss_top.memBlk
// trek_copy_memory block(trek_mem mem+ 0050, trek _mem mem+0x00la3ba8, 0x8)
trek_write64 (trek_readé64(trek_mem mem+0x00000050 ek_mem_mem+0x001la3bas);
trek_c2t_event(0, 0x24); // [event:0x24 agent:h 0 thread:T0 instance:writeBlk.9]

/* tbx: trek_message("End writeBlk.9"); */
trek write32 shared(0x1f, trek_hart_ 0_TO_state);
break;

Test Idle

© Breker Verification Systems, Inc. All rights reserved.
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RISC-V SoC Coherency Timing Back-Annotation

on June h, & TrekDebug 1.2.26: moesiStates@cent
File Tests View Preferences Select Window

1V

uname
Linux

rk/git
with +TREK_TI
ker Trek

info
info:

info: random
info: ***x

TILEO:

Stage 1 sta 0 n: L15_REQTYPE_IFILL
TILEE

_REQTYPE_IFILL

T
A

<

Memory locations of checkBlk.4

B-BE & L L L BB AAA [|24399750

checkBIk.1 ~__
—

Where did all that time go ? 100 e

@]

“ Memon, - = -
erononrsst checkBlk.4 trek_mem_mem+0x0 (0x10 bytes)
0x00000000: S5111ea6 0f c7dc24 2a37b0do e7bf 7654
checkBlk.4 trek_mem_mem+0x30 (0x4 bytes)
0x00000000: 5141f4d2
checkBlk.4 trek_mem_mem+0x38 (0x8 bytes)
0x00000000: 52df9155 d2cOa6la

Concurrency

exoorsi

< y
Test Source @
checkBlk. 4

// checkBlk.4
trek_write32_shared(0x16, trek_hart 1 TO_state);

case (0x16): { // wait for writeBlk.4
if (trek_read32_shared(trek_hart 0_TO_state) < 0x18) break;
trek_c2t_event(l, Oxac); // [event:0xac agent:hart_1 thread:T0 instance:checkBlk.4]
/* tbx: trek message("Begin checkBlk.4"); */
// memAllocFalseShare[0001.0001] 0x10 bytes alignment:default @trek mem mem+0x00000000
// pss_top.moesiStates.INVALID to EXCLUSIVE_3_i / pss_top.opSet20pBlks.singleOp / pss_top.memBlk
// trek_check_memory block_ frontdoor (trek mem mem+0x00000000, trek mem mem+0x00000038, 0x10) bec
trek_write32(0, trek_mem mem+0x00000030);
trek_write64 (OXf£££0000££f££fULL, trek_mem mem+0x00000038);
trek_write32_shared(0x17, trek_hart 1 TO_state);

case (0x17): {
// Memory block slice 0x400
trek_compute_checksum_frontdoor (0, 1,
(trek_uint8_t*)trek mem mem+0x00000000 + trek read32(trek_mem_ me
(trek_uint8_t*)trek_mem mem+0x00000038,

v 0X10 ): 4
4 »

Test Idle

© Breker Verification Systems, Inc. All rights reserved.
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RISC-V SoC Coherency Scenario Coverage

BREKER"

moesiStates
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBIkC
pss_top.memBlkC
pss_top.memBlkC
pss_top.memBIkC
pss_top.memSize
pss_top.memSize
pss_top.memSize
pss_top.memSize
pss_top.memSize
pss_top.memSize v
[l »

Filter:

Show Hidden Nodes
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Efficacy of System-Integrity Testing using the RISC-V TrekApp

cortexal5[0]::axi_m<-->cci400::S3_ACE Channels Usage

Item

Write Address
Write Data

=

N -

Write Response B

W Read Address E
Read Data =

v Coherency Address B
v Coherency Respons puy
v Coherency Data o -
Oh=

" -

iy

20

(1 T S D)

40,000 60,000

o = pt pi 2 Q 49.‘ III Segment Size: | 1000 4| GoTo cycle: |

0 5 10 15
L___________=a ]
. .

==
-
-y
F
i
—
=1
L= ]
—
L= ]
I
I
F
L= |
== e

[»)

Typical directed
coherency test ...

f

ll

Check All Apply (o] [

[»)

/home/adnan/dev/carbon/A15-MP-Demo/profiles/incdeccci profile

... VS. RISC-V TrekApp
automated Sys-Integrity tests
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cortexal5[1]::axi_m<-->cci400::5S4_ACE Channels Usage

(= o pI ﬁ)t 2 Q PK III Segment Size: | 1000 - GoToCycIe:‘

—
Item -« —
Write Address E
Write Data S
Write Response =
M Read Address E
Read Data B
v Coherency Address | o =
Coherency Respondiiti e
v Coherency Data =
oS
~N
b
~
o
e — ]

120,000

———— 40,000 60,000 100,000
CheckAIIl Apply ][4| [

/home/adnan/dev/carbon/A15-MP-Demo/A15-MC2-CCl400 profile
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RISC-V SoC Atomics : Timing Back Annotation 45
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on June 9th,

& TrekDebug 1.2.26: atomics@centos6 = (m] X

File Tests View Preferences Select Window

B~ 1o & DL e =mR A AN A [2548225 => ¢ Find: in | atomics.c - ][> Match Case

“  Memory Map @& Memory Values 2]E3]

2 #1 SMP Fri Jan

0y p | atomicsCheck.10 trek_mem_mem+0x18 (0x4 bytes)
0x00000000: 3ace82b9

info
info:

info: random see 7438c1bb
info: ##kk tart of Test *#**

)00000000000000000

lues: 00017000 000000

trek_uint32_t *ptr = (trek_uint32_t*)(trek_mem mem+0x00000018);

07500 TILEO L] (void)__ atomic_fetch_xor(ptr, 0x85b4574f, _ ATOMIC_SEQ_ CST);

trek uint32 t *ptr (trek_uint32 t*)(trek _mem mem+0x00000018);
(void)_ _atomic_fetch xor(ptr, 0x1dlbl28d, _ ATOMIC_ SEQ CST);

-~
|
|
b
3
h
h
|
|
|

L15 TILE®:
'
L 5
Stage 1 sta op n: L15_REQTYPE_IFILL J v
TILE Test Source @®
atomicsCheck. 10
// atomicsCheck.10
trek_write32_shared(0xla, trek_hart 0_TO_state);
}
case (0xla): { // wait for XOR4.3
L15_REQTYPE_IFILL if (trek_read32_shared(trek_hart_1 TO0_state) < Oxla) break;
trek c2t event(0, 0x24); // [event:0x24 agent:hart 0 thread:T0 insta
RIL=0 7/* tbx: trek message("Begin atomicsCheck.10"): */ -
if (trek_read:iz(grek_mem_mem+0x00000018) 1= 0xb982ce3a) { | // trek_check32()
trek_c2t_arg(0, trek read32(trek _mem mem+0x00000018));
trek_c2t_event(0, 0x25); // [event:0x25 agent:hart 0 thread:TO0 ins
/* tbx: trek check32(0xb982ce3a, trek mem mem+0x00000018); */
}
trek_c2t_event(0, 0x26); // [event:0x26 agent:hart 0 thread:T0 insta
/* tbx: trek message("End atomicsCheck.10"); */
trek_write32 shared(0x1lb, trek_hart 0_TO_state);
break;
}
4 » = 4 »
Memory locations of atomicsCheck.10 Test Idle
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RISC-V SoC Memory Ordering: Dekker Algorithm 45
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e Assume initial state A=0, B=0

e The Dekker Algorithm States
core ©: ST A, 1; MEM BARRIER; LD B
core 1: ST B, 1; MEM BARRIER; LD A
error iff ( A == 0 && B == 0 )

e This is a test for a weakly ordered memory system

o Such a system must preserve the property that a LD may not reorder ahead of a
previous ST from the same agent

© Breker Verification Systems, Inc. All rights reserved. Breker Confidential 47



Dekker Scaled to Multiple Processors $

BREKER"
STA STB STC STD
LD B LD C LD D LD A

e Errorif all loads see initial value

e Dekker randomized for all memories, operation sizes, load/store sources

© Breker Verification Systems, Inc. All rights reserved. Breker Confidential 48



RISC-V SoC Memory Ordering: Timing Back-Annotation

on June 9th,

info
info:

7438c1bb
tart of Test **#+

random
oAk

info
info:

)00000000000000000

017000 000000

07500 TILE® L1.5 thO: Re 0xfff1010000,

L15 TILEO:

Stage 1

TLLE

L15_REQTYPE_IFILL

L15_REQTYPE_IFILL

TILE®

© Breker Verification Systems, Inc. All rights reserved.

Bl & TrekDebug 1.2.26: dekker@centos6 - o X
File Tests View Preferences Select Window
iR =] D P e B A AN A [21576250 = & Find: in | dekker.c - | » Match Case
“ Memory Map @ Memory Values @ &)
hart_O hart_1 <
TO TO
et
! =
Test Source @

dekkerCheck.5
// dekkerCheck.5

THILINAR
RIRLIWILLT

trek_write32_shared(0xd, trek_hart 0_TO_state);
}
case (0xd): { // wait for dekkeroOp.5
if (trek_read32_shared(trek_hart_ 1 TO_state) < 0x8) break;
trek_c2t_event (0, 0x13); // [event:0x13 agent:hart 0 thread:T0 instance:dekkerCheck.5]
/* tbx: trek message("Begin dekkerCheck.5"); */
if (!(!((trek_read32(trek_mem mem+0x00000028) == 0Xe990b365) && (trek_read32(trek_mem mem+0x00000
trek_c2t_arg(0, 0x0);
trek_c2t_event(0, 0x14); // [event:0x14 agent:hart_ 0 thread:T0 instance:dekkerCheck.5]
/* tbx: trek_verbatim check ("!((trek_read32(trek_mem mem+0x00000028) == 0xe990b365) && (trek
}
trek_c2t_event (0, 0x15); // [event:0x15 agent:hart 0 thread:T0 instance:dekkerCheck.5]
/* tbx: trek_message("End dekkerCheck.5"); */
trek_write32_shared(Oxe, trek_hart 0_TO_state);
break;

4
Memory locations of dekkerOp.6

Test Idle

Breker Systems Confidential
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Power Management TrekApp

Device receives “SET_POWER SLEEP”
[Host initiated]

Qualified activity on Wake-Capable device
s [Device initiated]
Host then issues “SET_POWER ON"

Device receives “SET_POWER ON"
[Host initiated]

£ 2%
55 e
it ot oy,
Ba 34O
88 a togg Mo
is e 4
23 I&,J' Po%’ \
S Pty
i

Device receives “SET_POWER SLEEP”
[Host initiated]

Device has lost power 3
[Host initiated]

H 9 7

Fie  Home et Pagelajot Fomuas Data Review View Help  Q Tellmewhatyou

1 NTransition
4 Sequences

Leigh Brady

N Transition Scenarios

o]

VIPl M-

LD

11 ENDSCOPE_STOP_ENTRY
12 BEGINSCOPE_STOP_EXIT
13 SX_STARTCLOCKS

14 SX_STARTCLOCKS_ALIGN
15 |SX_STARTCLOCKS_REGION
16 |SX_STARTCLOCKS_DONE
17 ENDSCOPE_STOP_EXIT
18

19

BEGINSCOPE_STOP_EXIT
SX_STARTCLOCKS
SX_STARTCLOCKS._ALIGN
SX_STARTCLOCKS_REGION
SX_STARTCLOCKS_DONE
ENDSCOPE_STOP_EXIT
CORE_RUNNING

StopzSingle | StopdSimple | StopdtarlyWakeup [ 3)

Read)  Calite

© Breker Verification Systems, Inc.

A B8 C D E F G H | J K
1 Fromstate ToState ActionGoal  ActionArgl  ActionArgd  ActionArgEnum3 Actionvgd  Actiondrgs  CheckGoal  CheckrgEnumA Checkrgh
2 |CORE_RUNNING BEGINSCOPE_STOP_ENTRY _ drivesTO 00 1000
3 BEGINSCOPE_STOP_ENTRY SE_QUIESCE_CORE _INTF checkMark  BEGINSCOPE_STOP_ENTRY
4. SE_QUIESCE_CORE_INTF SE STOP_CORE _CLIS checkMark  SE_QUIESCE_CORE INTF
5 SE_STOP_CORE_CLKS SE STOP_CORE_GRID checkMark  SE_STOP_CORE_CIKS
6 SE_STOP_CORE_GRID SESTOP2_DONE drvelRQ 003 SPECIAL WKUP 200 checkMark  SE_STOP_CORE_GRID
7 SE_STOP2_DONE SEIS0_BEGIN checkMark  SE_STOP2_DONE
8 SE_IS0_BEGIV STOP_SPWU_HANDLER checkMark  SE_IS0_BEGIN
9 STOP_SPWU_HANDLER SESO_END. checkMark  STOP_SPWU_HANDLER
10/SE_1S0_END ENDSCOPE STOP_ENTRY checkMark  SE_IS0_END

checkMark  ENDSCOPE_STOP_ENTRY
checkMark  BEGINSCOPE_STOP_EXIT
checkMark  SX_STARTCLOCKS
checkMark  SX_STARTCLOCKS_ALIGN
checkMark X STARTCLOCKS_REGION
checkMark  SX_STARTCLOCKS DONE
checkMark  ENDSCOPE_STOP_EXIT

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

o
o
0]
0!
-
UL L)
0

o

b
|

%%mm

W
Somatyery\ 29

-
il

It
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e TrekApp uses state table to turn SM
into multi-transition graph

e Overlay power domain reset tests
onto functional tests

e Works with other SM scenarios, e.g.
Boot Rom verification
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Security TrekApp $
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KRR KA

_an
JLLILLL
JITILL

Error Error Error

e Security TrekApp in limited production with key customer cooperation
e Allows vulnerabilities to be derived from correct operation graph

e Works with multi-stage pipeline SoC, also could operate on protected key/register
scenario and SoC protected regions

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 52



Push-Button Breker SystemVIP Library $

A Comprehensive, Automated Health Check for SoCs BREKER

Wi
bl

g,

SoC Integrity TrekApp Library

The Coherency TrekApp verifies cache and system-level
coherency in a multiprocessor SoC

i I

Y

o

M x.ﬁm‘

The Power Management TrekApp automates power
domain switching verification

The Security TrekApp automates testing of hardware
access rules for HRoT fabrics

The Networking & Interface TrekApp automates packet
generation, CXL, UCle interface tests

The SoC Toolkit TrekApp series of tests for typical
sources of bugs across Arm and RISC-V SoCs

RISC-V Core on
SoC Test Harness

Other TrekApps
The RISC-V Core TrekApp provides fast, pre-packaged
tests for RISC-V Core and SoC integrity issues

The Firmware TrekApp early testing of firmware
without a processor model

The End-to-end IP TrekApp IP test sets ported from
UVM to SoC

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential



CVA6 Hardware Test:

Next phase test hardware with same content

© Breker Verification Systems, Inc. All rights reserved.
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SIZE Conv B Boot ROM

-~

N

axicoc BB AXI 2 Mem

-~

V'

axicoc BEE Axi2APB | AXI 2APB

DDR

external interrupt timer interrupt

FPGA block diagram implementing the Ariane CPU.
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RISC-V System Integrity

Tile

Tile

Ariane

P-Mesh

Openfian

FE

L1IS

256bit lines
4way, 8kB

Lsu

L1DS

128bit lines
4way, 8kB

ite
through)

ST
-«

L15
Adapter

L15
128bit lines

Core

Cache Sub.

4way, 8kB

'—’| Traffic Shaper

L2
512bit lines
4way, 64kB

wociT noca] nocst

NoC
Routers

Ariane

P-Mesh

Chipset

Bootrom

Debug
Module

CLINT

PLIC

UART

Tile

Ariane

P-Mesh

"Working with Breker to develop the RISC-V TrekApp over the past year has been very
rewarding. As RISC-V adoption continues to grow, support from design tool providers

like Breker (s key to accelerating time to market and assuring SoC quality.”

Mohit Gupta, vice president and general manager of the SiFive IP business unit.

Ethernet

©v

DRAM Ctrl

BREKER"

"After an extensive evaluation, we choose Breker's System Coherency TrekApp to help to ensure our design’s coherency. The
TrekApp offers ease to use and extremely fast setup and covers broad aspect of verification from simple workload to complex
scenarios that includes Dekker and Atomics tests. Its flexible scaling will scale with us as we go from verifying the coherency of

a few CPUs to hundreds of CPUs, matching our needs now and for our future RISC-V solution offerings.”

JianYing Peng, CEO of Nuclei System Technology.

© Breker Verification Systems, Inc. All rights reserved.
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Thank You For Listening

For more information:
Go to BrekerSystems.com
Email: info@BrekerSystems.com
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