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Design Overview

* FLIT Mode introduced in PCle 6.0 as a new data stream.

Byte 255 < Byte O
FEC (6 Bytes) | CRC (8 Bytes) | DLP (6 Bytes) TLP (236 Bytes)
Flit Structure — 256 Bytes (64 DWs) [ Transaction |
L Layer )
* TLP length varies from 3 DW’s to 1024 DW'’s ) ! .
. . . Data Link Layer
* Flit Encoder packs the 236 TLP Bytes (59 DW’s) in Flit. N I J
* Allocates space for DLP, CRC and FEC Bytes (5 DW’s) Physical Layer
Control Bus provides the information PCI Express Device
Number of TLPs starting TLP starting and ending positions
Number of TLPs ending Nullified, Poisoned TLPs
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Flit Packing Rules

* Once a NOP (No operation)
TLP is scheduled, it must
continue until the next 4DW
aligned boundary

No more than 8 non - NOP TLPs,
including partial TLPs in each

Flit half

1. First Half - O to 31 DWs
2. Second Half—32 to 58 DWs

Error TLP (Nullified or
Poisoned) must be
succeeded by only

NOP TLPs through the

end of the Flit.

Flit DW 0 | == [TLP-1 (Start) NOP TLP-1 (Start) Half of the Flit
1 — | TLP-1 NOP TLP-1 Started with New Nullify TLP Start F‘o;sc?n TLP End
2 — | TLP1 NOP TLP-1 TLP/Partial TLP? (Flit DW 0) (Flit DW 0)
3 |—»| TLP2 NOP TLP-1 : B NOP
Flit DW 4 | == | TLP-1 (End) | |TLP-1(Start)| | TLP-1 (End) B NOP
5 —_ NOP TLP-1 TLP-2 (Start) . NOP
: — :gg It: TLPT;P(EZ . v v Nullify TLP (End) .
— - -2 (En -
Flit DW 8 | — [TLP-2 (Start)| |TLP-1(End)| |TLP-3 (Start) New Partial NOP <
9 |=—»| TLP2 TLP-2 (Start) TLP-3 TLP TLP NOP =
10 | =—>|TLP-2 (End) TLP-2 TLP-3 . .
11 —_— NOP TLP-2 (End) | | TLP-3 (End) v v o NOP
Flit DW 12| = |TLP3 (Start)| |TLP3(Start) NOP (No. of TLPs Started (No. of TLPs Ended NOP NOP
13 |—>| TIP3 TLP-3 NOP <= 8) && (No. of <= 8) && (No. of NOP NOP
14 |=—>| TIP3 TLP-3 NOP Flit DW 58 Flit DW 58
5 — [T ed)| (s ted)l [ nop TLPs Ended <= 8) TLPs Started <= 7) ( ) ( )
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TLP’s Packing in Flit - Example

[255 . of [255 236[235 0
DLP,CRC,FEC
gl TLP-1 256 Bytes (64 DW's) o TLP-1 (59 DW's) «—| FUT1
Cycle-1 Space
Poison Poison
Input TLP-3(5 | 3NOP DLP,CRCFEC | Poison TLP{ NOP-4 DW | TLP-1 (5
— TLP-5 (32 DW TLP-4 (3 TLP-2 (5 NOP DWs | FLIT-2
Cycle -2 ( ) ( DW) TLPs ( Space 2(5DW) | Aligment DW's)
DW) DW)
| NOP |TLP-5 DLP,CRC,FEC ) Poi TLP-| TLP-3
i TLP-6 (48 DW) . W NOP DWs o | FLT-3
Cycle -3 TLPs DW) Space 4 (3DW) (5DW)
P,CRC,F TLP-6 NOP
DLP,CRC,FEC o = TLP-5(45DW)  |4=—| FLIT-4
Input — TLP Data Space DW) DWs
DLP,CRC,FEC
' ! NOP DWs TLP-6 (37 DW) 4+— | FLIT-5
Space

Output — FLIT Data

Input TLP data gets shifted within a FLIT due to packing rules,
and the output data doesn’t directly match the input data

<<
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Traditional FV Data-Integrity techniques

sss—fE- |
3 [o] 4

work well when output data exactly matches
the input in same order and content

v Bl — DUT — 1IN

" — "BEAM
B8l — DUT — 1IN
X

sos - |
340

7 gEEld

FIFO based
method

Data Integrity
Techniques

N

Formal
Scoreboard

FPV apps provide Formal Scoreboards.

Scoreboard acts as a monitor of the DUT and |
embedded with all the required assertions

for verification of end-to-end data integrity.

Wolper Coloring
Technique

(Symbolic Variable)

The NDC technique assertions use a variable whose
value remains constant during a formal run. The
assertions are triggered when the NDC variable
value is seen at the input and verifies its
appearance at the output after a defined delay.
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Problem Statement

* The Flit packing rules introduce significant complexity which require
extensive shifting and alignment of TLP data.

* Increases the risk of data integrity issues such as TLP DW corruption,
duplication, dropping, and reordering.

* The Flit interface does not provide required TLP level details such as
SOP DW, EOP DW, Nullify or Poison TLP end DW information.

* Traditional FV Data-Integrity techniques are ineffective.

* To address these challenges, a new FV approach is required to verify
data integrity and Flit packing rules.




Array Centric Tracking (ACT) Methodology

* ACT is a circular array-based approach
* Verifies data integrity at a DW (Double Word) level
* Tracks the start and end of each TLP to validate complex Flit rules

Input TLP Data Save each DW of TLP » Compare each DW of FLIT
anc; its Andits Gt Es it with ENV_Array[Egress gutpl;; :u:
Attributes » Pointer] [31:0] and check ata & FLI
e S e e \\ Element/ the FLI]T[ruIes] based on iifortrietion
Nullify/Poison) Pointer] Element \ o =
N-1 ([ Element other bits in ENV array

element
I Common i
Ingress Array 1 Egress Array
Pointer/Index Cl rcu Ia r Pointer/Index
LRt Array Logic
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ACT Ingress Flow

e Each DW of a non-NOP TLP is stored in the array, along with its
attributes: SOP, EOP, Nullify, and Poison.

Poison | Nullify | EOP | SOP |TLP Data . logic [35:0]
Control Info Data (1-bit) | (1-bit) | (1-bit) | (1-bit)| (32-bit) Env_array [N];

= DWO - SOP 32'hA 0 0 0 1 32'hA | €— | Env_array[0] 0«9
TLP-1 (3 DW) < DW 1 32'hB 0 0 0 0 32'hB | ¢— | Env_array[1] ¢

L DW 2 - EOP 32'hC 0 0 1 0 32'hC | «— | Env_array[2] | Index

- DW 0 - SOP 32'hD 0 0 0 | 1 | 32hD | <— | Env_array[3] l
TLP-2 (3 DW) < DW 1 32'hE 0 0 0 0 32'hE | ¢— | Env_array[4]

_ [ DW 2 - EOP, Poison| 32'hF 1 0 1 0 32'hF | «— | Env array[5] N-1—e

Input - Example Circular Array and it's Elements Data
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ACT Egress Flow

Flit DW value

between 0 and 58 ? Yes

Flit DW data == ENV Array
[Array Pointer][31:0] ?

1. Increment FLIT half TLP start and TLP count.
2. Check the Nullify/poison FLIT Rule?
3. Increment Egress Array Pointer
4. Start look for TLP next DW in FLIT
1. Increment FLIT half TLP end and TLP count.
2.  Nullify/Poison TLP end ?
*  Check the Nullify/poison FLIT Rule?
3. Increment Egress Array Pointer
4, Start look for next TLP in FLIT

4

Increment Egress Array Pointer

'

Yes

Flit DW data ==
?

TLP ended in FLIT ?

NOP 4DW Alignment FLIT
Rule Check

Max TLPs in Half of FLIT
and other FLIT Rules

Occurred gap between TLP
SOP and EOP in FLIT

v

Data Integrity Error

Data Corruption Issue

Yes

FLIT Rule Violation
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Results

* |dentified a total number of 38 RTL bugs

* Array Centric Tracking (ACT) approach
helped in uncovering a variety of elusive
design issues

First-Half TLP

Count -5
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Bug - 1: Flit Packing Rule Violation

Expected Behavior :

« Packing more than 8 non-NOP TLP’s including partial TLP’s in each half of Flit is not allowed.
Behavior Violation :

« Data present in 0 to 127 Bytes represents the first half of flit in 512-bit data path.

* 1 partial TLP ended, 8 non-NOP TLP’s started and ended in the first half of flit.

i | N i ¢ N 7 A 7 A i N ¥ A T A

first_half_flit_max_count_exceeded / \
flit_data_valid
flit_cntl FLIT_END \ FUT START | 0 ) 0 X FUTEND )  FLLSTART 0
51 2'hffif.ff_ff_7f1 t df99_aba9_ laaa_fc36_aaa7_aaaa_aaaa_ffff ffff fb30_6fae_Sbc 1_529f_aaaa_aaaa_ﬂmﬂ_dsbl_aflB_aaaa_aaaa_ff_ﬂiff_cbbf_e2eb_aaaa_aaaa_1ﬂf fftf
strong 5 4 3 2 1
fit_data_512b [511:0) FLIT 191-255Bytes )\ FLIT0-63Bytes [ FLIT64-127 Bytes ) FLIT 128-191 Bytes X FLIT 191-255Bytes { FLIT0-63Bytes [ 0

512°'h0000 0000 ffff ffff 66be bebe daa3 2a89 aaaa aaaa ffff ffff baff fald aaaa aaaa ffff ffff 328e 90e2 afbb ebdc d6ff ab24 aaaa aaaa ffff ffff ebaf a2a2 aaaa aaaa
_WOUU_TTLTIT_bODE_Debe_daas cabs _aaaa_aaaa T Mt DN alc_aaaa_aaaa Ml N 3.0@_sUes _aibd_QbdC 00 _abs4_aaaa_aaaa i W €Dl azas aada

strong
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Bug - 2: Data Integrity Violation

Expected Behavior :
* Once a TLP starts, inserting NOP DWs (DW with value zero) before the TLP end is not allowed.

Behavior Violation :
« DUT incorrectly inserted two NOP DWs before the TLP ended within the Flit in a 256-bit data path

w7 R 7 R P R TN T w7 At T N

tip_data_valid \ /
tlp_data_256b [255:0] TLPS(6DW),TLP6(2DW) {  TLP6(8DW) X 0 X TP7(eDw) X TLP8(DW) X TLP9(8DW) [ TLP10(38DW)

256'h1262_1feb_aaaa_aaaa_ffff_ffff_ b29a_930d_7a77_7abc_fcfl_5d98_4a6a_c769_aaaa_aaaa

EOP / \ sop
strong

dw_zero _gap btw sop_eop [31:0] 0 X 0 X 0 X\ 0 X 0 32'n0000_0002 X 0
7 ~
fiit_data_valid
flit_cntl 0 X\__FUTENY X FUT START X Dy, X 0 X 0 X 0

256'hb29a_930d [0000_0000_0000_0000] 7a77_7abc_fcfl_S5d98_sa6a_c769_aaaa_aaaa_ffff_ffff

strong NOP DW’s

flit_data_256b [255:0] FLIT 192-223 Bytes )} FLIT224-255Bytes X FLIT0-31Bytes X FLIT32-63Bytes ) FLIT64-95Bytes ) FLIT 96-127 Bytes ) FLIT 128-159 Bytes
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Application & Summary

* “Array Centric Tracking” is a versatile data integrity approach designed to
handle complex Flit packing rules.

* Accurately verifies output features that depend on partial input data
presence.

* Reusable across multiple designs and protocols, wherever traditional data
integrity checks are applied.

* Easily adaptable to spec updates — e.g., PCle Gen7’s TLP-per-half-Flit
reduction

 Successfully identified 38 RTL bugs
* Scalable for emerging protocols like CXL, UCle, and UALink
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