5G - Chances and Challenges from
Test & Measurement Perspective
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Outline

Rohde & Schwarz — more than a T&M Company

5G Industry Activities and Upcoming NR Deployments

5G Challenges
I Component Testing @ cm/mm-wave
&

1 OTA Testing
1 Security

Summary
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Rohde & Schwarz: Deep & Broad Test Expertise
Exemplary leading edge solutions

R&S®CMW500
Universal test platform for all common mobile
communications and wireless technologies

R&S®ARDRONIS

location system

ROHDE&SCHWARZ

R&S®RTO
Fastest oscilloscope on the market
with the world's first digital trigger

R&S®SDTR
Drone detection and Military radio based on state-of-the-art

software defined radio (SDR) technology

October 2017

R&S®CLIPSTER

Mastering station for video
postproduction

R&S®SITLine ETH40G
Fastest Ethernet encryptor
(40 GBit/s)

R&S®QPS200

Latest generation
millimeterwave security
scanner for airports



A GLOBAL INITIATIVE
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enhanced Mobile
Broadband (eMBB)

VERIZON 5G SPECIFICATIONS
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The Triangle of 5G Use Cases

eMBB remains Priority 1 eMBB — the known playground
1 Established ecosystem (operators, manufacturers,
Massive 10T certification of devices)
(operators, manufacturers, : )
local authorities, certification . 1 It's all about data (speed and capacity)
only for some technologies)

1 Mix of technologies
(GSM, Lora, Zigbee, WLAN, URLLC
B’Iuetooth, Cat M, N|_3-_|0T,---) 5 @ 1 Asignificantly enhanced and
1 It's all about cost efficiency diverse ecosystem (operators (?),

and massive connectivity . . manufacturers, verticals,
| o certification not existing (yet))
: : 1 Existing technologies do not
Massive IoT Ultra reliable & MBI
provide sufficient performance

low latency

G 1 It's all about reliability and security
communication

(data and capacity)
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LTE provides the foundation on the way to 5G
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FD MIMO

Dual
Connectivity

Carrier
Aggregation

Latency

Increased Coverage

SVEENEINNG M | TE-A Pro + NR > 24 GHz eMBB @ 3.5GHz will
be commercially

dominant
VX' Low SV=1=WAVINEeM L TE-A Pro + NR < 6GHz - _
Additionally high

Power Saving

capacity cells @
NB-loT < 1GHz 26/28/39 GHz
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Additionally a large variety of loT applications with quite
different communication requirements emerge

Ultra Low Large # Reliable
of Devices & Secure
Global
Coverage
& Mobility

Spontaneous Delay
Communi- Sensitive
cations

imi Periodic
Limited :
Mobility Communi- Tolerant

' <15 min
Machine e Small Data ( )

Originated Transmission
Only
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5G Key Technology Components
NR is build on four main pillars

New Spectrum Massive MIMO / Beamforming
1 <1GHz PP ol SIS 1 Hybrid beamforming
1 ~3.5GHz Ul T 1 > 6GHz also UE is
I ~26/28/39 GHz f/ ima i expected to apply
I T R e beamsteering

Multi-Connectivity MCG SCG Network Flexibility
1 Initially based on  ae.. S S R 1 Flexible physical layer

Dual Connectivity ‘ numerology

with E-UTRA as 1 Network Slicing f

master 1 NFV/SDN l n
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5G Challenges

Example: PA Implementation Challenge

1 Existing power amplifier designs need to be adapted

= changed bandwidth requirements below 6 GHz

= new design for broadband support at cm-/mm-wave frequencies (e.g. 28 GHz)
I Demanding requirements for T&M instruments (f, BW, EVM, flatness, ...)

Measure modulation

Support high accuracy (EVM)

Support high i
Provide 5G waveforms frequency bandwidth
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Take into account
influence of test fixtures
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General Purpose Test Solution
User-Defined Frequency Response Correction ,‘i%pef"%ﬂ,,,e

 SMW-K544

#MHz SRIR 50
! FREQUENCY S21 RE S

#MHz SRIR 50
! FREQUENCY S21 RE S211M

21 IM
37600  0.118400000  0.16500000000
37620  1.3458000000

37600  0.7845400000  0.04500000000
37620  1.3458000000

Flat
response j

___________________ [ _\____I S APUT byt |
r (S
1

1 S-parameter measurement for all components

| WEEEELS VS SE—— i with VNA (or provided with component)
ﬁ 1 S-parameters transferred to signal
Correction: generator/analyzer for compensation
|:> INVERSE frequency 1 Automatic compensation of influences for alll
response of text fixture performed measurements
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5G Challenges

Characterizing Massive MIMO / Beamforming Systems
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Development challenges:
Phase shifter tolerances,
thermal effects of the PAs,
frequency drifts between
modules, desired beam
patterns, ...

Test challenges:

OTA testing becomes the
default use case, increased
measurement uncertainty,
3D channel models, ...
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Massive MIMO Drives OTA Test Solution Development

Features Performance Comparlson Transformation

Equivalent Sources
9“ =] i it

220 minutes

Arbitrary Grids

at E-plane; f = 4.9 GH,
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5G Challenges
cm-/mmWave spectrum requires new test solutions

1 Vivaldi antenna with integrated diode
detector for power measurements
directly on the antenna

1 Absolute power measurement

1 Frequency range: 27.5 - 75 GHz |

1 Will be extended to 22 — 81 GHz |
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5G C,ha!lengesl Carriers Navigate 5G, Mobile Security at Mobile
Security is a major concern World Congress

While the latest and greatest smartphones and mobile consumer technology typically take
center stage at Mobile World Congress, this year was different.

With the pending transition from 4G to 5G and the rise of Internet of Things (loT) security
threats, carriers were focused squarely on ensuring their networks and service offerings were

e
peovolving threat landscape.

ciIsco Products & Services Support How to Buy Training & Events Partners

All Eyes on Security

Service Provider / Network Intelligence /

S key requirements for a secure 5G network  Ericsson: Tech Talk: 5G Security
4 & ~

B
L. - -
e

5G will have an outspoken role as critical infrastructure, and attacks
against 5G networks could have severe consequences for society.
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» AT&T currently sees 11 billion security incidents each day
» As architecture evolves to support 5G networks it will open more vulnerabilities

» A multi-layered and proactive approach is vital to minimize these threats




R&S Cybersecurity Solution
s 11 =——————k — | CybersecurlTy is needed in processes,
p \ ‘ﬁi = Fqu :- A 8
* T A LR systems & components.

| 1 Through the Digitalization in Industries
there is no safety without security.

Detect

* Deep Packet Inspection delivers high accuracy
application and protocol detection

* Early detection of problems that result from infected UL

machine controls, misconfigurations or cyberattacks 5.5.,,:; ‘ ) A".OWS ey ol wellpkies| eei
e traffic to enter the network

+ All other data traffic is blocked

Analyze etwork anays sy rd st
* Analysis of network and machine communication, e E from enterlng or Ieavmg the
correlation of data to visualize anomalies P industrial network environment

« Event monitoring pinpoints issues for proactive - e
troubleshooting without interfering with production
processes
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End-to-end loT Application Testing — Including Security

loT Device

» Event initiated comm.
 Server initiated comm.
» Periodic communication

ROHDE&SCHWARZ

Security
strength
analysis

Geo-
location

Port
analysis

» Extended Access Barring
» Power Saving Mode
» Extended DRX cycle

IP Network

October 2017

 Throughput
* Delay, Jitter
* Loss

16

loT Server

* Responsiveness
* Acknowledgement
* Protocol impact



https://www.rohde-schwarz.com/uk/solutions/wireless-communications/m2m/iot-m2m-webinars-videos/webinar-secure-or-not-secure-analysis-of-ip-security-mechanisms-in-iot-and-mobile-devices_231150.html
https://www.rohde-schwarz.com/uk/solutions/wireless-communications/m2m/iot-m2m-webinars-videos/webinar-secure-or-not-secure-analysis-of-ip-security-mechanisms-in-iot-and-mobile-devices_231150.html

Summary

OTA testing is key to 5G and
requires throughout integrated
solutions including chambers,
test instrumentation and
coverage of LTE-A Pro

I Security plays a vital role in
&

vertical industries and is
missing a test requirement
and certification framework
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Wireless

Cyber-
security

Automotive

Research & Integration &
Industry Development Verification

S

Conformance Production

loT

Broadcasting

Rohde & Schwarz is committed to supporting the industry with the T&M and
security solutions needed to standardize, develop and implement 5G products
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“Doing the right thing is more important
than doing the thing right!”  rwvncter
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Typical test setup for 5G RF parametric measurements up to 40 GHz

y =

R&S®SMW 200A Vector Signal Generator Demystifying 5G — R&S®FSW Signal and Spectrum Analyzer

Numerology and Initial
Access Concept for 5G NR
June 29t 2017

Up to 40 GHz with up to 2 GHz modulation bandwidth
Automatic correction of frequency response VSE-K96 OFDM Signal Analysis Software
independent of frequency, power level and bandwidth for analyzing OFDM-based 5G NR signals
Software option SMW-K118 for Verizon Wireless

5GTF testing » 43.5 or 50 GHz with 2000 MHz internal
Option SMW-K114 for early 5G NR testing analysis bandwidth (B1200, B2001)
Dedicated 5G NR option under preparation » Option FS-K118/K119 for V5GTF signal

analysis (DL and UL)
» Dedicated 5G NR option under
preparation
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https://www.rohde-schwarz.com/uk/solutions/wireless-communications/5g/webinars-videos/demystifying-5g-numerology-and-initial-access-concept-for-5g-nr_231234.html

