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The High Cost of Developing Test Content $

Largest Functional Verification Challenge

Creating Sufficient Tests to Verify the Design
Knowing my Verification Coverage
Managing the Verification Process

Time to Isolate and Resolve a Bug
Time to Discover the Next Bug

Defining Appropriate Coverage Metrics

Other

0% 5% 10% 15% 20% 25% 30% 35% 40%

Design Projects

Source: Wilson Research 2020

Project Resource Deployment

Verification: Design:

Debug 329
25%

Verification: Verification:

Content Development = Other 13%
30%

Test developmen Complex tests
drives debug hard to get right

© Breker Verification Systems, Inc. All rights reserved.
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Can we re-use the same knowledge ?

SOC Integration

System
Validation

Testbench

Can we abstract verification intent ?

DUT

Why? Resource Intensive Test Content
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Test Suite Synthesis... Analogous to Logic Synthesis $

BREKER"
Design Synthesis Test Suite Synthesis
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Breker SystemVIP Library $

BREKER"
= =1 A SoC SystemVIP Library
== E - “ f% *  The RISC-V Core TrekApp provides fast, pre-packaged
it tests for RISC-V Core and SoC integrity issues
- =1 g
N
1‘,§§t{§ *  The Coherency TrekApp verifies cache and system-level
- & coherency in a multiprocessor SoC

*  The End-to-end IP TrekApp IP test sets ported from
UVM to SoC

. The Power Management TrekApp automates power
domain switching verification

*  The Security TrekApp automates testing of hardware
access rules for HRoT fabrics

*  The Networking & Interface TrekApp automates packet
generation, CXL, UCle interface tests

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential
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Constrained Random vs Al Planning Algorithm Synthesis BREKER

Constrained Random Generation \ Al Planning Algorithm
UVM SV & other PSS tools

Breker Test Suite Synthesis

states,
states,

WX
O
@10,

Box
| | | | | | | | | > time / cycles ! i

| | | | | | | | |
Starts with key state and intelligently works backward through space

Design black box, shotgun tests to search for key state
Low probability of finding complex bug Deep sequential, optimized test discovers complex corner-cases

{ { 1 { { ' —» time / cycles

. target state
Black White O
Box
|
|

I EE——— Y

White Paper Discussing Al Planning Algorithm Test Generation on Breker Website
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A Look At RISC-V $

BREKER"

e Open Instruction Set Architecture (ISA) creating a discontinuity in the market
e Appears to be gaining significant traction in multiple applications

e Significant verification challenges

o Arm spends $S150M per year on 10% verification cycles per core
o Hard for RISC-V development group to achieve this same quality
o Lots of applications expands verification requirements

o Requires automation, reuse and other new thinking

vi4 RISC-V°

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 8



RISC-V Verification & Validation Tasks

BREKER"

SoC Integrity

Power/Performance Profiling

Security

Core Integrity Power Management

Com

Interrupts/Paging/Memory Order

Interrupts/Paging/Memory Order

Micro-architecture functionality

CPU Cores

Cache Coherency

§ ISA compliance L"
First Instruction Completion =
o T oeele | Firmware Integrity
Firmuware End-to-End Use Cases
€ - Concurrency Testing £
(@]
O
Uncore IPs Core HW/Firmware Compatlblllty
IP Integrity vip 1 (
End-to-End Use Cases ”’”
g Concurrency Testing Testbenc:
- IP Configuration
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Breker RISC-V SystemVIP Portfolio

BREKER"
SVIPs for SoC Integrity
* SoC Cache Coherency
* Memory Ordering
. * Power Management
SVIPs for Core Integrity « System Interrupts

Register Hazards :

Load/Store

Core Cache Coherency Y Cores

Core Interrupts

e Openiia [ [ | SVIPs for Firmware Integrity

Firmware

Mem2Mem (dma)
10 Offload (PCIE/Eth)
WQ Servicing

Uncore IPs Core

, Tile

SVIPs for IP Integrity

* Mem2Mem (dma)
* |0 Offload (PCIE/Eth)
* WAQ Servicing

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 10



Single Source of Truth for all stages of Verification & Validation

4

SViPe for Core Inteart BREKER"
s for Core Integrit i i
SVIPs for IP Integrity grity SVIPs for SoC Integrity SVIPs for FW Integrity
. Register Hazards * SoC Cache Coherency * Mem2Mem (dma)
Mem2Menm (dma) Load/Store * Memory Ordering * 10 Offload (PCIE/Eth)
* 10 Offload (PCIE/Eth) .
o Core Cache Coherency * Power Management * WQ Servicing
* WQ Servicing
. Core Interrupts * System Interrupts .
Test Suite Synthesis |

= Ep—— |

Virtual Platform
Environment

{

-

4
o o Simulation Hybrid Emulation Silicon /
UVM Block Acceleration Environment Prototyping

. Environmen
Environment onment

]
B-BR O0-0 pRpoEH KAA
- E |
= =

High Level Debug

© Breker Verification Systems, Inc. All rights reserved.
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Different Challenges for Core vs SoC Verification
BREKER"

RISC-V SoC Verification Challenges

System Coherency

RISC-V Core Verification Challenges

Cover all cache transitions, evictions, snoops

Random Instructions

Do instructions yield correct results

Register/Register Hazards

Pipeline perturbations dues to register conflicts

System Paging/IOMMU

System memory virtualization

Load/Store Integrity

Memory conflict patterns

System Security

Register and Memory protection across system

Conditionals and Branches

Pipeline perturbations from synchronous PC change

Power Management

System wide sleep/wakeup and voltage/freq scaling

Exceptions

Jumping to and returning from ISR

Packet Generation

Generating networking packets for 1/0 testing

Asynchronous Interrupts

Pipeline perturbations from asynchronous PC change

Interface Testing

Analyzing coherent interfaces including CXL & UCle

Privilege Level Switching

Context switching

Random Memory Tests

Test Cores/Fabrics/Memory controllers across DDR,
OCRAM, FLASH etc

Core Security

Register and Memory protection by privilege level

Random Register Tests

Read/write test to all uncore registers

Core Paging/MMU

Memory virtualization and TLB operation

System Interrupts

Randomized interrupts through CLINT

Sleep/Wakeup

State retention across WFI

Multi-core Execution

Concurrent operations on fabric and memory

Voltage/Freq Scaling

Operation at different clock ratios

Memory Ordering

For weakly order memory protocols

Core Coherency

Caches, evictions and snoops

Atomic Operation

Across all memory types

© Breker Verification Systems, Inc. All rights reserved.
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RISC-V Core Testbench Integration

© Breker Verification Systems, Inc. All rights reserved.

Virtualized OS Services

*
<>

BREKER"
TrekSoC

test.tbx

——» test.c

Compiler

CPU

Memory
Model

Interrupt
VIP
'y
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RV64 Core Instruction Generation
BREKER"

& TrekDebug 2.0.2beta: coherency-riscvbd-corel @centost - [m] X

File Tests Wiew Preferences Select Window
B it EJ <l @ _@ ‘@ ‘@ 23] E A A" _3. = 4= Find: in | coherency-riscv6d-corel.c = 4 3 Match Case

~ Memory Map BIFE Memory Values =]
ddr a

[
asmInstrs.l trek _mem ddr+0xdd09640 (0x8 bytes)

0x00000000:  f86bf270  ab34b74s

h a rto Test Source B
asmInstrs.1l
"sd x31, 232(sp) \n\t" =
"1li t0, %[addr] \n\t"
To "sd sp, 0(t0) \n\t"
:: [addr] "i" (trek_mem_ddr+0x0dd09640)
: "t0");
asmInStrsnl asm volatile("sltiu x29, x18, 29 "y
asm volatile("divu x1l6, x31, x16 ");
asm volatile("fmv.s £31, fl6 ");
asm volatile("sllw x5, x26, x21 ");

asm volatile("fsgnjx.d f18, f8 , f12");

asm volatile("fadd.d f8, f0 , f2");
asm volatile("fevt.w.s x27, f12 "); . . .
asm volatile("fclass.d x29, f28 "); Random reg|5ter Instructions
asm volatile("feq.s x0, f£5 , f10");
; A asm volatile("feq.s x28, f£31 , f20"
30 asm volatile("slti x19, x0, 23 ")
e asm volatile("flt.s x13, £13 , f14");
asm volatile("feclass.d x26, £25 ");
asm volatile("fsgnjn.d £19, £17 , £5");
asm volatile("fclass.s x29, f19 ");
asm volatile("or x13, x0, x15 ");
é" g acm sralatadlalf WFazxrd v A =21 fa rmm !l . "
Test Idle




Instruction Coverage Analysis

4 TrekGraph 1.230: coherency-racvd-core Sosrtost
B

Constrants Graph View Preferances Windaw

Froject Explorer a8

coheranprisevéd<aral
P33_top compute. stap[100]

Piter.

Shaw Midder Nodes

© Breker Verification Systems, Inc. All rights reserved.

27/103 reachable
opcode have been
exercised

Breker Systems Confidential

I pss_top.riscv_ARVA_LR_SC_D1

I pss_top.riscv_ARvA_LR_SC D2

| pss_top.riscy_ARvA_LR_SC D3

| pss_top.riscy_ARvA_AMOADDD

pss_top.riscy_ARvA_AMOANDD

| pss_top.riscy_ARvA_LR_SC D4 l

pss_top.riscy_ARvA_AMOXORD

pss_top.riscv_ARvA_AMOCRD I
pss_top.riscv_ARvA_AMOMAXUD I
pss_top.riscy_A RvA_AMOMAXD I
pss_top.riscv_A RvA_AMOMINUD i

| pss_top.risev_A.RvA_AMOMIND l

‘ pss_top .nscv_A.RvA_AMOSWAP[/ I

pss_top.riscv_D.RVD_FLD

pss_top risev_D.RvD_FSD

—
s top.entry
I\ coverage: 27/103 (26%), paths: 152

BREKER"

Atomics, loads and
stores not reachable
in register only test
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RV64 Core Load/Store

BREKER"

ré TrekDebug 2.0.2beta: coherency-riscvfid-core2@centost = O * ]
File Tests Wiew Preferences Select Window
- (= 82  pee BB KANA = 4= Find: in | coherency-riscvE4-core2.c ~ 4] Match Case
~  Memory Map B MemoryValues [ZIE]
ddr = =
0 0x0O7FFF multiop.7 trek_mem_ddr+0x2380e35c (0x4 bytes)
ha rto ' Beforep -7 g
Ox00000R00: 87112417
After
To 0x00000000: f32ch417
multhpl I [ g:}:igpj trek_mem_ddr+0x2380e3a0 (0x6 bytes)
i +~ | 0x00000000: 4ffeSdfs  eg&2c
multiOp.2 q After 3
; Test Source ]3]
multiOp.3 multiop.7
multiOp.4 // multiop.7 3
multiop. 5 trek _c2t _event(0, 0x5e); // [event:0x5e agent:hart0 thread:T0 instance:
i /* tbx: trek message("Begin multiOp.7"); */
multiOp.6 trek write8(0xbé, trek mem ddr+0x2380e3al);
oD 7 trek writel6(0xb639, trek mem ddr+0x2dccéb26);
't ORS trek writel6(0xd6f8, trek mem_ ddr+0x2dccéabl); : i
multiOp.8 trek_write8(0xb4, trek mem ddr+0x2380e35e); Locallty Of Wwrite addrs
- trek _write8(0xc9, trek mem ddr+0x2dccéab0);
multiOp.9 trek write8(0x5e, trek mem ddr+0x2dcc6b3s);
multiop.10 trek write8(0xff, trek mem ddr+0x2dccéble);
trek write8(0xc4, trek mem ddr+0x2380e3a2);
multiOp.11 trek writel6(0x2cf3, trek mem ddr+0x2380e35c);
trek writel6(0x5af8, trek mem ddr+0x2dccéb2c);

=]

o
5 1

_Memory locations of multiop.7

© Breker Verification Systems, Inc. All rights reserved.

trek write8(0x01, trek mem ddr+0x2dccéb3a);

trek writel6(0xec92, trek mem_ddr+0x2dccéb3c);

trek writel6(0xee92, trek mem ddr+0x2380e3ad);

trek writel6(0x9bdb, trek mem ddr+0x2dccéb3e);

trek write8(0x12, trek mem ddr+0x2dccéb40);

trek writel6(0xe6e2, trek mem ddr+0x2dccéaae);

trek _c2t_event(0, 0x5f); // [event:0x5f agent:hart0 thread:T0 instance:
/* tbx: trek message("End multiOp.7"); */

1 -~ 1 1om A . 1 L]

Test Idle

A A

Breker Systems Confidential 17



Example Address Allocation Patterns

e Random Clusters with locality of reference

// memAllocAddrSlice allocated setId:0xl of 0x4 blocks

// memAllocAddrRand size:0x8 addr:
// memAllocAddrRand size:0x8 addr:
// memAllocAddrRand size:0x8 addr:
// memAllocAddrRand size:0x8 addr:

e Stride Patterns across fixed address distances

trek mem ddr+0x08b810c8
trek mem ddr+0x2380e378
trek mem ddr+0x2380e380
trek mem ddr+0x2380e370

// memAllocAddrSlice allocated setId:0xl1 of 0x4 blocks

// memAllocAddrStride
// memAllocAddrstride
// memAllocAddrStride
// memAllocAddrStride

stride len:0x2000 size:0x8
stride len:0x2000 size:0x8
stride_len:0x2000 size:0x8
stride len:0x2000 size:0x8

addr:
addr:
addr:
addr:

trek mem ddr+0x08b830c8
trek mem ddr+0x08b850c8
trek mem_ddr+0x08b870c8
trek mem ddr+0x08b890c8

e Sequential Addresses matching a specific Hash

// memAllocAddrSIice allocated setId:0x1

// memAllocAddrHash hash:0x44 size

// memAllocAddrHash hash:0x44
// memAllocAddrHash hash:0x44
// memAllocAddrHash hash:0x44

© Breker Verification Systems, Inc. All rights reserved.

size
size
size

:0x100 addr:
:0x100 addr:
:0x100 addr:
:0x100 addr:

of 0x4 blocks

trek mem ddr+0x08bcl1100
trek mem ddr+0x08c01100
trek mem ddr+0x08c41100
trek mem ddr+0x08c81100

Breker Systems Confidential
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BREKER"

= ————
E-Be @0 PeaElw AAKA S e

cpua pus

/ \

NOC/Cache Unit Testbench

VIP

NOC/L2

Memory || Memory
Controller| |Controller

NOC/Coherency Sub-Subsystem
Testbench
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RV64 Core Exception Testing

BREKER"

& TrekDebug 2.0.2beta: coherency-riscv64-core3@centost = m} *

File Tests View Preferences Select Window
- Be & £ 880 8 A A A = & Find: in  coherency-riscvB4-core3.c ~ a0 Match Case

“ Memory Map EE Memory Values [ElE]

o 0x007FFF sendInterrupt.l trek_mem_ddr+ox2dcc6boo (0x4 bytes)
0x00000000: 2f1108ee

hartO
TO ‘ ' —

) Test Source EIE]
installinterruptHandlers.1 e
sendlnterrupt 1 // sendInterrupt.l -
: trek c2t _event(0, 0x5); // [event:0x5 agent:hart Generates for example,

/* tbx: trek message("Begin sendInterrupt.l"); */
// Remember current interrupt count for use in check asm("UNIM P");
trek write32(trek read32(&trek interr ount[0]), trek 1 — —
// Trigger interrupt #0
trek send interrupt(0);
trek c2t _event(0, 0x6); // [event:0x6 agent:hart0 thrg

/* tbx: trek message("waiting for 'trek_interrupt cou > CheCk eXCGptlon COUntS

trek write32 shared(0x3, trek hart0_TO0 state);

sendinterrupt.2

sendInterrupt.3

sendinterrupt.4

checkinterruptCount.1

}
case (0x3): {
if (!(trek_interrupt count[0] > trek read32(trek mem ddr+0x2dccé6b00))) { break;
trek _c2t _event(0, 0x7); // [event:0x7 agent:hart0 thread:T0 instance:s
q o /* tbx: trek message("... got 'trek interrupt count[0] > trek read32(trek me
g trek write32(0xee08112f, trek mem ddr+0x2dcc6b00);
trek _c2t event(0, 0x8); // [event:0x8 agent:hart0 thread:T0 instance:s
/* tbx: trek message("End sendInterrupt.l"); */
trek_write32 shared(0x4, trek_hart0_TO0_state);
break;
o } b
:1emcry locations of sendinterrupt.l Test Idle

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 20



Page Based Virtual Memory Tests
BREKER"

Virtual address Physical Address
9 9 9 12 a4 12
— | EXT| 2 | 11 | Lo [offset| PPN
| I
44 10
11
44 10
11
PPN |Flags " 10
T 511
1 PP Flags
0 !
APage|Directory 1 [ PPN |Flags

—— I
Page| Directory 1
satp ' .

Page Directory

63 53 10 9876543210

[
Reserved | Physical Page Number RSWD AG/UXWRV

[

I‘_— V - Valid

R - Readable

L—— W - Writable
X - Executable
U - User
G - Global
A - Accessed
D - Dirty (0 in page directory)
Reserved for supervisor software

Figure 3.2: RISC-V address translation details.

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 21



RV64 Core Page Based MMU Tests

BREKER"

4 o = m] x ’
File Tests Wiew Preferences Select Window
B~ B € g e p EB NN A = & Find: in | coherency-riscvéd-cored.c + | Match Case
U e = Memory Map @® Memory Values B
multiOp.4 o T Ox007fFF swapOne.2 trek_mem ddr+0xdde9e0e (0x2000 bytes)
Before
multiOp.5 ' 0x00000000: f8aSalle a0b9Sc2d 388a8ad3 0823264
0x00000010: 78fa7f77 doscosbf bs2azosa bs7211f6
0x00001fe0: fBed7cE0 <cl759a089 38d52197  a9e46bd0
doCopy.3 L Ox2FFFFFFF 0x00001ff0: 78050aba 715a796bh  be7Sffe9  dochded2
~| After
1 LS Pecnnnnnnm.  £e95416h  nanaToA~  20ma9a0a  defadsco b
doCheck.2 Test Source @
doCopy.4 swapOne. 2
checkSet.1 // swapOne.2
trek c2t event(0, 0x38); // [event:0x38 agent:hart0 thread:T0 instance:s
writeSet.1 /* tbx: trek message("Begin swapOne.2"); */
multiop.7 /* Swapping Pages: trek_mem ddr+0x0dd0a000 and trek_mem ddr+0x0dd09000 */
: const trek uint64 t addrA = trek mem ddr+0x0dd0a000ULL;
multiOp.8 const trek_uint64_t addrB = trek_mem ddr+0x0dd09000ULL;
// Find table entries for each address.
swapOne.2 Y
4 trek_uinté4_t* const ptel = trek find pte(addrd); Swap MMU PTE S and
sFenceVMA .2 trek uint64_t* const pte2 = trek find pte(addrB); Ch k
Jekkerop.2 const trek uinté64_t entryl = *ptel; ec memory daCCess
ekkerp. const trek uint64 t entry2 = *pte2;
dekkerCheck.2 // Insert the new table entries with addrA and addrB swapped.
- *ptel = entry2;
writeSet.2 xpte2 = entryl;
i ' o trek c2t event(0, 0x39); // [event:0x39 agent:hart0 thread:T0 instance:s
/* tbx: trek_message("End swapOne.2"); */
trek write32 shared(0x17, trek hart0 _TO_ state);
break;
}
g ‘ ;
Memory locations of swapOne.2 Test Idle

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential 22
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RISC-V SoC Testbench Integration

© Breker Verification Systems, Inc. All rights reserved.

Virtualized OS Services

Compiler
BREKER
Tr ekSoC
ufoufoulen] - [ou]erfen] e

L2 L2

TrekBox 0

'y
L3 Cache / Snoop Filter

Breker Systems Confidential
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Multi-Agent Scheduling Plans: Overview

e True Sharing within scenario
e False Sharing across scenarios

N Transition Sequences

Concurrent Scenario Test Case

Bie Jests Yiew Preferences Select Yindow
B-BQ @0 PRAEL AKA e
cpul cpul
: = .
et p—— A
’ | cacherz
cache.17 o Il snoop_write.6 (-

© Breker Verification Systems, Inc. All rights reserved. Breker Systems Confidential

N Transition Scenarios

[co] VIP
LD

L
Bl

I—

e
——
STEX

Schedule Memory
Interleave & Pack

Resolve Dependencies
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RV64 MultiCore MoesiStates

r
& TrekDebug 2.0.2beta: coherency-riscvB4-moesiStates@centost

- o X
File Tests Wiew Preferences Select Window
(i B < =] H e e m E AN A = = Find: in | coherency-riscvé4-moesiStates.c ~ 4 3 Match Case
“ Memory Map E® Memory Values =]
ddr E
multiop.36 trek_mem ddr+oxffosoze (ox4 bytes
harto hartl hart2 hart3 0x00000000: 4b22f 054
To T To n To n To n ' multiop.36 trek_mem ddr+oxff9s03c (ox4 bytes
mukiop.s rrultiop.13 ultiop.1 ! ©x00000000: 4b22f054
multiop.14 multiop.2 multiop.10
ruttiop. 2 ruttiop. 11 mukiop.32
| mutiop.4 | mutiop. 25 rukiop.15 mukiop.12 J 3
| multiop.16 ‘ mutiop.5 muttiop.34 4 L 4 L
| rrultiop.6 | rrultiop.17 rrultiop.20 / Test Source BE
rrultiop. 7 |mu|he. 31| = mukiop.35 |muk\0p.1ll| mu ltiOp .36
rrultiop.19 _________4&&0;5!1" ruttiop.8 .
rnultio p.36 |muk\0p.!| / / mUlthP .36
mukiOn a7 [ riop.21 | trek write32 shared(0x8, trek_hart0_TO0_state);
‘ } Planned Cache State
| | s 23 B case (0x8): { // wait for multiOp.35
rrultiop. 24 multiop. 39 . P
ey ion 80 I// if (trek_read32 shared(trek_hart3_TO0_stat < 03 Tra ns|t|0ns
mutopzs| [ matope b trek c2t event(0, 0xb); // vent:0xb
mmmnéﬁhﬁm /* tbx: trek message("Begin tiop.36"); */
mutiop. 42 | mukiop 28 // memAllocSingle with 0x1 cks of 0x4 bytes
m v // pss top.moesiStates.EXCLUSIVE to MODIFIED 8 i / pss top.oj
multiOp. - - - _ -
- T rek copy memory oc rek mem r+0x ¢, trek mem ¢
[ me——— | // trek ] _block(trek | . ddr+0x0££9503 trek 1 =
8] mutiop 46 trek write32(trek_read32(trek mem ddr+0x0££9503c), trek_mem «
trek c2t event(0, 0Oxc); // [event:0xc agent:hart0 f

BREKER"

BX

=]
]
)

. Memaory locations of multiop, 36

© Breker Verification Systems, Inc. All rights reserved.

/* tbx: trek message("End multiOp.36"); */
trek write32 shared(0x9, trek_hart0_TO0_state);
’ break;

Test Idle

Breker Systems Confidential
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Efficacy of System-Integrity Testing using the RISC-V TrekApp

BREKER"

cortexal5[0]::axi_m=-->cci400::53_ACE Channels Usage

or O OO O B O[] seamensee o 3] comoe
Item R [«]
Write Address B
Write Data =R
Write Response N
W Read Address N
Read Data n - H H
B B2 Typical directed
v Coherency Respons N
4 Coherency Data o -
M
: coherency test ...
wn
R
o=
Dl
A
2 |I h ‘l I ‘ ‘ 7
n
=] I
CTRTI ! :
40,000 60.000 80,000 100.000 I~
Check All Apply (] [ —
J/homefadnan/dev/carbon/A15-MP-Demo/profilesfincdeccci.profile ‘ cortexal5[1l]::axl_m=-->ccid00::54_ACE Channels Usage
= wefeel . = N
o pi ‘QI ‘Q ‘Q p" |“I"I Segment Size: | 1000 + | GoTo Cycle :]
~
ltem =

Write Address
Write Data

Write Response M=
B Read Address Z
Read Data B
b Coherency Address | o =
Coherency Respondil o
ol Coherency Data =
L=
~
... VS. RISC-V TrekApp ;

automated Sys-Integrity tests -

o

L0

Check All Apply (4]

40,000 60,000 100,000 120,000
[

/home/adnan/dev/carbon/Al5-MP-Demo/AL5-MC2-CCl400.profile
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Atomics Testing . A

] $ TrekDebug 2.0.2beta: coherency-riscvbd-atomics@centost — (m} X
File Tests Wiew Preferences Select Window
B~ =] 2 oee BB AAA = &= Find: in | coherency-riscvé4-atomics.c ~ ol Match Case
“ Memory Map @® Memory \alues E]E]
v e 0x007fFFF multiop.19 trek_mem_ddr+0xff95038 (0x4 bytes
Before
Check result is aggregate of L ! 0:00000000: besb7383
. After
S ] ! 0x00000000: a3c7sSh72
.| synchronized atomic - ' .
harto ftl t_ ' Ox2FFFFFIF
TO TL r I n -
s e | e e OPETALIONS ‘ = ,
multiop.23 / multiop.15 atomlesCheck.l | multldp. 3 I multidp.g | multiop.4 Test Source @
multiop.2e multi p.8 // multia p.8 tomlcsCheck.2 tomlcsCheck.7 I tom Ic=Check.15 | multio p.10 .
atom czCheck.4 :l:u{y multiap1s multia p.13 multiap12 mult p11 mu lthp .19
// multio p.17 multa 1 / / mu lt:LOp .19
: i | T trek write32 shared(0x7, trek hartl Tl state);
multlo p.25 - .nwlklﬂ I:Kl. | }
maltznas [ | ki [ umena | case (0x7): { // wait for sync tasks
I E (e G ] Eemesetey]  [Eomeee] if ((trek_read32 shared(trek hart2 TO state) < 0x10) ||
mulvey @ [ e | B R e (trek_read32_ shared(trek_hart3 TO state) < 0x8) ||
e T | . | (trek_read32 shared(trek_hart3 Tl state) < 0xf)) {
| multio p.47 | multip.42 | Inlm\u{kuklll break;
}
trek_c2t_event(3, Oxdc); // [event:0x4c agent:hartl
/* tbx: trek message("Begin multioOp.19"); */
{
trek uint32 t *ptr = (trek uint32 t*)(trek mem ddr+0x0ff9!
(void)__atomic_fetch xor(ptr, 0xf428aclb, _ ATOMIC_SEQ CST
3 T }
trek c2t event(3, 0x4d); // [event:0x4d agent:hartl
/* tbx: trek message("End multiOp.19"); */
trek write32 shared(0x8, trek_hartl Tl state);
break;
}
Test Idle

. Memory locations of multiop,19
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RISC-V SoC Memory Ordering: Dekker Algorithm 45

BREKER"

e Assume initial state A=0, B=0

e The Dekker Algorithm States
core 0: ST A, 1; MEM BARRIER; LD B
core 1: ST B, 1; MEM BARRIER; LD A
error iff ( A == 0 && B == 0 )

e This is a test for a weakly ordered memory system

o Such a system must preserve the property that a LD may not reorder ahead of a
previous ST from the same agent
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Dekker Memory Ordering

& TrekDebug 2.0.2beta: coherency-riscvB4-dekker@centos = [m] X
File Tests Wiew Preferences Select Window
(=R = 2 oL EB AANA = &= Find: in | coherency-riscv64-dekker.c ~ RIS Match Case
Y * Memory Map @® Memory Values @k
harto hartl hart2 hart3 H ad - 4
H r
| To | T1 To T1 | T | T To Dx007FFFF dekkercheck.19 trek_mem_ddr+0x4161320 (0x&
debkerop2s dekkerap. dekkerap.2 dekkeran3 dekkerd p.55 dekkerap,
e Ox00000000: Sde260da bzboozsd
dekkerop. dekkerCheckl dekkeraps | dekkercheck12 | | dekkercheck13 | dekkerap, C h e C k O rd e rl n g a C ross dekkercheck.19 trek mem ddr+0x2380e32f (0x
[ aetkerops | [ dekkerchecks dekkerop.10 dekkercheck.2 dekkerop, e
dekkerapal dekkerap.13 dekkerap 64 | debkernpas | dekkerop.12 dekkernp.3 . 0x00000000: 2b
dekkerd p.g6 dekkerCheck.5 dekkertp.16 dekbarap.g Sy n C h ro n I Ze d D e k ke r dekkercheck.19 trek_mem_ddr+0x2380e3d0 (0x
dekkerChesk.s dekkernp.ss dekkerap11 [ dekkerapaa dekkercheck.26 e 0x00000000: 368b5f00 3688600 cfb62bbd 53de
dekkercheck.35 debkercheck36 debkerono [ debkerchects | [ dekkerchect.2s . O 2FFFFFFF
/ scenarios | dokkerchack 18 trek_mem dirsoaziccshze (o0
dekkerop.23 dekkerop.2z | debkerapze [ debkernpas | | i-uyﬁ.; | ; """ B ;

dekkercheck.21

| dekberopnn

| dekbercheckao |

[ ekkeRg |

dekkerop.31

dekkerCheck 11

Test Source

dekkerop.33

dekkerap.51

@e

| dekkeropao |

dekkerop.36

dekkerap.34

| debercheckas |

d

dekkercheck.15

dekkercheck.17

dekkercheck.18

dekkerap.d4s

/[ dekkerap.3s |

dekkerop. 4l

dekkeran.2 /]

| deiberopas |

dekkerop.43

dekkerop.40
dekkerop.4s

dekkerant

= debkeropas |

dekkercheck.13

T || dekkerspsz |

I dekkerop sy ‘

‘ dekkerop.ss |

dekkercheck.21

dekkercheck.2n I

| dekkerCheck.23

dekkern 55

dekkerop.g0

dekkero p 51

dekkerops3

dekkerop 63

‘ dekkercheck2s |

| dekkerop.70 I

I dekkerop.51 ‘

dekkercheck.28

dekkerop.71

dekkercheck 30

| dekberop

dekkerop 76

dekkerop.71

dekkerop. 4

dekkercheek.34

dekkerop g0

dekkerop.g1

[ dekberchectaa |

dekkerop.g2

| debkercheckaz

| amerernpan |

[ dekaroper |

dekkerop.g1

| deckerCheck 38 I

l dekkerCheck 37 |

| dekkermpas | [ dekerpas

dekkerop.s3

2]

=]
o
2

_Memory locations of dekkerCheck.19

© Breker Verification Systems, Inc. All rights reserved.

dekkerCheck.19

// dekkercCheck.19
trek write32 shared(0x15, trek_hartl T1 state);
}
case (0x15): { // wait for dekkeroOp.46
if (trek_read32_shared(trek_hart0_Tl1 state) < 0x1l0) break;
trek write32 shared(0x16, trek hartl Tl state);
}
case (0x1l6): { // wait for dekkeroOp.48
if (trek_read32_shared(trek_hart3_TO0_state) < 0x13) break;
trek c2t event(3, 0x9d); // [event:0x9d agent:hart!
/* tbx: trek_message("Begin dekkerCheck.19"); */
if (! (!((trek read64(trek mem ddr+0x2380e3d8) == 0x8376dc63]
trek_c2t_arg(3, 0x0);
trek c2t event(3, 0x9%e); // [event:0x9e agent:ha;
/* tbx: trek_verbatim check ("!((trek_readé4(trek mem_ dc
3
trek write32(0x006£8b36, trek mem ddr+0x2380e3d0);
trek write32(0x006£8b36, trek mem ddr+0x2380e3d4);
trek write64(0x5d92b0b2da60e254ULL, trek mem ddr+0x04161320
trek write64(0x8376dc63bd2bb6cfULL, trek mem ddr+0x2380e3d8
trek write8(0x2b, trek mem ddr+0x2380e32f);
Test Idle

Breker Systems Confidential

BREKER"

30



MultiCore MMU Tests

& TrekDebug 2.0.2beta: coherency-riscvb4-pageSwap@centost - 1] X
File Tests Wiew Preferences Select Window
B~ B e 2 8L m @ A N A = &= Find: in |coherency-riscv64-pageSwap.c 4| Match Case
nceraia [Canrmnaz | 3 [ mcenns || mnenaae B ez ez | = Memory Map B Memory Values B&
T e | b [iemam | [ oo it T adr = e
o Cef D i dabiarchack:1 G [ ' DxOO7FT swapOne.14 trek_mem_ddr+0xddobooo (ox1000
........ = s e wwan Before
“.“ == = ': [oie S ::: . 0x00000000: f8aS24ea dS27ceab 38820919 beds
— | — | i = — — / T — 0X00000010: 78faf24c 040baddd b82aa773 ecf8
e == iors ot e . . .- . .
cion | A I (e oo Eato \ 1 0x00000fe0: 864523 ac2debf2 38550716 7783
S ::“ ':"' — lf"‘ — T Ox2FFFFF ox00000f f0: 7885e945 df 70ces4 bsfsd26s a7es
e S e e [ | i :‘ﬁ" =
gl I vl —_ o
e oo wtiegfe
e P maor s swapOne.1l4
e e / e AI I S M M U k read32 shared(trek hart2 Tl state) < 0x3f) | | =
| m--;/\ cores Wap k_read32 shared(trek_hart3 T1 state) < 0x42)) {
?
= PTE’s and check
: . event(2, 0x139); // [event:0x139 agent:hari
——— memory access .. ' ( "Beqi Wysoox
[ e tbx: trek message("Begin swapOne.l4"); /
/* swapping Pages: trek _mem_ ddr+0x0dd0b000 and trek_mem ddr-
| Zowenazt I const trek uint64_t addrA = trek mem ddr+0x0dd0b000ULL;
mitazataz multiap.4. sndintamupt3 multiop.e3 cons re uin a r = re mem I X H
t trek uint64_t addrB trek 1 . ddr+0x0dd16000ULL
v pr S o | cmem = // Find table entries for each address.
mtsers e == . I trek uinté64 t* const ptel = trek find pte(addrad);
= [Tt | [ trek uint64 t* const pte2 = trek find pte(addrB);
T = 1. -
= e o const trek uint64_t entryl *ptel;
| T ey : = * .
=l — B — ) const trek uinté64_t entry2 pte2;

E@®

o]
o
a

Memory locations of swapone.14

// Insert the new table entries with addrA and addrB swappec

*ptel = entry2;

*pte2 = entryl;

trek_c2t_event(2, 0xl3a); // [event:0x13a agent:hari
/* tbx: trek_message("End swapOne.l4"); */

trek write32 shared(0x4f, trek hartl TO state);

break;

3

Test Idle
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False-Share Memory Stress Tests
BREKER"

Allocate set of memory blocks
| | | | | | | —
| | | | | | |
| | | | | | |
| | | | | | |
Byte 5 Byte 4 Byte 3 Byte 2 Byte 1 Byte O
4 T T Each core operates on a “slice”
| / of memory
void * addrs[] = { void * addrs[] = { void * addrs[] = {
(void *)(trek mem ddr+0x08b830ca), (void *) (tre:k_mem_ddr+0x08b830c:9 ), (void *)(trek mem ddr+0x08b830c8),
(void *)(trek_mem_ddr+0x08b850ca), (void *)(trek mem ddr+0x08b850c9), (void *)(trek_mem ddr+0x08b850c8),
(void *)(trek mem ddr+0x08b870ca), (void *)(trek mem ddr+0x08b870c9), (void *)(trek_mem ddr+0x08b870c8),
(void *)(trek_mem_ddr+0x08b890ca), (void *)(trek_mem ddr+0x08b890c9), (void *)(trek_mem_ddr+0x08b890c8),
}i Yi

Random cores with
synchronized start

TO
| microLoopWriteCheck8. 6 |

| microLoopWriteChecks.1 |

int trek microloop write check8( wvoid * addrs[], int count, trek uint8 t pattern)({
int errorCount = 0;

int ii;
for ( ii = 0; ii < count; ++ii){ Each core has free
trek_writeB (pattern, addrs(ii]);
) for ( int ii = 0; ii < 1000; ++ii ){ running loop
for ( ii = 0; ii < count; ++ii){ = 1 1 H
it (trek peadd (adansiil) 1= pattern) | errorCount += trek microloop write check8(addrs, 4, 184);
++errorCount; }

trek runtime error("trek microloop write check8", addrs[ii], pattern, trek readsf(addrs[ii]));
Yi
}

return errorCount;

}
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Thanks for Listening!
Any Questions?
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