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Problem Statement

Compute systems used in various applications must be secure 
to withstand various attacks and protect sensitive data.

• Security Verification becomes more important!

Challenges in Security Verification:
• Security vulnerabilities are not documented 

o These are often not captured in design specifications
• Larger attack surface as designs scale up 

o Attack vectors can be anything under the sun
o Creating security checks manually is impractical

• Integrating third-party IPs may introduce design weaknesses
o May be functionally verified but may have some security issues
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Security Verification Methodologies

• We can utilize the existing methodologies used in functional 
verification along with tools for security verification 

Sign-off

Identify Security Requirements or 
possible vulnerabilities using CWE 
as reference

Select whether Formal, Simulation or Emulation is 
suited to test the security requirement

Formal – use applicable formal apps
Simulation/Emulation - additional security monitor is 
added for security verification

Sign off based on tangible 
evidence showing requirements 
and verified and security coverage 
results meet the target.
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Common Weakness Enumeration

• The MITRE Common Weakness Enumeration (CWE) is a list 
of hardware and software weakness types that could have 
security ramifications.

• It is important to identify and detect weaknesses early in the 
development cycle.
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Security System

• Reusable security solution that provides isolation to processing 
sensitive data

• Features
• Secure Boot

• Security system secure boot
• Host secure boot authentication

• Feature Enablement
• Identity and Authentication
• Key management

Sets run-time privilege level 
of system, Lock control, and 
Memory protection

Used by product to enable or 
disable features on the part

Main communication between 
product’s processor and 
Security System

Cryptographic 
operations



Formal Verification

Formal verification uses mathematical methods to prove that a 
design meets its specifications

Why Formal?
• Exhaustive in Nature
• Easy to Setup
• Can target security-related

design issues Formal 
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Mapping of CWE to Formal Apps
STEP 1

Review CWE Description, 
Examples, Detection 

Methods

STEP 2
Determine Design 

Component  to Verify

STEP 3
Determine Formal App
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CWE Component Formal Tool
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Formal Verification Details

6)   CWE 1314 - Missing Write 
Protection for Parametric Data 
Values

Register settings should be 
restricted to within the valid range

5)   CWE 1299 - Missing Protection 
Mechanism for Alternate 
Hardware Interface

Privilege level settings should not 
be vulnerable to unwanted changes

4)   CWE 1271 - Uninitialized Value on Reset 
for Registers Holding Security Settings

Privilege Controller registers should be 
initialized

2)   CWE 1221 - Incorrect Register 
Defaults or Module Parameters

Register default value should be 
correct according to specifications

3)   CWE 1231 - Improper Prevention 
of Lock Bit Modification

Lock bits from Privilege Controller 
should not be modified after boot

7)   CWE 1317 - Improper 
Access Control in Fabric 
Bridge

Check for paths along 
fabric bridge for any 
malfunction in access 
control checks, that causes 
key data to be leaked to 
unsecure manager

1)   CWE 1209 –Failure to Disable 
Reserved bits

Reserved register bits should not 
be usable



Simulation (with Radix)

Radix is a security verification tool that automatically creates 
security monitors based on the input security rule. The security 
monitor tracks information flow to identify security vulnerabilities 
that may be present in the design
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Security Verification Flow using Radix
Create Rules

Generate Security 
Monitor

Run Security 
Monitor in 
Simulation

Analyze Results

Sign-off
Key

Protection

Device keys and other assets 
stored in One-time 
Programmable (OTP) regions 
must not flow to any manager 
except Key DMA channel

Crypto IP key must not leak outside 
the block

Crypto IP key must not flow on the 
External Communication I/F which 
is accessible by the host processor

The privilege level must not be 
influenced by the External 
Communication I/F

The value of Access Permission 
bits (0-3, 22-23) must not be 
influenced by software
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Keys and other assets  stored in 
Secure System memory region 
must not flow to any manager 
except Key DMA channel



Security Coverage

• Portions of the design related to security are measured for 
coverage

• In Simulation, this is 
measured by the security 
verification tool (Radix)
• From source to protection 

boundary

Radix coverage concept



Formal Results

• Over 9000 properties

• Block-level properties 
proven faster compared 
to running simulation

• Shorter setup time

Requirement CWE Formal Tool Property 
Count Result Block

1. Reserved register bits should not 
be usable 1209

Register Verification 1176
PASS Privilege Controller

Property Verification 1

2. Register default value should be 
correct according to specifications 1221

Register Verification 3797
PASS

Privilege Controller

Property Verification 13 Security System Top

3. Lock bits from Privilege Controller 
should not be modified after boot 1231 Property Verification 132 PASS Privilege Controller

4. Privilege Controller registers 
should be initialized. 1271

X-Propagation Verification 2600
PASS Privilege Controller

Register Verification 843

5. Privilege level settings should not 
be vulnerable to unwanted changes 1299 Security Path Verification 22 PASS Privilege Controller

6. Register settings should be 
restricted to within the valid range 1314

Property Verification 1 PASS Security System Top

Formal-assisted Lint 1116 PASS
FAIL

Privilege Controller
Access Permission

7. Check for paths along fabric 
bridge for any malfunction in access 
control checks, that causes key data 
to be leaked to unsecure manager

1317 Security Path Verification 6
FAIL
PASS

Undetermined
Security System Top



Simulation Results

• Verification was done when the 
design was already stable

• Result increased confidence in the 
design

Requirement Secure Asset Objective Result

Device keys and other assets stored in OTP 
regions must not flow to any manager except Key 
DMA channel

1. Device Keys 
stored in OTP 
memory

Confidentiality PASS*

Crypto IP key must not leak outside the block 2. Crypto IP key Confidentiality PASS

Keys and other assets stored in Secure System 
memory region must not flow to any manager 
except Key DMA channel

3. Runtime Keys 
stored in System 
Memory

Confidentiality
PASS*

Integrity

Crypto IP key must not flow on the External 
Communication I/F which is accessible by the 
host processor

4. External 
Communication 
I/F and IP Key

Confidentiality PASS

The privilege level must not be influenced by the 
External Communication I/F

5. Privilege 
Control settings Integrity PASS

The value of Access Permission bits (0-3, 22-23) 
must not be influenced by software

6. Access 
Permission Bits Integrity PASS

*Security verification failed when protection mechanism is not set in the test



Security Coverage Results (Formal)

Block Formal Coverage Details

Privilege Controller 75.9% Registers, privilege control logic and lock control logic 
are hit. 

Access Permission 49.4% Registers and the access control bit settings are hit. 

Security System Top 12.1%
Top level assertions mainly include access permission 
signals, therefore only a small percentage of the top-
level design was hit

• Code coverage was collected
• Analysis was focused on parts of the design with security 

control logic



Security Coverage Results (Simulation)

Requirement Security Rule Name Security Coverage 
(Initial)

Security Coverage
(with Protection boundary)

Device keys and other assets stored in OTP regions must not flow to any 
manager except Key DMA channel OTP2Master 0.6% (Ongoing analysis)

Crypto IP key must not leak outside the block Crypto_KeyLeakageCore 27.6% 77.1%
(Unhit areas can be ignored)

Keys and other assets stored in Secure System memory region must not flow to 
any manager except Key DMA channel

Mem_Conf_Secure 91.8% (Ongoing analysis)

Mem_Integ_Secure 92% (Ongoing analysis)

Crypto IP key must not flow on the External Communication I/F which is 
accessible by the host processor CryptoKey2Host 91.6% (Ongoing analysis)

The privilege level must not be influenced by the External Communication I/F Host2Priv 91.9% 93%
(Unhit areas can be ignored)

The value of Access Permission bits (0-3, 22-23) must not be influenced by 
software APBits_IntgRule 92% 92%

(Unhit areas can be ignored)

• Coverage is measured for each rule 



Conclusion

1. Identification of security requirements sets the stage for 
determining the right verification methods to use.

2. Using CWE ensures that requirements are not only based on 
functionality, but also on design weaknesses.

3. The use of formal and simulation can complement in meeting 
the scope of security verification from block to system-level.

4. Measuring the security verification effort through security 
coverage provides a solid criterion to determine signoff.
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