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Motivation: Why This Work Matters

Can we trust RTL-based safety metrics early and prove it? 

• ISO 26262 requires quantitative proof of random hardware fault coverage

• Traditional safety metric analysis is performed late in the design cycle using Gate-Level Simulation or post-layout analysis.

• Gate-level fault injection is:

- Computationally expensive

- Slow to iterate

- Poorly mapped back to RTL intent

• This reactive approach conflicts with ISO 26262’s goal of proactive, “safety by design.”

Key Question?



Traditional Methodology 

• Underscores the need for early safety analysis, as enabled by RTL-based FMEDA.

Design FMEDA Fault Injection Goals 
Met

No

Netlist

Flattened Node (Netlist) Digital_Area 
(µm²)

U3254/AOI22_X1 4.8
U3255/INV_X2 1.5

U3256/NAND3_X1 3.6
U3257/BUF_X1 1.2

U3258/DFFR_X1 4.3
U3259/OR2_X1 2.4

• Design hierarchy is flattened for timing and optimization

• RTL hierarchy is lost, No connection to architectural intent

• Manual reconstruction required:

- Mapping gates  -> RTL blocks

- Mapping safety mechanisms  -> logic cones
• Missing hardware protection leads to slower, software-based integrity 

checks.



Proposed Methodology Driven By RTL FMEDA

Design RTL FMEDA Fault Injection
Goals 
Met Yes

Early Analysis 

Safety 
Implementation Netlist FMEDA

Lightweight Synthesis Abstraction:
• Fast structural extraction from RTL
• Bridges RTL intent with gate-level reality

Building Hierarchical RTL FMEDA:
• RTL module extracted based on cell type, 

area, transistor count.
• Aggregate Structural data per block

Metric(M) = i∑n​(Ni​×Ai​)

RTL Fault Injection and Validation:
• Automated Fault list 
• Injected at RTL with structural intent
• Reduces risk of late-stage changes by 

enabling early validation
Cell_Type Digital_Are

a (µm²)
Transistor
Count

DFF_X1 4.2 20
NAND2_X
1

2.5 10

NOR3_X2 3.8 14
INV_X1 1.1 6
XOR2_X1 3.2 12
AOI21_X2 4.5 16

RTL_Hierarchy Total_Cells Aggregated_
Area (µm²)

Total_Transis
tors

top.cpu.alu 22,450 65,800 290,000
top.cpu.decoder 11,320 34,200 155,000

top.memory.co
ntroller

14,970 42,750 195,000

top.io.interface 8,540 21,900 99,800



Correlation Results: RTL vs Gate-level

Metric FIT
(Failures in
Time)

PMHF
(FIT)

SPFM (%) LFM (%)

RTL
FMEDA

0.1805 0.07821 76.0 99.0

Gate-Level
FMEDA

0.09933 0.06012 71.18 99.0

Delta 0.08117 0.01809 6.34% 0.0%
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Metric comparison RTL vs Gate

• SPFM Delta exists, some logic optimization, are reduction etc

• Does not invalidate architectural safety intent

• RTL still correctly identifies where protection is needed



Case Study 1: RISC-V Open Core Architecture 
SW Test 

Fusion Compiler 
FuSa



Case Study 1: FMEDA Data (RTL vs Gate) 
VC FSM

Spyglass FA, DC



Case Study 1: Fault Injection Validation (Gate-Level)

• 12500 Randomly sampled stuck-at faults

• Key Metrics, Fsafe (safe faults) and Fault Coverage (DC)

VC Z01X



Correlation Analysis 

Metric RTL 
Abstraction
(Proposed)

GLS
w/o verification

(Traditional Est)

GLS
w Verification
(Traditional 

Actual)

Correlation Est
(Traditional Est vs 
Traditional Actual)

Correlation 
Actual

(Traditional 
Actual vs 
Proposed)

Overall Prediction 
Accuracy

SPFM 76% 71.18% 70.78%
(With Fsafe)

70.78 / 71.18 =
0.995 (99.5%)

70.78 / 76 =
0.932 (93.2%)

(99.5+93.2) /2 =
96.35%

LFM 99% 99% - - - 100%

• Comparison of FMEDA-derived metrics and fault injection results established quantitative correlation between gate-level and early RTL metrics.

• Demonstrates the value of early safety assessment and continuous validation throughout the design flow.



Case Study 2: Automotive SoC
VC FSM

Spyglass FA

• Case study focused on a production Automotive SoC IP block

• RTL FMEDA built from lightweight synthesis 

• Early metrics, SPFM at RTL:96.49%

• High diagnostic coverage



Correlation Summary
Comparison Stage SPFM Ratio (ρ) Delta (%) Interpretation

Correlation Est

(Traditional Est vs Traditional Actual)
0.995 0.4% Excellent Consistency 

Correlation Actual

(Traditional Actual vs Proposed)
0.93 7% Minor decrease, synthesis impact

• SPFM consistency across design stages is measured by the ratio of post-verification to pre-verification SPFM (~0.995), indicating 

excellent diagnostic coverage alignment, with minimal delta  (0.4%).

• Gate-level vs. RTL SPFM yields strong correlation (ρ ≈ 0.93), showing only slight reduction after synthesis.

• Validates RTL FMEDA as a reliable predictor of final safety performance, 

• Provide early confidence and minimizing uncertainty before implementation



Overall Closed-Loop Safety Flow
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Conclusion 

• Demonstrates a robust, experimentally validated RTL-based FMEDA methodology for early functional safety assessment

• Lightweight synthesis abstraction enables accurate extraction of digital area and transistor data for early FMEDA analysis.

• Automated data aggregation and targeted fault injection support reliable calculation of SPFM and LFM, guiding architectural decisions.

• Integrates fault injection, classification, and safety metric derivation at the RTL stage for predictive safety risk and diagnostic coverage

analysis.

• Correlation framework aligns RTL-based FMEDA results with gate-level outcomes; case studies show high correlation (ρ = 0.93) and

minimal differences within engineering tolerances.

• Predictive Reliability, Architectural Traceability, and Early Safety Closure enabling efficient ISO 26262 compliance and “Shift Left”

safety evaluation.
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