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Introduction and Problem Statement 
FMEDA identifies which elements require

safety mechanisms to avoid failures.

Safety Verification Plan 

Identification of Verification Platform & Scope 

Identification of Fault Scope & Type

Integration of Results and Traceability 

Audit Ready demonstratable Quality 

Non-targeted fault campaigns

• Which Failure mode and Safety Goal does these Instances represent?

• How to generate In Scope or Safety Relevant Faults Space

Weak traceability

• Simulated fault IDs do not directly map to FMEDA entries, complicating coverage

justifications and audits.

• Gaps in Verification of Safety relevant Area

Manual classification effort

• Safety teams must manually accommodate FMEDA spreadsheets with simulation

reports.

• Scope and understanding of the SEooC IP

Fault simulation provides experimental evidence by injecting faults

and checking whether the safety mechanism responds correctly.
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Elementary Subpart Extraction

• Faults originate at the “Elementary Sub Part” level and may propagate further to result in

system failures.

• Random HW faults can be of both Permanent or transient type and can occur at any time.

• Base Failure Rate is allocated based on the technology data for different HW logic types, such

as digital, memory, analog etc.

• FIT (Failure In Time) is calculated by combining the Failure Mode, Elementary Sub Part, and

Base Failure Rate.

λ_ESP = λ_seq + λ_col

λ_seq represents the intrinsic failure rate of the sequential element. λ_col represents the

cumulative failure contribution from combinational COL.

Guidance from ISO 26262 Part 11 show the use of Elementary Sub Parts to define Failure Modes.



FMEDA and Generation of Safety Verification Plan

• Data exchange: FMEDA driven fault campaigns and back-annotation of

diagnostic coverage

• Safety-focused filtering: Faults that do not contribute to SPFM, LFM, or latent

fault metrics are automatically excluded, significantly reducing simulation scope.

• Prioritization based on ASIL and coverage relevance: High-ASIL blocks or

mechanisms with weak diagnostic coverage are simulated first.

• Traceable mapping: Every fault in the simulation plan is linked to its

corresponding FMEDA entry, enabling automated reporting for audits or safety

cases.

• Read by fault campaign compiler to create faults in fault database



Experimented Methodology 

• Accurate mapping of safety-relevant faults is key to efficient fault

simulation.

• Targeted fault simulation plans, based on FMEDA data, optimize

resource use and ensure ISO 26262 coverage.

• Fault injection and diagnostics are automated and prioritized by

safety relevance.

• Fault pruning: Removes irrelevant or redundant scenarios.

• Fault sampling: Simulates a representative subset, reducing

analysis time by up to 10×.

• Automation: Streamlines classification and reporting of

diagnostic responses.



Fault Injection Iterations 

• Process starts with fault extraction, integrating FMEDA data into the fault

simulation flow

• Workload Definition: Test stimuli and Software Test Libraries (STLs)

activate safety mechanisms for each FMEDA partition.

• Strobe Point Selection: Critical observation points are added to capture

fault effects and diagnostic responses.

• Fault Simulation & Analysis: Simulations validate diagnostic coverage;

undetected faults are analyzed and workloads refined iteratively.

• Advanced Fault Debug: AI and machine learning classify ambiguous faults

and suggest targeted injections (phase ongoing).

• Final Validation: Once diagnostic coverage targets are met, results are

formally proven and the block is closed.
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Total Faults vs Random Sample Faults

N(Total faults) Sampling %

• Fault pruning eliminates irrelevant, redundant, or low-impact faults, focusing analysis on

scenarios that affect system safety and functionality.

• Fault sampling selects a statistically representative subset of faults for simulation, significantly

reducing the number of cases to analyze.

• These techniques together improve efficiency, cutting simulation time by up to 10× while

maintaining accurate safety coverage.

• Running 1 million faults takes huge FSIM time, analysis time-typically weeks.

Fault Sampling 



Fault Injection Results (First Iteration) 

• Not Observed and Not Controlled faults make around ~26%

• Dangerous Not Detected needs to be reviewed on Residual status

• Assumed Dangerous Unobserved needs to be rerun with different workloads



Fault Analysis: Safe Faults

Safe: Clock Gate (EN S@0)

• Safety Reason: No impact on functional data/control

• Diagnostic Logic: Clock toggles but logic unaffected

Safe: Scan FF (fault on CP / D / Q, SE=0)

• Safety Reason: Fault cannot reach functional logic

• Diagnostic Logic: Scan disabled, path masked



Fault Analysis: Expert Judgement (By Debug)

Detect by Analysis: RAM ECC (other banks)

• Safety Reason: Behavior consistent across all banks

• Diagnostic Logic: ECC guarantees detection and correction



Results: Traditional vs Proposed Methodology 

Metric Traditional Flow Proposed-Flow Improvement

Faults Simulated 11,604 7,809 ↓ 33%

Traceable Faults 65% 92% ↑ 42%

Unresolved Faults ~4000 ~600 ↓ 85%

Manual Debug Time 6 weeks 2 weeks ↓ 66%

Audit readiness Partial Full ✓

Reduces redundant fault campaigns and improves key safety

metrics (SPFM/LFM).

Delivers measurable efficiency gains: 33% fewer faults, 66% less

manual debug, 3–5× lower compute resource usage.



Back Annotation

• Directly load measured/verified values from Fault campaigns into FMEDA per failure mode to identify potential gaps

• Maintain traceability of verified failure modes for audit purposes

• Support continuous improvement by updating FMEDA with latest measured data

• Enhance transparency with a documented history of changes and updates

• Ensure compliance with industry standards through evidence of verification

• Improve collaboration by centralizing fault data and traceability

Fault DB



Best Practices: Meeting Safety Goals

FMEDA driven and Fault aware injection 

• Target fault nodes (Safety relevant)

• Injection granularity 

Clear and scalable safety verification plan

• Fault pruning, Random Sampling, closure goals (Target DC)

Strong debug and observability on the fault injection platform

• Automated Root close analysis and manual debug hooks 

• Usage of AI models in assisted fault debug

Automation and data-driven closure 

• Fault lists, and measured DC back to FMEDA

• Traceability 

Partnership with EDA Solutions Providers

• Alignment and best strategy to success 



Conclusion

• FMEDA-driven fault simulation provides a structured, ISO 26262-compliant safety

verification process for automotive SoCs.

• Each simulated fault is mapped to its FMEDA entry, ensuring traceability, accuracy,

and audit readiness.

• Automated progress tracking highlights coverage gaps and areas for improvement.

• Validated on production SoC blocks, demonstrating scalability for next-generation

designs.

• Achieves equal or better diagnostic coverage than traditional methods with enhanced

scalability and audit readiness.

• Transforms fault simulation into a repeatable, standards-compliant methodology,

closing the safety verification loop.

Stage Flop count
Faults 

Count

Simulation 

Time (days)

Design subblock Scale 26939 67,780 15

For the target FMEDA 

Design subblock
3562 11,604 4

After Sampling 3562 7,809 2
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