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Complexity of Modern SoCs​
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Reuse and 3rd party IP are a significant 

portion of designs​
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Writing and maintaining home-grown solutions
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Manual effort to keep up with changing standards, 

enhancements & bug fixes 



Increased SoC complexity is expanding the hardware attack surface
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Case Study: Introduction

• PULPino RISC-V SoC as demonstration vehicle​

• Magillem platform for integration and verification automation
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SoC Integration Automation with the Magillem Platform
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PULPino SoC Integration​

• Pulpino (RiscV) Example 
platform​

• AXI4: Risc Core, Inst/data 
mem, SPI​

• APB: Peripherals​

• Dual FlexNoC IP - Arteris
SIP group

FlexNoC_0 / FlexNoC_1
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What are we going to do?​
• Import & Package IPs​

• Load AMBA bus definitions​

• Import RTL IP​

• Map Physical IP ports to AMBA 
logical ports​

• Merge Memory Map into 
Component IP​

• Build Top-Level Design​

• Instantiate and Configure 
Components​

• Connect bus Interfaces 
and AdHocs (wires)

• Validation ​

• Run Checkers and Generate 
Connectivity Report​

• Check System Map / Generate 
System map report​

• Hierarchy Manipulation / 
Repartitioning​

• Outputs Generation​

• RTL Netlists​

• UVM RAL​

• HTML​

• C Header 
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Import RTL and Generate IP-XACT
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Automap Bus Interfaces and Connect 
Components​
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Restructured RTL
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Move, Merge, or Flatten physical and virtual 

hierarchy: Fast & safe response to meet power & 

floor-planning constraints
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Generate a Memory Map and Register Definitions
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Output Generation
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Output Generation
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• IPXACT 2014/2022

• UVM RAL

• SystemVerilog RTL

• HTML

• Excel Spreadsheet
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Case Study: UVM-Based Verification

• Magillem Registers exports UVM RAL based on 
SystemRDL/CSRSpec/IP-XACT

• UVM testbench performs access tests, reset checks, 
mirror/predict

• Ensures alignment between RTL and software-visible 
registers
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Case Study: UVM Register Model
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Case Study: HTML Documentation
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Case Study: Results and Benefits

• 3× speed, 5× capacity in register management

• 35% time savings in HW/SW interface development

• Single source of truth, automated validation

• Reduced risk of design failure
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Guidelines for Robust HSI Design
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Early Involvement of Software Teams

• Software can do some things more easily than RTL

• Keep the software team in lockstep with RTL teams

• Use automation on a golden source input
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The product doesn't ship 

unless the device driver works!
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Hierarchical vs Leaf Address Maps

• Hierarchical address maps contain only other address maps

• Leaf address maps contain other memory objects, i.e. 
registers and memories

• Putting them together will work, but it may cause issues for 
specific outputs
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Simplifies UVM backdoor 

paths!
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Decide Top-Level Word Size Early

• Multiple IPs mean potentially various access widths

• Set all developed maps the same word size

• Make the top the largest access size
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Simplifies verification and the 

need for shadow registers!
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Cautiously Use Byte Enables

• Decide early!

• Can mix and match IPs, but system map needs to be one or 
other

• Adds complications to HW verification and software writing
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Simplifies verification!
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Fields as the Atom

• Each output has different requirements and focus
• UVM is register - aligned

• C Header is typically register - aligned

• RTL is flop-aligned

• Using fields gives a wide range of support
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Simplifies various outputs!
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Avoid Mixed Access in Registers

• Don't mix functionality and purpose

• Don't cram fields

• There is enough room for specific registers doing specific 
things
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Simplifies software development!
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Don’t Smash Your System Map

• Give your maps some room between each other

• Group like things together

• It simplifies the decoders
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Future proofs your designs.
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Design for Security

• Identify security-sensitive assets

• Develop verifiable security requirements

• Apply systematic security verification at each stage of design

• Collect security verification evidence
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Enable traceable security assurance.



Arteris Is Investing in Tools to Take the Pain 
away from HW Security Verification

• Radix-ST: Static RTL analysis to identify Common Security 
Weaknesses (CWE) early in the HW development cycle

• Radix-S: Subsystem-level security verification capable of 
identifying  80% of common hardware weaknesses in the 
Common Weakness Enumeration (CWE) database 
maintained by MITRE

• Radix-M: System-level security verification with system 
FW/SW
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Security Verification in Lockstep with Chip Development
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Conclusion

• Blending standards and automating SoC integration

• Adoption of IPXACT and SystemRDL/CSRSpec

• Future directions: AI-assisted integration, formal verification
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Thanks for your attention!
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Learn more at arteris.com
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