
• Barrier = First design signal where fault
propagation ceases

• A barrier can block multiple faults, and a
fault can be blocked by multiple barriers

• This necessitates an iterative process of
eliminating fault barriers

• After barrier removal, simulation helps
determine the final classification

• Barriers exhibiting similar characteristics
can be expertly categorized and analyzed
together

• “No single key unlocks every door”

• Formal method -> Digital block-level +
Tool and design expertise + More
compute resources

• Barrier Analysis (Simulation) method ->
Mixed signal or High-seq digital + More
manual effort

• Both, formal and simulation methods
have distinct strengths and limitations

• An optimal approach aligning with
design characteristics maximizes ROI

• Strategically combining both methods to
mitigate UU faults boosts confidence in
DC
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• Further analysis of unanalyzed fault 
barriers is underway on Project-2

• Preparing to deploy Barrier analysis 
method in other production projects

• Prepare barrier analysis guidelines for 
RTL and GLS models

• Develop an advisory tool for tailoring 
formal and simulation method to 
design needs/types

• Functional Safety (FuSa) ensures system’s 
correctness and failure management

• Fault Injection (FI) evaluates the Diagnostic 
Coverage (DC), fault effects

• DC helps to assess the effectiveness of the 
Safety Mechanism

• Unclassified faults are the faults that are 
Unobserved functionally and Undetected 
by Safety Mechanism (UU)

• UU faults must be analyzed and reclassified 
to confidently finalize the achieved DC

• This poster contrasts formal and simulation 
methods for UU fault analysis

• UU faults = Insufficient Stimulus + 
Structurally out of COI + Structurally in and 
functionally out of COI

• Solutions [1] = Formal analysis + Structural 
analysis + Constraints (Barriers / Stopats)

• Convergence issues + Tool limitations = 
Delays + Insignificant ROI

• Prompted an exploration of alternate 
methods to classify UUs

• Simulation based Fault Barrier analysis 
identifies design barriers blocking fault 
propagation

• Ranks barriers by their contribution to non-
propagation

• Leverages existing fault simulation setup
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Project-1 (Digital design)

• Formal analysis applied post fault sims [2]

• Formal friendly -> Higher convergence of 
UU faults -> UU’s formally reclassified and 
signed-off

Project-2 (Mixed-Signal design) 

• Fault barrier analysis applied post formal 
based structural analysis

• Large set of barriers associated with DFT

• Prioritized one-to-one mapped barrier and 
fault nodes for prompt classification

• Design experts confirmed faults as safe

• Inconclusive faults subjected to debug for 
reclassification
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Fig 4. Barrier to fault mapping in Barrier analysis

Fig 6. UU faults classified with only Formal

Fig 5. Fault to barrier mapping in Barrier analysis

Fig 8. Expertise required for formal analysis

Fig 9. Formal and barrier analysis selection

Fig 10. Formal best practices

Fig 3. Fault and barrier visualization 

Fig 7. UU faults classified with Barrier Analysis

Fig 1. Fault injection and classification as 
per ISO 26262
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Fig 2. Fault analysis v/s time spent
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