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Abstract- During fault injection simulations, injected faults can be detected by the Safety Mechanism (SM) and/or can
be observed to impact design functionality. Diagnostic Coverage (DC) serves as a key measure to assess the effectiveness
of the SM. While achieving the target DC is the ultimate objective, ensuring this is accomplished with a high degree of
confidence is essential. Unclassified faults—those that are Unobserved functionally and Undetected by SM (UU)—must be
carefully analyzed and reclassified to confidently finalize the achieved DC. This paper presents simulation-based Fault
Barrier Analysis as an innovative approach, emphasizing its advantages over conventional formal methods in specific
design contexts. It addresses the challenges faced in formal-based UU analysis. It also offers a comprehensive analysis
contrasting formal methods with simulation techniques. The results provided from both the methods offer valuable
insights to help users select the most suitable methodology for UU fault analysis based on their design needs. Following
the saturation of formal-based analysis, a simulation-based approach is currently being implemented in project 2, where
it is yielding promising results.

I INTRODUCTION
Functional Safety (FuSa) ensures that a system operates correctly in response to its inputs and safely handles
potential failures to prevent risks or hazards. I1SO 26262 is the recognized standard for Functional Safety in
automotive Electrical and Electronic Systems. It offers a FuSa development process for the entire automotive supply
chain. It also provides an automotive-specific approach for determining risk classes known as Automotive Safety
Integrity Levels (ASILs) as shown in fig. 1.
ASIL assessment is based on three parameters:

. Severity - Potential severity of harm
. Exposure - Potential exposure to the operational situation
. Controllability - Potential for controllability to avoid harm

Figure 1. ASIL assessment

ISO 26262 recommends fault injection as a method for
e  Supporting the evaluation of the hardware architectural metrics.
o Evaluating the DC of a Safety Mechanism
o Evaluating the diagnostic time interval and the fault reaction time interval
o Confirming the fault effect
e  Supporting pre-silicon verification of an SM, including its ability to detect faults and manage their effects
The Failure Modes Effects and Diagnostic Analysis (FMEDA) verification flow, shown in fig.2 starts from the
FMEDA document with estimated DC and terminates with the annotation of the verified DC back into the FMEDA.
Unclassified faults block the DC sign-off even when the target DC is met, as the confidence in such DC is low.
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Figure 2. FMEDA Verification Flow

FMEDA is a systematic analysis technique in which the FuSa design is represented as part, sub-part, and
elementary sub-part and their respective estimated DC and Single Point Fault Metric (SPFM) are determined. This
forms the basis for the fault campaigns as shown in fig. 3.
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Figure 3. Planning fault campaigns from FMEDA

During a fault injection campaign, faults are classified based on their impact and detection. If a fault affects the
functional outputs (FO), it is deemed dangerous. If it is detected on the checker outputs (CO), it is marked as
detected. Faults that do not affect either output are labeled as unobserved or undetected. Consequently, faults are
categorized as Safe (S), Dangerous Detected (DD), Dangerous Undetected (DU), Unobserved Undetected (UU), and
Unobserved Detected (UD). Diagnostic Coverage (DC) is determined by analyzing DD and DU faults, while SPFM
and Latent Fault Metric (LFM) calculations incorporate S, DD, and DU faults, as shown in fig. 4,
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Figure 4. Fault categorization matrix

A safe fault is one that lies structurally outside the Cone-of-Influence (COI) of the functional outputs (FO) or is
unactivatable and/or unpropagatable. Faults whose effects are not observed on the FO are termed as unclassified,
which forms the central focus of this paper. It is both noteworthy and concerning that a significant portion of the
fault nodes often remain unclassified in initial fault injection campaigns, a phenomenon that is routinely observed
across the industry.

1. DESCRIPTION
Fault Injection simulations on a design yields fault classifications, including UU faults. Primary causes of UU
fault are Insufficient stimulus/workload [1], structurally Out of COI (OOCOI) of the FO, structurally in and
functionally out of COI of the FO as shown in fig. 5,
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Figure 5. Cone of Influence of FO

A. Formal Analysis

Solutions include employing formal tools to filter out faults that are structurally out of COI of the FO [1] and
classify them as safe. Additionally, applying constraints to exclude non-safety-critical modules, such as scan logic,
can further enhance the safe fault count. Ensuring that the DV test suite used for fault campaigns achieves 100%
functional coverage is another, albeit labor-intensive, solution. A key innovation in leveraging formal methods is the
identification of stimuli capable of propagating UU faults to the FO. This is accomplished through propagatability
and detectability analysis of UU faults [1]. The resulting stimuli traces can then be used to develop tests that classify
UU faults within the simulation environment. These various formal solutions will aid in categorizing UU faults
arising from diverse underlying causes.

Let us understand precisely how each of these causes could be addressed with above mentioned formal solutions.
Table 1 shows different reasons for unclassified faults and their respective solutions [2]



TABLE 1
UU CAUSES AND THEIR FORMAL SOLUTIONS

Reason for a fault to be unclassified Various solutions for each reason of unclassified fault

Insufficient stimulus/workload e Use Test-Constant analysis — This will identify all the test-based constants

. Identify the modules/sub-modules with more unclassified faults and create the
stimulus/tests to activate that module/sub-module

e  Create an RTL regression suite to check the fault injection tests have relevant
functional and code coverage.

e Use formal propagatability and detectability analysis to identify the input port
values that can stimulate a particular node and create simulation test(s).

Structurally OOCOI of the FO e Use formal structural analysis to identify structurally safe faults
Structurally ICOI and functionally OOCOI of e Provide basic ‘assume’ in the structural analysis to identify functionally safe
the FO faults.

e Further, improve the ‘assumes’ based on the design understanding to improve the
safe fault result.

e  Based on the expert understanding of the design add stopats/barriers to exploit
unactivatable and unpropagatable nodes and classify them as safe.

The following table 2 consolidates various solutions for UU analysis, the level of understanding of design and
formal concepts needed and the overall impact [2]

TABLE 2
FORMAL SOLUTIONS AND THEIR IMPACT
Technique Design Formal Impact

Understanding Understanding
Constraint design inputs (assume) Basic Basic Targets all functionally safe nodes
Forcing internal nodes (stopats / barrier) Expert Medium Targets unactivatable and unpropagatable nodes
Test based fault pruning Basic Basic Test-based constants and marked as UU
Identifying stimuli Expert Expert Targets difficult-to-activate type of faults

It is a well-recognized challenge within the industry that formal analysis methods can encounter convergence
issues, which often require substantial manual effort to address. The one of the mentioned formal analyses of
identifying stimulus with propagatability and detectability analysis is no exception, where it was proven that
increasing resources—such as licenses, time, and computational power—could accelerate convergence in digital
heavy designs and block level analysis as shown in results. However, even with extensive resource allocation, full
convergence was not achieved in high sequential depth and mixed signal designs. Due to the inherent limitations of
formal tools, the process faced significant delays and various challenges, resulting in a prolonged execution time.
Consequently, the Return On Investment (ROI) was not satisfactory. This prompted an exploration of alternative
methods to address UU faults, leading to the development and discovery of the Fault Barrier Analysis method.

B. Fault Barrier Analysis

Understanding the factors that prevent fault propagation to the FO led to the identification of chokepoints or
barriers in fault propagation. A fault barrier is defined as the first design signal where fault propagation ceases as
shown in fig. 6.
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Figure 6. Fault Barriers in the design

Identifying these barriers is crucial for introducing design constraints or creating stimuli to either disable the
barrier or enable fault propagation. In barrier analysis, barriers are ranked in descending order based on their
contribution to fault non-propagation, from those causing the highest to the lowest number of UU faults. This
ranking facilitates the prioritization of efforts in creating constraints or stimuli for the most significant barriers. This




simulation-based analysis requires no additional setup, as it leverages existing fault simulation runs to identify fault
barriers, thereby minimizing setup time. Upon completion of the simulation, the tool generates a list of faults and
their corresponding chokepoints, outputting one barrier database file per test run. This data can significantly aid in
addressing a large volume of UU faults by identifying design areas responsible for fault non-propagation and non-
detection.

The generated barrier to fault mapping file contains the information such as barrier ID, barrier node, fanin
strength, impacted fault(s) ID’s as shown in fig. 7,

1 Barrier ID,Barrier Node,FanIn Strength,Faults

2 1,spitb_sim top.dut top.SPI_TOP ©.SPI REGCTL 0.Cont Assign at /proj/fsdv_dev/srajaned/adv_ip/fsdv dev/fcf dev/dfi fw/design/spi/rtl/SPI_REGCTL.sv:1069,259,{446 447 45

9 462 696 1195 1196 1197 1198 1199 1260 1201 1262 1203 1204 1205 1206 1207 1208 1209 1216 1211 1212 1213 1214 1215 1216 1217 1218 1219 1220 1221 1222 1268 1269 1270 1
271 1272 1273 1274 1275 1276 1277 1278 1279 1280 1281 1282 1283 1284 1285 1286 1287 1288 1289 1290 1291 1292 1293 1294 1295 1379 1380 1381 1382 1413 1414 1415 1416 14
27 1428 1471 1472 1475 1476 1479 1480 1482 1483 1484 1498 1499 1501 1504 1565 1566 1567 1588 1569 1516 1511 1524 1527 1529 1546 1544 1547 1548 1549 1550 1553 1554 155
5 1556 1557 1558 1559 1560 1561 1562 1563 1564 1568 1611 1612 1626 1627 1628 1630 1632 1634 1635 1656 1657 1658 1661 1663 1664 1667 1669 1670 1671 1672 1673 1674 1675
1676 1677 1679 1680 1681 1683 1684 1685 1686 1687 1688 1689 1690 1691 1692 1693 1694 1695 1696 1697 1698 1699 1760 1701 1762 1763 1704 1705 1706 1767 1708 1769 1710
1711 1712 1713 1714 1715 1716 1717 1718 1719 1720 1721 1722 1723 1725 1726 1727 1728 1729 1730 1731 1732 1733 1734 1735 1736 1737 1738 1739 1740 1741 1742 1743 1744 1
745 1746 1747 1748 1749 1751 1752 1753 1754 1755 1757 1758 1761 1762 1763 1764 1765 1766 1768 1769 1770 1771 1772 1773 1774 1775 1776 1816 1817 1818 1819 1826 1918 19

19 1920 1921 1922 1923 1924 1925 1926 1928 1929 1930 1931 1932 1933 1934 1935 1936 1937 1936 1939 1946 1941 1942 1943}

Figure 7. Snippet of barriers.csv (barrier to fault relation) on an example design

The generated fault to barrier mapping file contains the information such as fault ID, fault node, fault type, fault
injection time, fanout strength, barrier ID’s as shown in fig. 8,

1 Fault ID,Fault Node,Fault Type,Fault Injection Time,FanOut Strength,Barriers
2 1,spitb_sim_top.dut_top.SPI_TOP_0.CSb,SA0,100NS,1, {147}

3 2,spitb sim top.dut top.SPI_TOP ©.CSh,SA1,100NS,1,{147}

4 3,spitb sim top.dut top.SPI TOP ©.CSb data drv.clkl,SA®,106NS,1, {93}

5 4,spitb_sim_top.dut_top.SPI_TOP_0.CSb_data_drv.clkl,SAl,100NS,1, {93}

6 5,spitb_sim_top.dut_top.SPI_TOP_0.CSb_del_drv.clkin,SAG,100NS,1, {148}

7 6,spitb sim top.dut top.SPI TOP ©.CSb del drv.clkout,SAG,106NS,1, {149}

8 7,spitb_sim_top.dut_top.SPI_TOP_0.CSb_del _drv.clkout,SAl,106NS,1, {149}

9 8,spitb_sim_top.dut_top.SPI_TOP_0.CSb_drv.clkin,SA0,106NS,1, {150}

10 9,spitb sim top.dut top.SPI TOP 0.CSb drv.clkin,SAl,106NS,1, {156}

Figure 8. Snippet of faults.csv (fault to barrier relation) on an example design

Snippets from actual project are not shared because of project confidentiality. In the following section, results are
shared from the actual projects.

1l. RESULTS AND TAKE-AWAYS
Table 3 below presents project details, including gate and flip-flop counts, to illustrate the design scale and
complexities for formal method across various projects for unclassified fault analysis. These insights were gathered
to ensure a comprehensive understanding of the diverse design types evaluated prior to forming a detailed
recommendation.

TABLE 3
PROJECT DETAILS
S. No Parameter Project 1 Project 2 Project 3 Project 4
Block 1 Block 2
1 Design Type Digital Digital Mixed Signal Mixed Signal Mixed Signal
2 Gate count 76125 4571 616621 24784 16074
3 FF count 1125 82 14816 1398 956
4 Complexity High sequential None Non- Counters Real Number
depth synthesizable Models
models

Fig. 9, demonstrates that increased resource allocation led to less convergence time i.e., reduction of 85% and 50%
in block 1 and block 2 respectively for project 1. Fig. 10, shows that this increase in resource also led to more
convergence i.e., less unknown faults in block 1 and block 2 of project 1 which is a digitally intensive design.



PROJECT-1 convergence time statistics

N
o

Y PROJECT 1 BLOCK 1

W safe WDangerous M Unknown

[,
v

[
o

5 25 2 1
Block 1 Block 2

Total convergence time (hr)

Blocks in Project-1

W w/o additional resources M with additional resources

Figure 9. Convergence time in Project 1

PROJECT 1 BLOCK 2

WsSafe WDangerous M Unknown

2%6%

Figure 10. Propagatability analysis in Project 1 Block 1 and 2

However, fig. 11, reveals that, despite high resource usage, a significant portion of faults remained unclassified in

formal-based analysis in project 2, 3 and 4.
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Figure 11. Propagatabaility analysis in Project 2, Project 3 and Project 4 respectively

Fig. 12, illustrates the timeline of challenges encountered across project 2, 3 and 4 when applying formal methods
in mixed-signal designs. In fig. 12, the bubble size represents the severity of each issue, while the solid line denotes
the resolution time for each. Combinational loops emerged as the most critical issue across all projects, requiring
substantial time to resolve, which had a significant impact on the overall project timeline. After the resolution of
combinational loops, another major challenge arose—convergence issues, which remain unresolved to this day.
Where formal methods proved insufficient in such mixed signal projects, simulation-based fault barrier analysis was
introduced. The final presentation will present the comparative analysis of results between formal and simulation

methods.
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Figure 12. Challaenges faced in Projects 2, 3, 4 in Formal-based analysis

One of the challenges encountered in barrier analysis is that, after barriers

are initially identified and removed,

certain faults persist as UU, with new barriers emerging in the propagation path. This necessitates an iterative

process of identifying and eliminating fault barriers to progressively reduce the

UU fault count.



Fig. 13, presents the outcomes of the fault barrier analysis, highlighting that certain barrier nodes were analysed to
result in safe faults, while others remained inconclusive, requiring further investigation to determine their
classification.

NO.OF BARRIER NODES
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Figure 13. Results of fault barrier analysis in Project 2

Table 4 presents the fault barrier analysis statistics for Project 2. Despite the extensive number of nodes analyzed,
66.67% remained unprocessed. To address the challenges associated with iterative process inherent in the simulation
method as mentioned above, an alternative approach was adopted for this particular project as an experiment—
analyzing all barrier nodes at once instead of incrementally processing subsets and rerunning simulations. That
being said, this approach posed to be cumbersome, requiring considerable time and manpower.

TABLE 4
SIMULATION METHOD STATISTICS IN PROJECT 2
S. No Category Sub-Category Value Percentage Sub-category Value Percentage

1 Barrier Nodes Analyzed 10500 9% Safe 2460 17%

Undetermined 540 83%
Unanalyzed 109500 91% Unprocessed 6000 66.67%
2 Total number of 120000 100% Total Fault Nodes 9000 100%
barrier nodes

However, most of the barrier nodes exhibited similar characteristics, effectively alleviating the issue. These nodes
of a comparable type can be categorized, allowing for a detailed analysis of a select subset within a specific
category, while the remaining nodes can be designated as reviewed to facilitate fault classification.

By utilizing the barrier-to-fault relation and fault-to-barrier relation mapping as shown in fig.7 and fig. 8
respectively, the nodes that are directly mapped in a one-to-one fashion between barriers and faults are analyzed first
to immediately determine the fault classification. In the case of Project 2, a substantial number of barriers are
attributed to DFT logic, and the corresponding faults can be classified as safe through expert judgment. However,
the remaining faults, following the removal of the barrier, must undergo simulation to establish the final
classification. Further analysis is being conducted on Projects 3 and 4 to develop a streamlined process that can be
applied to any project. This approach aims to minimize the iterative nature of fault barrier analysis, ultimately
enhancing efficiency.

A key takeaway from this analysis in project 2 is that the simulation method limits debuggability and does not
support reactive, co-simulation, or GLS SDF annotation testbenches. Both formal and barrier analysis have their
respective advantages and limitations. To leverage the strengths of both approaches, based on various experiments
conducted in the production design, it is recommended to apply formal analysis to modules with lower sequential
depth for faster results, while using barrier analysis for the other modules. Comparative results on UU faults will be
presented in the final presentation.

Below table 5 shows the comparison between formal and simulation methods which highlights distinct strengths
and limitations for each approach. Formal methods are particularly well-suited for digital-heavy designs, typically
applied at the block level, though they demand significant computational resources and often encounter convergence
issues. On the other hand, simulation methods excel in mixed-signal environments, are more commonly used at the
chip-top level, and require moderate resources. However, they follow an iterative process, which can prolong the
analysis. This contrast underscores the need to select the appropriate method based on the design type and available
resources, balancing efficiency with complexity.




TABLES5
FORMAL VS SIMULATION METHODS

S. No Parameters Formal Method Simulation Method
1 Design Type Digital Heavy Mixed Signal
2 Hierarchy Block Level Chip Top
3 Resource Intensive Moderate
4 Drawbacks Convergence lIssues Iterative Process

Iv. CONCLUSION
A universal solution is rarely effective in complex verification scenarios. This paper examines the inherent
limitations of formal methods and demonstrates how simulation-based fault barrier analysis effectively mitigates
unclassified (UU) faults when formal techniques reach their boundaries. By selecting the optimal approach aligned
with specific design requirements, significant time savings can be achieved. Additionally, combining both methods,
where applicable, enhances confidence in Diagnostic Coverage (DC) during fault injection campaigns in Functional
Safety (FuSa) designs.
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